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1. [(I1I110O Active Directory [111] [1 Windows Server 2016/2019/2022[]

e [TT111 corp.local
e DCIP[] 192.168.1.10

2. TrueNAS [ITTITIITT 11110 ping [] DC
3. DNS 11T 0
e TrueNAS [] DNS [ITI11] AD [TTITIII1 ~ldap. tcp.dc. msdcs.corp.local
0 DNS[
4. 11110 0 TCP/UDPT]
e 53[] DNS[I] 88[] Kerberos[I] 135[] RPC[I] 139/445[] SMB[T] 389[] LDAPI] 636[]
LDAPS[]

P P07072707°0707070°°7°777°77°7
44 AD [I11T1 DNS [TTITIT]

1. 11 Network > Global Configuration
e Hostname: [TTIITITIITT] truenas []

e Domain: [T11T] AD 1111
e Nameserver 1: [J] AD[J] IP[]] 192.168.1.10[]



2. 1110 DNS [IT]

# [0 Shell OO0
nslookup corp.local

nslookup truenas.corp.local # 0000 TrueNAS IP

¢a 20 truenas.corp.local [TTTIT] AD 111 DNS 11111
(1]

? 277?777 Active Directory ?

1. [1 Directory Services > Active Directory
2. 110
e Domain Name: corp.local [I]] AD [1T1]
e Account Name: administrator [[] “[ITITIT] "I
e Password: [T]T]
e Site Name: [TT111T] AD [11]
e Enable: [] [I]
3. I
e Use default domain account: [ [TTTITITITIIIT

e Disable password expiration: [ [TTTTTTTTTTTTI
4. [I1 SAVE

a¢ ] [IIITTTIT] HEALTHY[]] TrueNAS[I] AD [IIIIIIIII]
TRUENAS$ [T]

? P907?°777?° AD 7?7?7777

1. [I1 Shell] System Settings > Shell[]
2. 11

# 00000

wbinfo -u

# (000



wbinfo -g

# [0 Kerberos Q00000000
kinit administrator@CORP.LOCAL
klist

40 1T NT STATUS NO TRUST SAM ACCOUNT [TTTTIIIIIIIII
DNS [TT1T]

3. 110 0 AD [IIT11] <S5 [
e TrueNAS [IT]  NTPIIIIIIID
o [ITIIITITIITI

P 270°0707°0707°7?°7°°7?7? SMB + ACL 7?7

1. Storage > Pools > Add Dataset
e Name: ad share
e Share Type: SMB
e ACL Type: NFSv4[TTTT] Windows ACL [TT1T]
e [TIT] - Save

44 1] NFSv4 ACL [TITITI] Windows [TT1T11] /0 /IIIIII1]

? 270790777 SMB 7?7?7777 AD 77?7

1. Sharing > Windows Shares (SMB) > Add
e Path: /mnt/tank/ad_share
e Name: AD Share
e Purpose: Default share parameters
e [] Enabled
2. 111 TIT]
e Auxiliary Parameters[[I]11]]

vfs objects = acl xattr
map acl inherit = yes

store dos attributes = yes



e [TI11TJ - Save

? ??7?7?°77?° ACL ?7??27°?77?°/?7

1. 1 Storage > Pools

2. [I1 tank/ad share [IT] : > Edit ACL
3. ACL Type: [TT]  NFSv4

4. 1] Add Item [ITIIIT]

e Who: [TTTTTTTITIT]
o 11 CORP\\alice [] alice@corp.local

o [I] CORP\\domain users [] domain users@corp.local
e Type: ALLOW

e Permissions: [TT]1111] READ , WRITE , EXECUTE[]
e Apply permissions recursively: [ 1]
5. [I1 Save
a4 ] [II] Windows [TTIIIIIIIII \\truenas\AD Share
(LLITIITIT]

?7? ?2?7??7?7?Windows?

1. 11111 alice@corp.local [I]] Windows
2. [II1  \\<TrueNAS_IP>\AD Share

3. I /010 - [T

? P00

N 1
“11d ” [ “NT_STATUS_LOGON_FAILURE” 1111 DNS [ITTT1T]
wbinfo -u [I]] [0 SSSD 1111 systemctl status sssd
ACL (11111 “Invalid user” [MIIIIIIID CORP\\username [TTTTITIIT]

{1 11 ACLII NFSv4{I]] POSIX



(1111 0 SMB [III1110
fruit:encoding = UTF-8
dos charset = CP936

P 270707070707

m 1l
DNS 11 /10 TrueNAS [11]
a1 11 <5
an ACL (1] In NFSv4
IIm DOMAIN\\username [] username@domain.com
SMB 1] [T
(TITIT] TrueNAS [I1T] AD [TT11T]
(LT T O T T T T
a4 (1] (TTTITTTITIT] LDAP [TTITTITIITIT] SSSD [] Winbind
(LTI SMB [TTTTTTTTITIT]
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