P7°0790?7?°7°7°7°7?7°
V11+KVM-+Libvirt+WebVirtCloud
+OpenStack??

(ITTIT] [

(ITITTIIT]

0 [IIIIIIITI V10[] Kylin V10[ [T
o KVMITITIITIIT] CPUIITH

e Libvirt[TIIIIIII0
e WebVirtCloud[I]] Web[IIT]

 OpenStack(IIT] AINRRANNNNRRARNNNND

(1111 ITTTIITT I (T Kylin V10 x86_64 / aarch64
1111 yum [J dnf[I]

egrep -c '(vmx|svm)' /proc/cpuinfo

oo > 0[IIm

lsmod | grep kvm

(LTI

modprobe kvm
modprobe kvm intel # Intel
modprobe kvm_amd # AMD



3. 2?27070707°07°0707°07°07°07°7°707°7°77
(TITIT11 /etc/sysconfig/network-scripts/ifcfg-bro []

DEVICE=bro
TYPE=Bridge
BOOTPROTO=static
IPADDR=192.168.3.15
NETMASK=255.255.255.0
GATEWAY=192.168.3.1
DNS1=202.96.209.5
ONBOOT=yes

(ITITITTTI ifcfg-eno2 [T]

DEVICE=ens33
TYPE=Ethernet
BOOTPROTO=none
ONBOOT=yes
BRIDGE=bro

ooooo
TYPE=Ethernet

PROXY METHOD=none
BROWSER _ONLY=no
BOOTPROTO=none
DEFROUTE=yes

IPV4 FAILURE FATAL=no
IPV6INIT=yes

IPV6 AUTOCONF=yes
IPV6_DEFROUTE=yes

IPV6 FAILURE FATAL=no
IPV6 ADDR GEN MODE=euib4
NAME=eno2
UUID=5d9b10e9-49eb-4742-875a-0abchc268e9b
DEVICE=eno2

ONBOOT=yes

BRIDGE=bro
#IPADDR=192.168.3.15
#PREFIX=24



#GATEWAY=192.168.3.1
#DNS1=202.96.209.5

(L1111

systemctl restart network

00000000 reboot 00000

? 2272?2KVM + Libvirt + QEMU

yum install -y qgemu-kvm gemu-img virt-manager libvirt python3-libvirt libvirt-client bridge-

utils virt-install
(11T

systemctl enable libvirtd --now

systemctl status libvirtd
(1

virsh list --all

[LITTTTITIT]

I  EPEL[T

cp /etc/yum.repos.d/kylin-extra.repo /etc/yum.repos.d/kylin-extra.repo.bak

vi /etc/yum.repos.d/kylin-extra.repo

[epel]

name=EPEL for Kylin 11 (RHEL8 compatible)
baseurl=https://mirrors.aliyun.com/epel/8/Everything/x86 64/
enabled=1

gpgcheck=0

[powertools]
name=PowerTools for Kylin 11
baseurl=https://mirrors.aliyun.com/centos/8/PowerTools/x86 64/0s/

enabled=1



gpgcheck=0

dnf clean all

dnf makecache

? ???7?WebVirtCloud?Web?7??7?7?
1. 277?77

yum install -y wget git

wget http://mirrors.aliyun.com/epel/epel-release-latest-8.noarch.rpm
yum localinstall -y epel-release-latest-8.noarch.rpm --skip-broken
yum clean all

yum makecache

yum install -y git python3 python3-pip nginx supervisor
0000000000000

mkdir -p ~/.pip

cat > ~/.pip/pip.conf <<'EOF'

[global]

index-url = https://pypi.tuna.tsinghua.edu.cn/simple
timeout = 6000

EOF

pip3 install supervisor

pip3 install --upgrade pip

2. ?7?WebVirtCloud??

cd /opt
git clone https://github.com/retspen/webvirtcloud.git

cd webvirtcloud

0091 t00000000000
git config --global http.postBuffer 524288000



git config --global http.lowSpeedLimit ©
git config --global http.lowSpeedTime 999999

git config --global core.compression 0

3. ??Python??
yum install libvirt-devel gcc python3-devel openldap-devel

pip3 install -r conf/requirements.txt

4, P907?0°0707°7°7°7°
cp webvirtcloud/settings.py.template webvirtcloud/settings.py

python3 -c "from django.core.management.utils import get random secret key;
print(get random secret key())"

#OOOOO c*&2puse=m7&r*~r*zp3p*wr! (8w3a$- 1" rqe@*ws#7ekrwmtpd

vi webvirtcloud/settings.py

#0000 SECRET_KEY {00

SECRET_KEY = 'c*&2puse=m7&r*~r*zp3p*wr! (8w3a$- 1" rq@*w5#7ekrwmtpd’

python3 manage.py migrate
python3 manage.py createsuperuser # 000000

#web[000000O0O
#00 shuncom [J008108@shuncom.com [J00sh clighting

5. 77?777

?? A?Gunicorn ?? --daemon

python3 manage.py runserver 0.0.0.0:8000

#[00000000
# 00 gunicorn00000000

pip3 install gunicorn

# [0 WebVirtCloud



gunicorn --workers 3 --bind 0.0.0.0:8000 --daemon webvirtcloud.wsgi:application

#000OOOO gunicorn.logddd --access-logfile [J --error-logfile [OO00OCOO
gunicorn --workers 3 --bind 0.0.0.0:8000 \
--daemon \
--access-logfile /var/log/webvirtcloud access.log \
--error-logfile /var/log/webvirtcloud error.log \

webvirtcloud.wsgi:application

?2? B??? systemd ?? WebVirtCloud

1111 /etc/systemd/system/webvirtcloud.service []

[Unit]
Description=WebVirtCloud Django service

After=network.target

[Service]

User=root

Group=root

WorkingDirectory=/opt/webvirtcloud
ExecStart=/usr/local/bin/gunicorn --workers 3 --bind 0.0.0.0:8000
webvirtcloud.wsgi:application

Restart=always

[Install]

WantedBy=multi-user.target
(LI11]

systemctl daemon-reload
systemctl enable --now webvirtcloud

systemctl status webvirtcloud

#[0000OwebO

firewall-cmd --add-port=8000/tcp --permanent
firewall-cmd --add-port=80/tcp --permanent
firewall-cmd --reload

firewall-cmd --list-all



(I  http://0001P:8000 [TTTITTITIITIT]

?7? ????NQINX??27??7?7?7?7?7?7
[l /etc/nginx/conf.d/webvirtcloud.conf []

(111117 yum install -y nginx

server {
listen 80;

server name _;

location / {
proxy pass http://127.0.0.1:8000;
proxy_set header X-Forwarded-For $proxy _add x forwarded for;
proxy_set header Host $host;

proxy redirect off;

systemctl enable nginx --now

? ?7???Supervisor??WebVirtCloud

(I /etc/supervisord.conf [TTT1T]

sudo vi /etc/supervisord.conf

(L1111

[unix_http server]

file=/tmp/supervisor.sock ; UNIX socket [

[supervisord]
logfile=/var/log/supervisord.log
pidfile=/tmp/supervisord.pid



childlogdir=/var/log

[rpcinterface:supervisor]

supervisor.rpcinterface factory = supervisor.rpcinterface:make main rpcinterface

[supervisorctl]

serverurl=unix:///tmp/supervisor.sock

[include]

files = /etc/supervisord.d/*.ini

mkdir -p /etc/supervisord.d

vi /etc/supervisord.d/webvirtcloud.ini

[program:webvirtcloud]

command=/usr/bin/python3 /opt/webvirtcloud/manage.py runserver 0.0.0.0:8000
directory=/opt/webvirtcloud

autostart=true

autorestart=true

stderr logfile=/var/log/webvirtcloud.err.log

stdout logfile=/var/log/webvirtcloud.out.log

user=root
(1110

systemctl enable supervisord --now

supervisorctl restart webvirtcloud
(11

supervisorctl status

? ????WebVirtCloud??KVM??

1. [ WebVirtCloud[IT] http://<000IP> []
2. “Compute > Add Connection”

3. 00
e Label: KVM-Host



e Hostname/IP: 127.0.0.1
e Connection type: SSH
e Login user: root [II]1]
4. 11 root [IIIII] SSH[ITT]

ssh-keygen -t rsa

ssh-copy-id root@l27.0.0.1

5. [T Web[TTTTTTTTIT]

?7? 27?77?7777 OpenStack ??7?7?7?7?7?

a4 [TTTTTTTTTTT] “10 "OIIIIIno OpenStack All-in-One[]

1. ?? DevStack???7?7??

cd /opt
git clone https://opendev.org/openstack/devstack

cd devstack

(1111 local.conf []

[[local|localrc]]

ADMIN PASSWORD=admin
DATABASE PASSWORD=admin
RABBIT PASSWORD=admin
SERVICE PASSWORD=admin
HOST IP=192.168.1.100

(11
./stack.sh

[(LITITIT]
http://192.168.1.100/dashboard

[T111] admin []T] admin



P 20707070707

PP000707°77

virsh list

?2?2libvirt??7??7?7?

virsh net-list

virsh pool-list

P97?7?°77?

systemctl status libvirtd
systemctl status nginx

systemctl status supervisord

? 27077

1l N (10 (1m0
KVM 1111 - (IO /Libvirt
Libvirt 11T 16509 virsh/virt-manager
WebVirtCloud Web[TIT] 80/8000 1n
OpenStack 11110 80/5000/8774 Web[IT] Horizon

? PP0707?7

(III110 KVM + Virt-Manager

Web[TTTIT] WebVirtCloud



(1111 OpenStack on KVM

(1111 OpenStack + Ceph
(LTI (111 Kylin V10[IT]  Shell [TTTITT1T]
Nginx+WebVirtCloud+Libvirt [TT1T] 0

M0  WebVirtCloud [IITIIIIIIIL

You haven't defined any storage pools

IO  Libvirt I [] WebVirtCloud [TTTIIIIIIIIIILI

17?72 27°07?°7°7°?7°7
(ITITTIT]

sudo virsh pool-list --all

(LTITIT]
Name State Autostart
e active w
(LTI inactive [TTTTITITT]

277 P007007°0707°707°°7°7

sudo virsh pool-start default

sudo virsh pool-autostart default

37?7 2°07072707°0°0°7°°7°?7°7

IITIT] /var/lib/libvirt/images [TTTTTIT]



sudo mkdir -p /var/lib/libvirt/images

sudo virsh pool-define-as default dir - - - - "/var/lib/libvirt/images"

sudo virsh pool-build default
sudo virsh pool-start default

sudo virsh pool-autostart default

a4 117

(LTTIITITIITI
e pool-build [T1T]
e pool-start [T1T]
e pool-autostart [TTITIT]

47?? ? WebVirtCloud ??

1. [I1 WebVirtCloud
2. 1 Host - Storage Pools
3. [T
4. [T
(0 [T
o [ITIT] 1110 WebVirtCloud TTTITT1T]

e [T1T] root [I] libvirt [TIT] WebVirtCloud

0 O WebVirtCloud [TTTTT1T]
00 “[M SO I CD-ROM"[ITTTITIITIITT]
(IITTITITIIT]

P 2000007707077

HINRRRNNNNRRRNNNNREDND

17?2 1SQ ?7?°?2°07?7°707?27°7?7?°7

e pool-define-as default dir ... "/var/lib/libvirt/images"

WebVirtCloud



(ITITITIT /var/lib/libvirt/images []
cd /var/lib/libvirt/images
(111 ISO I

# [J01000scpd000000
scp Cent0S-7-x86_64-Minimal.iso root@e<{JUJIP>:/var/lib/libvirt/images/

# 002000000000
wget https://mirror.stream.centos.org/7/isos/x86 64/Cent0S-7-x86 64-Minimal.iso -0
/var/lib/libvirt/images/Cent0S-7.1iso

M 150 [T

chmod 644 /var/lib/libvirt/images/*.iso

27?27?22 NSQ PP07070707°07°07°07°0707°0707°7°7°77
[I1 /var/lib/libvirt/images [TTITITIT]

virsh pool-define-as iso-pool dir - - - - "/var/lib/libvirt/images"
virsh pool-build iso-pool
virsh pool-start iso-pool

virsh pool-autostart iso-pool

3?7? ? WebVirtCloud ??? ISO

] WebVirtCloud [IT]

e [TT111J Host -» Storage Pools

e [TTIIIIIITN default [] iso-pool []
e [T11T1 Refresh[]]]]

o [TTTTTITITITIIT ISO 1111

4777 27?77?77 1S0O ?7?

] WebVirtCloud [IT]



e [TII111] - CD-ROM [IT]
e [I1 “Attach ISO”

e [ITTTITTITI ISO 1]
e [[] Connect/ Attach

1 CD-ROM [II1T] 1So0

(111111 - Boot Options

e [] CD-ROM [TTIIIIIIIT WebVirtCloud [TTTITIT]
o [TITTTTITIIT ISO [I111]

? ?2?WebVirtCloud ?7??7??7??7?7?7?7?7?7°7?7

(0 WebVirtCloud

Host - Storage Pools - [J] default - Files

(L1110 “Upload ISO” [TTTTIT] 1SO [IT1T]

(TTTITTTTTT settings.py [IIT]

UPLOAD ENABLED = True

111 WebVirtCloud [TTT1] supervisor[]]

? 77
[ 1SO I

virsh domblklist <[>

(L1111

Target Source



vda /var/lib/libvirt/images/ubuntu.qcow?2

hdc /var/lib/libvirt/images/Cent0S-7.1iso0
M 1SO [IT1T]
(LTI ‘1 + [0 ISO"[IIIIT]
110 ISO TTITIIIITIIIT] virsh (11111 WebVirtCloud[]
I I

<input type='keyboard' bus='default'/>

(LTITIT] [T O

? PPP0000707077

ANRRNNRRNRRNRRNRRNEN
ARRRRNRRNER KVM/QEMU [TTTTIITIIIIT]

<input type='keyboard' bus='ps2'/>

[TTTTTTTITIII USB [TTTT1T]

<input type='keyboard' bus='usb'/>

? 27077

1. [IIITIIT]

virsh dumpxml <O000> > /tmp/vm.xml

2. 100

vi /tmp/vm.xml

3. [

<input type='keyboard' bus='default'/>



(10

<input type='keyboard' bus='ps2'/>

4. [I11

<input type='tablet' bus='default'/>

[LIT]

<input type='tablet' bus='usb'/>

5. [ITITIT]

virsh define /tmp/vm.xml

6. (I

virsh start <J0d0>

P

n | | n

1 (11
<input type='keyboard' bus='default'/> <input type='keyboard' bus='ps2'/>
<input type='tablet' bus='default'/> <input type='tablet' bus='usb'/>

virsh capabilities | grep input -A2

11 ps2 [] usb [TTTTITTITITII
1111 XML TTTTITIIIIIIIIII unknown input bus type 'default' [I1]

?7?7?7?7°?27??xrdp

(IIIIII10 Kylin V10/V11[]T] RHELS8[] [TITITITITII EPEL[]] xrdp
11 xorgxrdp [TITIII] Xorg ABI [TTTTTTITTITITT] xserver-abi(videodrv-24)
nl

(I V11[] EPEL 1111101

(LITITTITTTIOTT



? ?7? 17?7777 Xrdp??? Xorgxrdp?????

Kylin [0 UKUI xrdp [IIIIIIII0 Xorg [II110 xorgxrdp []
dnf install -y xrdp --nobest --skip-broken

(110

systemctl enable xrdp --now
firewall-cmd --permanent --add-port=3389/tcp

firewall-cmd --reload

(00 Windows [1] “[IIIIT0 mstsc[] " 110 IP (TITIITT1T 3389([1]

a4 A [JTTTITITITI root [TTTTTTTITITITIIT]
/etc/xrdp/startwm.sh []

vi /etc/xrdp/startwm.sh
nnnnny

exec /usr/bin/startukui

(TITIITIIIT] exec /usr/bin/startlxde [] exec /usr/bin/startxfce4 []

? 27?2777 Kylin 2?7?77 xrdp ??77?7?
RRRNNRRRNNNNER xrdp ([TTTIIIIT]

(LTI
dnf search xrdp
(LTI

xrdp.x86 64 : Remote Desktop Protocol (RDP) server

(ITIT]



dnf install -y xrdp

systemctl enable xrdp --now

? P 3?27?°°77?7?7?°77?7 RPM ?
T EPEL [TTTTITIIIIIT RPM[

cd /tmp

wget https://rpmfind.net/linux/epel/8/Everything/x86 64/Packages/x/xrdp-0.9.21-
1.e18.x86 64.rpm

dnf install -y ./xrdp-0.9.21-1.e18.x86 _64.rpm

44 [TTTTTITTTTIT] --skip-broken [TTTTITIIIT]

? 277?77
(LITITTITTTITTITIT]

systemctl status xrdp
ss -tnlp | grep 3389

(11

LISTEN 0 50 *:3389 *:* users:(("xrdp",pid=1234,fd=3))
110 Windows [TTTTTITTIT]

O00IP:3389

[0

O T I T T T

cat /etc/kylin-release

dnf repolist



(TIT11 “novncd’ [I11] " Jopt/webvirtcloud/console/novncd®

7?7?7777 systemd ??7?7?7?7?7?

### 110

#H#H#H ] 1111 novncd [T11T]

“““bash
# (111
Is -la /Jopt/webvirtcloud/console/novncd

# (I
sudo chmod +x /opt/webvirtcloud/console/novncd

# 11110 Python
file /opt/webvirtcloud/console/novncd
head -n 5 /opt/webvirtcloud/console/novncd

#H#H#H ] 2111 systemd 1111

LTI

“*“bash
sudo vi /etc/systemd/system/novncd.service

\\\\\

[Unit]
Description=WebVirtCloud NoVNC Proxy Server
After=network.target

[Service]

Type=simple

User=root

Group=root
WorkingDirectory=/opt/webvirtcloud
ExecStart=/opt/webvirtcloud/console/novncd
Restart=always

RestartSec=3



StandardOutput=journal
StandardError=journal

[Install]
WantedBy=multi-user.target

##H#4# [ 31D novncd [T]

" “bash

# 111 systemd [T]
sudo systemctl daemon-reload

# [ novncd [TJ
sudo systemctl start novncd

# (11111
sudo systemctl enable novncd

# (11111
sudo systemctl status novncd

#### [ 4O

**“bash

# 1111
ps aux | grep novncd

# 111110 novncd [T1T] 6080 1T
netstat -tinp | grep 6080
ss -tlnp | grep 6080

# (11111
sudo journalctl -u novncd -f

### (T

#### 11110

"““bash

# 11 Python [T

cd /opt/webvirtcloud

python3 -c "import django; print('Django OK')"



python3 -c "from console import novnc; print(‘'novnc module OK")"

#[I1 requirements
if [ -f "/opt/webvirtcloud/requirements.txt" ]; then

echo "[T111
pip3 list | grep -E "(websockify|django)"
fi

##HH# 111 novncd

“““bash

# 1111
cd /opt/webvirtcloud

# 111 novncd [T11]
/opt/webvirtcloud/console/novncd

# 1D
/opt/webvirtcloud/console/novncd &

#### I

" “bash

# (111111
sudo pip3 install websockify

# (11111 requirements
if [ -f "/opt/webvirtcloud/requirements.txt" ]J; then

sudo pip3 install -r /opt/webvirtcloud/requirements.txt
fi

### ] WebVirtCloud

(0 WebVirtCloud [IT111J novncd[]
[ WebVirtCloud [ITIT]

“““bash

# ([T
find /opt/webvirtcloud -name "settings.py" -0 -name "*.conf" | grep -v __pycache__



# [II1111]
Is -la /opt/webvirtcloud/webvirtcloud/

" python
# [] settings.py (11110
NOVNC_HOST = ‘localhost' # [TTT11] IP

NOVNC_PORT = 6080

### 111

0 novncd [T

"““bash
# 1111
curl -l http://localhost:6080/

#[ telnet(1]
telnet localhost 6080

# 111 nc
nc -zv localhost 6080

" “bash

# 1. (I
sudo pkill -f novncd

# 2. (11111
sudo pip3 install websockify

# 3. 11111
sudo chmod +x /opt/webvirtcloud/console/novncd

# 4. 11110
cd /opt/webvirtcloud



/opt/webvirtcloud/console/novncd

# 5. [IIIIIT1T] Ctrl+C [T

sudo systemctl daemon-reload
sudo systemctl start novncd
sudo systemctl status novncd

# 6. [I111

sudo firewall-cmd --list-ports
sudo firewall-cmd --add-port=6080/tcp --permanent
sudo firewall-cmd --reload

T T T T T T
[0  "novncd [ITITITITIT]
1T **: “active (running)’

i

-0 *IIIO  ** PID 30720
0 *[II0 ** 0.0.0.0:6080" [IIT]
i

RN
M ‘“novncd' IO VNC O
### 1111

#### [ 11110 VNC[T]

(I “virsh vncdisplay 11° [ ":0 [T VNCIITIIIID
"““bash

# (111 VNC[T]

virsh dumpxml 11 | grep -A 10 -B 5 "<graphics"

# (110 XML
virsh dumpxml 11 > /tmp/vm-11.xml
cat /tmp/vm-11.xml | grep -A 10 -B 5 "graphics"

] o
-0 ~<graphics>" [T11] “listen='0.0.0.0""

- [ITTTITIITIIT]

#### [ 2(1111110



[0 VNC [T

" “bash

# (TIIIIIIII0 firewalld[]
sudo firewall-cmmd --list-all

# (111111

sudo firewall-cmd --add-port=6080/tcp --permanent

sudo firewall-cmd --add-port=5900-5959/tcp --permanent
sudo firewall-cmd --reload

# 1] iptablesIIID
sudo iptables -L -n | grep -E "(6080]|5900)"

#### [ 3110 VNCIIIIT]

" “bash

# (11 VNCIIIIIIT 010 59000
netstat -tinp | grep 5900

# 11111
telnet localhost 5900

# 11 S5900TITITIIITITITI
netstat -tinp | grep -E ":(59[0-9][0-9])"

#HEH#H# ] AL WebVirtCloud[T]
[0 WebVirtCloud[ITIT] novncd[]]]

" “bash

# [I1 WebVirtCloud[IIT]

find /opt/webvirtcloud -name "settings.py" -o -name "*.py" | xargs grep -l "NOVNC\|novnc" | grep -v
__pycache

# [T
Is -la /opt/webvirtcloud/webvirtcloud/settings.py

(LTI
" python

NOVNC_HOST = 'localhost' # [IT111T] IP
NOVNC_PORT = 6080



##### ] S[I11 novncd[IIT] VNCIIT]

" “bash

# [I] websocat[ITITIT] novncd[]
curl -l http://localhost:6080/

# [111] wget[]
wget -O- http://localhost:6080/ 2>&1 | head -20

#### [ o110 SELinux[T]

" “bash

# [0 SELinux{IT]
getenforce

# 111 Enforcing[ITITIITIIT]
sudo setenforce 0

# [0  VNCIIIIIIIIILO SELinux[]

" “bash

# 1. 1110 VNCIIIT]
virsh dumpxml 11 | grep -A 10 "<graphics"

# 2.1 5900110
netstat -tinp | grep 5900

# 3. 111
sudo firewall-cmd --list-all 2>/dev/null || sudo iptables -L -n | head -20

# 4.1 novncdIIT]
curl -s http://localhost:6080/ | head -5

# 5.[1] SELinux
getenforce



### T

[LITIITIT

“““bash
# [IJ novncd[]]
sudo systemctl restart novncd

# 11 WebVirtCloud[ITTITT
sudo systemctl restart webvirtcloud # [T] gunicorn[] nginx[]

# [ libvirtd[T
sudo systemctl restart libvirtd

(M “novncd’ [T
1.%[I] VNC *III listen[II]
2. I o

3. ¥*WebVirtCloud[]] **I] novncd[III]
4, #SELinux[] **

ARERNRNRNRNRNRNRRERERERENEE
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