1] 56220-48XS60QXS-H
1iiinnnna

(TT11] (1]
(I $6220-48XS6QXS-H [[TTIIIIIIIIIIIIII
VLAN [IIIII0 VLAN3O [III]  VLAN[

10 Ol [LITIT1] CLITIT Cisco[ITITT Ruijie[TTT]

VLAN M M [ I
VLAN10 10.2.2.0/24 g 1 10.2.2.254 M 45-46[110 1
I 17 LAN
VLAN20 10.2.3.0/24 o 2 10.2.3.254 M 47-48(1I00 2
(111 2] LAN
VLAN30 10.3.3.0/24 1 — (IO

& 111 S6220 [IT]

# 00000000

enable

configure terminal

# 00 VLAN
vlan 10
name ROUTER1 NET

exit

vlan 20



name ROUTER2 NET

exit

vlan 30
name MGMT NET

exit

# [ VLAN 00000 (SVI)

interface vlan 10
ip address 10.2.2.1 255.255.255.0
description "Gateway interface for VLAN1O"

exit

interface vlan 20
ip address 10.2.3.1 255.255.255.0
description "Gateway interface for VLAN20"

exit

interface vlan 30
ip address 10.3.3.1 255.255.255.0
description "Switch Management VLAN"

exit

# J000000CO00000C0

ip routing

# VLAN10O[045-46[]accessO000001

interface range gigabitEthernet 1/0/45-46
switchport mode access
switchport access vlan 10
description "To Routerl LAN"

exit

# VLAN20[J047-48accessO0000002

interface range gigabitEthernet 1/0/47-48
switchport mode access
switchport access vlan 20
description "To Router2 LAN"

exit



# [0 VLAN300000000000C0000

interface vlan 30
ip address 10.3.3.1 255.255.255.0

exit

# [J00000000000000000C0
ip default-gateway 10.3.3.254

# [J VLAN1GOVLAN20 00000000
ip route-static 0.0.0.0 0.0.0.0 10.2.2.254 vlan 10
ip route-static 0.0.0.0 0.0.0.0 10.2.3.254 vlan 20

# 0000

write

1. VLAN10O & VLAN20
o [T
o [TTIIIIIIIIID 10.2.2.254 /10.2.3.254{11T1
e [TI11110 NATI] VLAN1O[] VLANZ2OIIIIIIIITH
2. VLAN3O [111]
e [ITIITIT]
e [T1111 10.3.3.0/24 [I1111]
o [TTIIIIIIIIID IP 10.3.3.x/24[]
3. [I111 ip routing[]
o [TTITITITIN VLANOTTTTITTTTTITTTTT ACLTIT]
4. 110
e ip default-gateway [[ITTTIIT]
e ip route-static [TITITIIIIIT]

# (0000 VLAN (00 VLAN (O
acl number 3000
rule 5 deny ip source 10.2.2.0 0.0.0.255 destination 10.3.3.0 0.0.0.255



rule 10 deny ip source 10.2.3.0 0.0.0.255 destination 10.3.3.0 0.0.0.255
rule 20 permit ip
quit

# [JOACLOVLANOQO
interface vlan 30
packet-filter 3000 inbound

exit

[ [ITTTIT]

# [0 VLAN [0

show vlan brief

# 000000

show running-config interface vlan 10
show running-config interface vlan 20

show running-config interface vlan 30

# 000000

show ip route static

# 00000
ping 10.2.2.254

ping 10.2.3.254
ping 10.3.3.254

M 00 VLANIIIIIIID
M

(ITITTIIT] a
(LTITTIT] 0 VLAN[IIIIT (1111

¢ VLAN10 / VLAN20 [[TTTTIIIIIIIIIIIIIILI
« VLAN3O0 [[TTIIIII[] VLAN[ITIIL] VLAN [IT]



(TTIT] 11 S6220-48XS6QXS-H [] [TTTITIT]

VLAN 0
VLAN10 10.2.2.0/24
VLAN20 10.2.3.0/24
VLAN30 10.3.3.0/24

& [TTTTTT1

enable

configure terminal

# 00 VLAN

vlan 10
name VLAN1O0 ROUTER1
exit

vlan 20
name VLAN20 ROUTER2
exit

vlan 30

name VLAN30 MANAGEMENT

exit

# [000000svIO

interface vlan 10

ip address 10.2.2.1 255.255.255.0

SVI]

10.2.2.1

10.2.3.1

10.3.3.254

description "Gateway for VLAN1O® (Routerl LAN)"

exit

interface vlan 20

ip address 10.2.3.1 255.255.255.0

1o

10.2.2.254

10.2.3.254

17

20



description "Gateway for VLAN20 (Router2 LAN)"

exit

interface vlan 30
ip address 10.3.3.254 255.255.255.0
description "Management VLAN"

exit

# (0000000

ip routing

# VLAN1O [O000

interface range gigabitEthernet 1/0/1-10
switchport mode access
switchport access vlan 10
description "Serverl NIC1 - VLAN1O"

exit

interface range gigabitEthernet 1/0/45-46
switchport mode access

switchport access vlan 10

description "To Routerl LAN (10.2.2.254)"

exit

# VLAN20 0000

interface range gigabitEthernet 1/0/11-20
switchport mode access
switchport access vlan 20
description "Server2 NIC1 - VLAN20"

exit

interface range gigabitEthernet 1/0/47-48
switchport mode access
switchport access vlan 20
description "To Router2 LAN (10.2.3.254)"

exit

# VLAN30 000
interface range gigabitEthernet 1/0/21-30

switchport mode access



switchport access vlan 30
description "Serverl NIC2 + Server2 NIC2 (Management)"

exit

# [00000000000O0C00OC0O0
ip default-gateway 10.3.3.254

# (000 VLAN (00000000
ip route-static 0.0.0.0 0.0.0.0 10.2.2.254 vlan 10

ip route-static 0.0.0.0 0.0.0.0 10.2.3.254 vlan 20

# VLAN30 [J VLAN1GQVLAN20 0000

# 001000 VLAN 000
# 000000 VLAN O00pACLO00C0O

# (020000000 ACL 0 VLAN3e OO0 VLAN 00
acl number 3000

rule 5 deny ip source 10.3.3.0 0.0.0.255 destination 10.2.2.0 0.0.0.255
rule 10 deny ip source 10.3.3.0 0.0.0.255 destination 10.2.3.0 0.0.0.255
rule 20 deny ip source 10.2.2.0 0.0.0.255 destination 10.3.3.0 0.0.0.255
rule 25 deny ip source 10.2.3.0 0.0.0.255 destination 10.3.3.0 0.0.0.255
rule 30 permit ip

quit

# JOACLOVLANOOOOOOO000O

interface vlan 30
packet-filter 3000 inbound

exit

# 0000

write

[ [T

show vlan brief

show interface status

show ip interface brief



show ip route

ping 10.2.2.254 vlan 10
ping 10.2.3.254 vlan 20
ping 10.3.3.3 vlan 30

o [1TJ 1
o NIC1 -» VLAN1O -» [J Routerl
o NIC2 - VLAN30 - [ITJ
e 111 2
o NIC1 -» VLAN20 - [J Router2
o NIC2 -» VLAN30 - 1T
e VLAN30 [J] VLAN10/20 11171 + ACL[T]

(11T SSH / Web [ITTTTTIT] VLAN 1]

e VLAN1O [J] VLAN20 [TITITITIIO [TITIT]
(LITIITTIITIIT] I VLANTITITITIIIIITY
(ITIITTTI VLAN [ITTIT1T]
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