2?2 S6220-48XS6QXS-H
297722777

(11T (

EERRRRRRRRNRRRRNNY $6220-48XS6QXS-H [T
VLAN [IIII11 VLAN3O [T  VLAN[

(10 [IIIIn (TIIITT] CLIITO Cisco[ITITT] Ruijie[IIT]

P P00707?07077

VLAN m M m 1
VLAN10 10.2.2.0/24 oo 1 10.2.2.254 I 45-46[111] 1
ERRRNRRN 10 LAN
VLAN20 10.2.3.0/24 g 2 10.2.3.254 M 47-48(111] 2
(I 2] LAN
VLAN30 10.3.3.0/24 1n — (IIIIIII0

P79 P77 56220 7?77?77

# 0000000

enable

configure terminal

# [0 VLAN
vlan 10
name ROUTER1 NET

exit

vlan 20
name ROUTER2 NET

exit



vlan 30
name MGMT NET

exit

# [ VLAN (00000 (SVI)

interface vlan 10
ip address 10.2.2.1 255.255.255.0
description "Gateway interface for VLAN1O"

exit

interface vlan 20
ip address 10.2.3.1 255.255.255.0
description "Gateway interface for VLAN20"

exit

interface vlan 30
ip address 10.3.3.1 255.255.255.0
description "Switch Management VLAN"

exit

# 000000000000000

ip routing

# VLAN1O[O045-46[accessO0000001

interface range gigabitEthernet 1/0/45-46
switchport mode access
switchport access vlan 10
description "To Routerl LAN"

exit

# VLAN20[0047 - 480accessO0000002

interface range gigabitEthernet 1/0/47-48
switchport mode access
switchport access vlan 20
description "To Router2 LAN"

exit

# (00 VLAN3e[O0000000COCOCO

interface vlan 30

ip address 10.3.3.1 255.255.255.0



exit

# [0000000000000000000
ip default-gateway 10.3.3.254

# [0 VLAN1OOVLAN20 00000000
ip route-static 0.0.0.0 0.0.0.0 10.2.2.254 vlan 10
ip route-static 0.0.0.0 0.0.0.0 10.2.3.254 vlan 20

# (000

write

? PP?707?7

1. VLAN1O & VLAN20

o [T
o [TIIIIIIIIIIT] 10.2.2.254 /10.2.3.254[1111
e [TIII1T] NAT[I] VLAN1O0[Q VLANZOTIIIIIIIT
2. VLAN3O [117]
o (110
e [TI1T] 10.3.3.0/24 111117
o [TIIIIIIIIIIO IP 10.3.3.x/24[]
3. 110 ip routing[]
o [T VLANITTITIII ACL[IIT]
4. 1111

e ip default-gateway [[IITIIIT]
e ip route-static [JITITITIIIT]

? P0P07?7?0707

# (000 VLAN 000 VLAN (0

acl number 3000
rule 5 deny ip source 10.2.2.0 0.0.0.255 destination 10.3.3.0 0.0.0.255
rule 10 deny ip source 10.2.3.0 0.0.0.255 destination 10.3.3.0 0.0.0.255
rule 20 permit ip

quit



# [JDACLOVLANOO
interface vlan 30
packet-filter 3000 inbound

exit

? 0007070707

# 00 VLAN 0

show vlan brief

# 000000

show running-config interface vlan 10
show running-config interface vlan 20

show running-config interface vlan 30

# 000000

show ip route static

# 00000

ping 10.2.2.254
ping 10.2.3.254
ping 10.3.3.254

EERNRRNNNNNNNNNN 011 VLAN[TTTTIIIIIIIT]
I
(ITTTTIIT] O
(T 0 VLAN[TTIT] (1
e VLAN10 / VLAN20 [TTTTTIITTIIIIIII
e VLAN3O [[TIIIIII[ VLAN[IIII] VLAN [IT]

[ITTTT1 [ S6220-48XS6QXS-H [] [TITITIT] (LITITTIIT]



e dddds

VLAN I SVIT
VLAN10 10.2.2.0/24 10.2.2.1
VLAN20 10.2.3.0/24 10.2.3.1
VLAN30 10.3.3.0/24 10.3.3.254

P70 00007070707

enable

configure terminal

# [0 VLAN

vlan 10
name VLAN1O ROUTER1
exit

vlan 20
name VLAN20 ROUTER2
exit

vlan 30

name VLAN3O MANAGEMENT

exit

# 0000000SvIO

interface vlan 10
ip address 10.2.2.1 255.255.255.0
description "Gateway for VLAN1@ (Routerl LAN)"

exit

interface vlan 20
ip address 10.2.3.1 255.255.255.0
description "Gateway for VLAN20 (Router2 LAN)"

exit

interface vlan 30

(1T

10.2.2.254

10.2.3.254

17

20



ip address 10.3.3.254 255.255.255.0
description "Management VLAN"

exit

# (0000000

ip routing

# VLAN1O 0000

interface range gigabitEthernet 1/0/1-10
switchport mode access
switchport access vlan 10
description "Serverl NIC1 - VLAN1O"

exit

interface range gigabitEthernet 1/0/45-46
switchport mode access

switchport access vlan 10

description "To Routerl LAN (10.2.2.254)"

exit

# VLAN20 0000

interface range gigabitEthernet 1/0/11-20
switchport mode access
switchport access vlan 20
description "Server2 NIC1 - VLAN20"

exit

interface range gigabitEthernet 1/0/47-48
switchport mode access

switchport access vlan 20

description "To Router2 LAN (10.2.3.254)"

exit

# VLAN30 0000
interface range gigabitEthernet 1/0/21-30
switchport mode access
switchport access vlan 30
description "Serverl NIC2 + Server2 NIC2 (Management)"

exit



# [J00000000000000000C
ip default-gateway 10.3.3.254

# 0000 VLAN 000000000
ip route-static 0.0.0.0 0.0.0.0 10.2.2.254 vlan 10

ip route-static 0.0.0.0 0.0.0.0 10.2.3.254 vlan 20

# VLAN30 [] VLAN1O[VLAN20 000
# (01000 VLAN 000
# (00000 VLAN O000ACLO0000OO

# 0020000000 ACL 00 VLAN3O {00 VLAN 00

acl number 3000
rule 5 deny ip source 10.3.3.0 0.0.0.255 destination 10.2.2.0 0.0.0.255
rule 10 deny ip source 10.3.3.0 0.0.0.255 destination 10.2.3.0 0.0.0.255
rule 20 deny ip source 10.2.2.0 0.0.0.255 destination 10.3.3.0 0.0.0.255
rule 25 deny ip source 10.2.3.0 0.0.0.255 destination 10.3.3.0 0.0.0.255
rule 30 permit ip

quit

# [OACLOVLANOOOOOOODOCO
interface vlan 30
packet-filter 3000 inbound

exit

# (000

write

? PP?7077

show vlan brief

show interface status
show ip interface brief
show ip route

ping 10.2.2.254 vlan 10
ping 10.2.3.254 vlan 20
ping 10.3.3.3 vlan 30



? 200?707

eI 1
o NIC1 - VLAN10 - [] Routerl
o NIC2 = VLAN30 - [IT]
em 2
o NIC1 - VLAN20 - [] Router2
o NIC2 - VLAN30 - [IT]
« VLAN30 [] VLAN10/20 [[[T] + ACL[T]

(TIT1T] SSH / Web [TIITIII1 VLAN [1T]

e VLAN1O [] VLAN20 [TIIIIIIIIO 1111
(T (IIITT] VLANITTITTITIITIT]
(LTI VLAN [ITTITIT]
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