?7? USG6000E-SQ2 77?77?7777

[LIT] USG6000E-502 [TT11T] WAN [ DHCP [ITTITTTITITITTTTITTT]
[LIT] 0 I 0 NAT (] [T

10 WAN 1] DHCPII P I interface
(TITTITTTTITTIT] IP 1T
(ITITTIIT] CLIIIIIII

1. ?2°7?2°7°°7?7

[111] LAN [J IPOITITIIIIIIIIII Trust [T1T] Untrust [TT11]

<Huawei> system-view

[Huawei] sysname FW1

# --- [0 LAN 0 (0000 GE1/0/1) ---

[FW1l] interface GigabitEthernet 1/0/1

[FW1-GigabitEthernetl/0/1] ip address 192.168.8.1 24

[FW1-GigabitEthernetl/0/1] service-manage all permit # [J00000CCO(OPing/SSH)OO0OO
[FW1-GigabitEthernetl1/0/1] quit

# --- 00 WAN 0 (000D GE1/0/0) ---

[FW1l] interface GigabitEthernet 1/0/0

[FW1-GigabitEthernetl/0/0] ip address dhcp-alloc # [JO0 DHCP OO0 IP
[FW1-GigabitEthernet1/0/0] quit

# --- (00ooooog - ---

[FW1] firewall zone trust
[FW1l-zone-trust] add interface GigabitEthernet 1/0/1

[FWl-zone-trust] quit
[FW1] firewall zone untrust

[FW1-zone-untrust] add interface GigabitEthernet 1/0/0
[FW1l-zone-untrust] quit

2. 2707777



NRRRRNRRRNRRRRRRNNNNEED WAN [[] DHCP [ITITITIIT1T] IP
[T DHCP [T

[FW1] ip route-static 0.0.0.0 0.0.0.0 GigabitEthernet 1/0/0

3. ?? NAT Server (?7?7?)

(ITITTTT WAN [J IP [ITIITIIT global interface [IITTTIT] WAN
(1110 IP0 6011 [T 6011 1T

[FW1] interface GigabitEthernet 1/0/0

[FW1-GigabitEthernetl/0/0] nat server protocol tcp global interface GigabitEthernet 1/0/0 6011
inside 192.168.8.48 6011

[FW1-GigabitEthernetl/0/0] quit

4. 222222 (2227?)
(T (0 [OIIITIIIn Untrust[ITTITTIT] Trust(T]

T IP (192.168.8.48 )[IIIIIIIT] NAT Server
ARENNNRRRRNNRRRRENNRRRRENNRRRRENY

[FW1l] security-policy

[FW1l-policy-security] rule name Allow WAN to Server
[FWl-policy-security-rule-Allow WAN to Server] source-zone untrust # 0000O
[FWl-policy-security-rule-Allow WAN to Server] destination-zone trust # 0000000
[FWl-policy-security-rule-Allow WAN to Server] destination-address 192.168.8.48 32 # 0000000
IP

[FWl-policy-security-rule-Allow WAN to Server] service protocol tcp destination-port 6011 #
oo

[FWl-policy-security-rule-Allow WAN to Server] action permit # 00000
[FWl-policy-security-rule-Allow WAN to Server] quit

[FWl-policy-security] quit

5. 72777
(LTI IITTIOTI

[FW1] return

<FW1> save



? P?70?77

1. [TITI11
e [TIT] IP] [TIT11T display ip interface brief [J] GE1/0/0
(TTTIIT11] IPTTT] 10.x.x.x [] 100.64.x.x [TITIT] IP
(I |PITIT] IPv6[]
e [IIII11I0 T 80, 443, 8080 [I11T]
6011 M
2. (111 IP 11111
e [TIIIIIIII0 IP IO NAT[]] (NAT Loopback)
(110 nat-policy [ITTTITITITIITITH
e [T17] (LTI 192.168.8.48:6011 [IT]
3. Web [IT111TJ
e[[1 Web[] ->[] >NAT[ > I[III0 0
e [ITIT]
o[ [
o[ OO0 WAN[QO (GE1/0/0)
o [Tl [ TCP
o [TIT] [ 6011

o[ IP[ []192.168.8.48

o [TIT] [] 6011
o [TITTTTITTIITITITTIIITITITTI0T] ‘0 "OII

[LIT] USG6000E-502 [TTI1T] SSH [T

[LTTIT] 0m  VTY I [0 [ AAA I i

(LTTITTTT] CLIMTTTITIIITIIIIIIT] Console [T] Telnet 11111

[ITITTIT] |P [TTTITTTIITT WAN [TT1T]

A 110 11 WAN [T] DHCP 11 IPOTITO nat server [TTTTTITIT]

global interface [[TTTTITITIITTIITIITTTITITTITIT] IP (223.241.233.98)[]
(TITTITTIT (1111 0 11 [ NAT 1111 O

1. 2?7 WAN ? IP ? DNS

[11T] WAN [11T] GigabitEthernet 1/0/0 ]

<Huawei> system-view
[Huawei] interface GigabitEthernet 1/0/0

# 000 DHCP 000000
[Huawei-GigabitEthernetl/0/0] undo ip address dhcp-alloc



# (00000 IP goo
[Huawei-GigabitEthernetl/0/0] ip address 223.241.233.98 255.255.255.0

# (00 DNS (000000000000 DNS)
[Huawei-GigabitEthernetl/0/0] quit
[Huawei] dns resolve

[Huawei] dns server 61.132.163.68

2. 277777

AENRRRNNNNRRRRNENND

# 000000DO00000DO000DO0000

[Huawei] undo ip route-static 0.0.0.0 0.0.0.0
[Huawei] ip route-static 0.0.0.0 0.0.0.0 223.241.233.1

3. ?? NAT Server (?7?777?)

(TTTTTTITT] IPITTTIT interface [IT] ip-address [ITITITITITTI
(IT1T]

1. ] WAN [II1]

2. [II0  NAT{OO
3. I P 1T

[Huawei] interface GigabitEthernet 1/0/0

# 00000 (D0O0oooooCooomD)

[Huawei-GigabitEthernetl/0/0] undo nat server protocol tcp global interface GigabitEthernet
1/0/0 6011 inside 192.168.8.48 6011

# J000000O0O0IP 223.241.233.98 (160110000000000

[Huawei-GigabitEthernetl/0/0] nat server protocol tcp global 223.241.233.98 6011 inside
192.168.8.48 6011

[Huawei-GigabitEthernetl/0/0] quit

4. 27?7?77



O T T T T T T
(11T

[Huawei] display current-configuration | include rule.*Allow WAN to Server

# (0000000000000 permit

5. 77?777

[Huawei] return

<Huawei> save

? 7777

N N N

WAN IP 223.241.233.98 / 24 M0 P
1 223.241.233.1 (TIII0

DNS (1] 61.132.163.68 [T

NAT [T] 223.241.233.98:6011 -> 110

192.168.8.48:6011

[T telnet 223.241.233.98 6011 [TIIIIIIIL]

[(ITITTIT] |P [TTTITTTIITT WAN [TT1T]

A [TI11 111 WAN [J] DHCP [T11] IP(TTTIT1] nat server [TTTTIIIIT]

global interface [TTTTTTTTTTTITIITTTTITITTTTTIT] IP (223.241.233.98 )]
(ITITTITTIT (1111 0 11 [ NAT 11 a

1. 2?7 WAN ? IP ? DNS

[11T] WAN [11T] GigabitEthernet 1/0/0 ]

<Huawei> system-view
[Huawei] interface GigabitEthernet 1/0/0

# 000 DHCP 000000
[Huawei-GigabitEthernetl/0/0] undo ip address dhcp-alloc

# 000000 IP 000



[Huawei-GigabitEthernetl/0/0] ip address 223.241.233.98 255.255.255.0

# [0 DNS (JO00CCOC0ODOO DNS)
[Huawei-GigabitEthernetl/0/0] quit
[Huawei] dns resolve

[Huawei] dns server 61.132.163.68

2. 2707777

(LTI

# [J0000D000000000000ROROR00

[Huawei] undo ip route-static 0.0.0.0 0.0.0.0
[Huawei] ip route-static 0.0.0.0 0.0.0.0 223.241.233.1

3. ?? NAT Server (?7?77?7?)
(IO IP[IIIII0 interface [III] ip-address [[IIIIIIIIIL
(11T

1. 11 WAN 11171

2. [II0  NATIO
3. [T IP 11T

[Huawei] interface GigabitEthernet 1/0/0

# 00000 (0O0000000000000)

[Huawei-GigabitEthernetl/0/0] undo nat server protocol tcp global interface GigabitEthernet
1/0/0 6011 inside 192.168.8.48 6011

# J00000000IP 223.241.233.98 [160110000000000

[Huawei-GigabitEthernetl/0/0] nat server protocol tcp global 223.241.233.98 6011 inside
192.168.8.48 6011

[Huawei-GigabitEthernetl/0/0] quit

4., P?77?7?°7?




[Huawei] display current-configuration | include rule.*Allow WAN to Server

# (0000000000000 permit

5. 277?77

[Huawei] return

<Huawei> save

? 2707?77

o o M

WAN[] IP 223.241.233.98 / 24 M0 P
(110 223.241.233.1 (T

DNS 1] 61.132.163.68 D

NAT [T 223.241.233.98:6011 -> 111

192.168.8.48:6011

MO telnet 223.241.233.98 6011 [JTITIIIIL]

e dddds

HINRRARNRNNRNENN

1. 77?7 RSA ?77?

SSH T

<Huawei> system-view
[Huawei] rsa local-key-pair create
# 0000000000000C000000000 2648000
# [00000000000000000

[LITITTITITI SSH [T



[Huawei] stelnet server enable # [0 Secure Telnet (SSH) [0

[Huawei] user-interface vty 0 4 # 00000000000

[Huawei-ui-vty0-4] authentication-mode aaa # 000000 AAADOOOCDOO+OOO
[Huawei-ui-vty0-4] protocol inbound ssh # (00 SSH 000000000OOO Telnet [OOg 'all'[

[Huawei-ui-vty0-4] user privilege level 15 # [00000000000COCCCCCCO

[Huawei-ui-vty0-4] quit

0 AAA [TITIII0 SSH 111
[Huawei] aaa # 00 AAA OO0
[Huawei-aaa] manager-user sshadmin # 000000 “sshadmin"O00000000
[Huawei-aaa-manager-user-sshadmin] password cipher YourPassword@l23 # [JO0J00ciphergdddodod
[Huawei-aaa-manager-user-sshadmin] service-type ssh # 000000000000 SSH OO
[Huawei-aaa-manager-user-sshadmin] level 15 # J000000oOoo

[Huawei-aaa-manager-user-sshadmin] quit

[Huawei-aaa] quit

4. 2?77

AINRRRNNNRRRRNEND

[Huawei] return

<Huawei> save

sl dddddddadads

T T SSHII] TCP 22[111]
1. [IITIITIT SSH 1111 SSH [T GE0/0/0
[LTITTIITIT] SSH 111

[Huawei] interface GigabitEthernet 0/0/0
[Huawei-GigabitEthernet0/0/0] service-manage ssh permit

[Huawei-GigabitEthernet0/0/0] quit

2. [1II110 (Security Policy) [TTTTITIITT GE1/0/1[11] SSH
(ITITTITTITTITT] Local [TITIT]



[Huawei] security-policy
[Huawei-policy-security] rule name Allow SSH Local

[Huawei-policy-security-rule-Allow SSH Local] source-zone trust #

Hobddoobdbbodtooodoo

[Huawei-policy-security-rule-Allow SSH Local] destination-zone local # 000000 local

000000000
[Huawei-policy-security-rule-Allow SSH Local] service ssh # 0000 ssh
[Huawei-policy-security-rule-Allow SSH Local] action permit # 0000

[Huawei-policy-security-rule-Allow SSH Local] quit

? 277?77

(LTITITITIT] Putty[] Xshell [TITTT] CMD (11111

e [[1 : ssh sshadmin@<QQOIPOO>

° |:|:| . |:|:|:| 22

e [11 :[IIIITH YourPassword@l23
[ ]
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