(ITIITITTIT (1111 VLAN 1 [ 010 ARP [11T] ARP [T]
(LITITTTIT] SSH O (- [T
= [II1111 (LTI

DD PDDVDVIVDVDVIVVV?

0*0 VLANO L2 10 [T LAN [TTT11]
m P I
Routerl 10.2.2.253 a1 A
Router2 10.2.2.254 | B
VM1 10.2.2.11 1 10.2.2.253
VM2 10.2.2.12 1 10.2.2.254
Switch VLAN 10 011
[([TTIT]
e [TTIIIIIIIIT ARP[] DHCP[] NetBIOS [IT]
o [TTTTTTTITITTIT Hyper-V [ITTTTT1T] ARP [ITTT1T]
e [IIT1T] ARP [TTTTITITITIT] IP]
o [(IITITTITITITITI ARP [TTTITIT]

“ MARP D] "D MD]]] MAC D] 124

m (1T

SSH/MITITIIT (0 /ARP [IIT]

- [1IT1]



ping [IIIIITTI (1110 ARP
arp -a 111D MAC 1111 M ARP [0

an  CPUID M /o1m

0  ARP I 00 ARPM

P7007070707077

17?77 ?27°?°°°77?7 ARP 7?77?77
arp -n

[LITTIT]
e I IPO MAC [JITITITIT] = ARP[J] []

Linux [IT]

watch -n 1 "ip neigh show dev eth@"

2707 20707007070707°0°07°70707°°7?7
(LTITIT]

enable

show interface gigabitEthernet 0/45
(]

show mac-address-table count
show cpu-usage

show interface counters errors

(LITITTITTT]

o [IIITITITT
e MAC [IT1T111]



o CPU [I11T]

[LITIITIT

show storm-control interface all

tcpdump -i eth@ arp

ARRRRNANAN ARP[IT] RequestqIID]  Reply[ITIIITIIIT]

22?27277777

? 277?77 ARP ??

1. [II111T IPOO0  MAC IO
2. arp -n [J MAC 11110

3. ping [ITTTTIIIIT]
4

. CPU 1111
- [[II111 ARP [T] /ARP (111
P7?22277?2?2277727?227

e Routerl[] Router2 [TITIT] VLAN[TIT]
o VLAN 10 - Routerl + VM[] 1
o VLAN 20 - Router2 + VM[] 2

0 [T ARP [TTIIITIIIT
A [T




?? 277?777 ARP ?7?

HINRRANNRNNRNNNN IP-MACQ

arp -s 10.2.2.254 XX:XX:XX1XX:XX:XX

(LTITITITT ARP [TTITTIT]

P77 3777?2°07°7°7°7?7°7

interface range gigabitEthernet 0/1-48
storm-control broadcast level 1.00
storm-control multicast level 1.00

storm-control unicast level 1.00

?? 4777 LACP ?7?7?27?279?7°°?27°?7°7°7°27?7°7°7?7

« LACP [I1T] 0
o [ITTTTIN ECMP[]

[LI1T] VLAN [TTTTTT]

ol Yolatalatalals
(ITITITIT]
ping -f <QJIP>

arp -n

show interface counters

[II110 ARP [IT1T] CPUM - [0

? 27077



m o o

SSH [T 0 VLAN 1110 ARP [T [ VLAN[IIIIIID
iy ARP [TIII1T10 (0 ARP + [IIIIT]
11 11 MAC 1] storm-control / VLAN [T
(IIIITITIIT]
e [TTITIIIT]
e [ITITIITIT] 0 VLAN [ +[IIII11] [
e I I tcpdump [117] (IITT1T] ARP 11
(LTI
(0 [T ARP [I] MACIIIT] [I1T11] — M1 ARP[I] /ARP
[LTTT1] [LIT] (LTI T oo d MAC

LI -
NENRRNRNNRRNNRNNRRNRRNRRRRRRENRN

P7PP000707070707?7

¢4 ARP [ITT1T] (LTITIT] MAC [T fnnny MAC
T asymmetric routing[TTT1T] /
(LTTTITITITIT] Hyper-V[I] SSH [IT111] /1

sl dddddd

1. Cpu/m /10 I SSH [TTTTIT]

uptime
top -b -nl | head -n 12
vmstat 1 5



iostat -x 1 3 # (000 sysstat: apt install sysstat

111 [] CPU[I] >80%I[IT] iowait[] swap 11 - [1111

2. [ sshd [JTTTIT]

sudo tail -n 200 /var/log/auth.log
sudo journalctl -u ssh -n 200

sudo dmesg | tail -n 50

111 111 sshd: unable to fork[] connection reset [TTIII] - sshd [TTT1111]

3. I /M

cat /proc/net/dev

# 00 ip -s link

ip -s link show eth@

ethtool -S eth0 # [O0000000OOOO

111 0 RX/TX errors[] drops [1T] - 1110 /] /duplex [117]

4. [I1110 SSH [ reset

sudo tcpdump -i eth® tcp port 22 -w /tmp/ssh _capture.pcap
# 00000000OOOtcpdump -r /tmp/ssh_capture.pcap -tt -n

# 0000000
sudo tcpdump -i eth® -n 'tcp port 22 and (tcp[tcpflags] & (tcp-rst) != 0 or tcp[tcpflags] &
(tcp-ack) '=0)"

a0 [ TCP RSTIT]  ACK[IITITITIT]

5. [ conntrack/nf_conntrack[T] NAT 11111

sudo apt-get install -y conntrack # 000
sudo conntrack -S
sudo conntrack -L | wc -1

cat /proc/sys/net/netfilter/nf_conntrack_max

[LIT] [LITITTT] entries=[T] max[] - [IITITTIIIT] NAT-heavy [1T]

6. [ IPIII rp_filter [T



sysctl net.ipv4.conf.all.rp filter
sysctl net.ipv4.conf.eth0.rp filter

sysctl net.ipv4.tcp syncookies

(111 rp_filter = 1T 0[m

sudo sysctl -w net.ipv4.conf.all.rp filter=0

B. ??7??7°°°°°? | ??7?7?7?7°°7?° — ?? L2 7?77?77

44 (1111710 MAC table flapping T STP [T]
1. [ MAC T MAC (I (IO IP/MAC [III1T] MAC[]
# 000000

show mac-address-table dynamic

show mac-address-table address <MAC[[>

00 O MAC [T flapping[T]

2. [T /11 / (1111

show interface gigabitethernet 1/0/45 # 0001000
show interface gigabitethernet 1/0/46 # 001000000
show interface counters errors

show interface utilization

show cpu-usage

[T [TIT1 CRCO FCS[TTITTIIITIT] CPU - [ITTTTIT]

3.1 STP/Iloop

show spanning-tree

010 loop STPTITTTITITITII

4. 11110 storm-control / port-security 1]
QI




C. 2?27?7777 — ??IARP/[??

a4 [TTTTTTTTITI0T ‘00 "I

1. 1T ARP [1] MAC[IIITITITIIIT]
[ITIITITTT ARP[] CAM[]

show arp

show mac-address-table

2. 11110 proxy-arp[] NAT [T11T]
(LITTT1] proxy-arp [ITTTITITITI /111
3. OTTTIITIIITIIIIT NAPT[IIIT]
(0 NAT QI

D. ? Hyper-V [ ?2?7??7??7?7?7?7??7?7?77?

a4 Hyper-V [ITTTTTTIT] vNIC[] MAC [1T] MAC spoofing [T] MAC
T
1. 0 Hyper-V 11110 vSwitch[ITTIT] team [J]] PowerShell[]

Get-VMSwitch
Get-VMNetworkAdapter -VMName <VM[> | Select VMName, SwitchName, MacAddress, MacAddressSpoofing
Get-NetAdapter | Format-Table -Auto

(LI (LT Mac Spoofing[TTTTITIIIITIIIT L2 (1T

2. [(IIIIIII1I0 netstat -i / Get-NetAdapterStatistics [TTTTTTITITIT]

teddddddddddddddddddddddddddddd:
7

1. [III110 top, ip -s link show eth®, conntrack -S, sudo tcpdump -i eth® tcp port 22
(LTI




= [T RST/IIIIIIIT

2. [TII111 show mac-address-table dynamic | include <[JOMAC> [] show interface
counters errors
- [0 MAC [T /I /11

3. [IIIIIII0 show arp [J] show ip route [J] NAT/conntrack [T]

- [] conntrack [T] NAT [II1] /proc/net/nf_conntrack[TTTTTTTTTTITIT]
4. [J Hyper-V 1110 vSwitch [J Mac Spoofing
- [ITI1] MAC [IITT111]

P7PPP000270007070707270707070°07°07070707°707°

1. 1110 rp_filter(TTTTTTTTITTIT]

2. [0 /I sshd[II] MaxStartups[] UseDNS no [IT] DNS [TTT1111

3. I storm-control T / policer(]
4. M ARPIIIIIIIT

# 0000

sudo ip neigh replace 10.2.2.254 1lladdr aa:bb:cc:dd:ee:ff nud permanent dev eth@

(L1110 ARP [JTTTTTTITITIT]

e dddddddddddddddddddds

(111 /an  /an  /Hyper-VITTTITTTTTTTT T

[0

top -b -nl1 | head -n 12
ip -s link show eth@

cat /proc/net/dev

sudo conntrack -S

sudo conntrack -L | wc -1

sudo tcpdump -n -i eth® -c 200 tcp port 22 > /tmp/ssh200.pcap

(LITITTIIT]

show mac-address-table dynamic | include 00:13:5d:02:97:25 # [JJJOMAC
show interface gigabitEthernet 1/0/45 # 00000

show interface counters errors



show cpu-usage

show spanning-tree
(11T

show arp
show ip nat translations count # 00 NAT
show conntrack summary # 00 NAT/conntrack [0

Hyper-V [1T1] PowerShell[]
Get-VMSwitch

Get-VMNetworkAdapter -VMName <some-vm> | Select VMName, MacAddress, MacAddressSpoofing
Get-NetAdapterStatistics -Name "Ethernet" # 0000000

sl dddddddddds

e [T1T] show mac-address-table [[] [IJ MAC [IIIITII[ - [ L2 OI111m0
/IITITITO loop[]

e [TIT] /11 errors [II] CRC/FCS 11 - [IIIITIIIIm

e [] conntrack [T1111T] NAT [T - 1111 SSH 111 /
(0

e [ tcpdump [I1T] RST 1] ~ ACK - TCP [TTTTITITITIT]

PPP00070070007?070707?7

e [I11 [N (ITI1T] VLAN[IIIIT] VRRP/IIIITT]
o [T1 [T ARP[IT] rp_filter(IT]  sshd [ITTTTTIT] storm-control
(1110

o (I [IITIITITTIIIT WAN [1J /OITIIIIIT] L2 [TTIT1T]
ITITITITTITITI ip -s link [ITIT] show mac-address-table dynamic [] show
interface 1/0/45 [I]] conntrack -S [TTTTTITIIIT] 11110 _
(I ARPLIT] VRRP/IIT]
(LTI (1]



Dynamic Address Count : 37

NENRNNRNNRRNNRNNRRNRRNRRNRRRENRN MAC [TITITITIITTT

MAC flapping([TTITIIIIIIT] /I

0 input errors, 0 CRC, 0 frame, O overrun, 0 abort

0 output errors, 0 collisions, O interface resets

HENRRANNNNRRRNNNNNER

Received 18236138 broadcasts []72[0

(LITTIT] 25 [TITITITIT] 2~3 [T

? 7?77

(LTI ARP [TTTTITTTTIT

(L1111 (11 NAT (11 40 [J [ITITITITITITIT] ARP [TTTTTITT]
O oI

[LLTTIT]

4 [TTTTTTTTTTT SSH [IT11T]

[LITTIT] o0 + [0 VLAN [IIIITT] [LITITTTIT

okt



o M0 10.2.2.253 / 10.2.2.254[]]
(LTI VLAN1O0 [TTIT1T]
e [IITITITI ARP [IT1T1

who-has 10.2.2.254 tell 10.2.2.x
who-has 10.2.2.253 tell 10.2.2.x

o [TTTITTITTITTITITTIIITTT ARP request [IT] i
(1111 ARP [TTTTTTITIT] 60 [III111T] NAT [T CPU
(10  ARP [IIIT111] 0
0 o
o [T ARPITTIIIIITIT MAC 1T
o 10 ARP [T 600 [IT1T]
e [IITITITI (1T VLANIIIITI

4¢0 VLAN1O »[] 10.2.2.254
VLAN20 - [] 10.2.3.254

(LLITITITTIIT]

(00 400 NAT QITITIIIIIIIT] CPU/NAT [OTITTITIIIITIIT
(T SSH [11]
0 I
(LTI
show cpu

show nat session summary
show nat statistics

show log

g

NAT [T

CPU 11100

NAT [1110

[0 [ICMP redirect[] NAT [IIII11]



[II110 Hyper-V [ITITITITITIT] vSwitch [TT] ~ RSS [ITTTTIT]

ethtool -S eth® | grep -E "drop|err"
Ss -s

sar -n DEV 1

(M socket backlog[]

tcpdump -i eth@ arp

[TIIIII0 who-has [ITI] IP[0 10.2.2.253/10.2.2.254(]
(I ARP [1T]

show interface counters broadcast

(TTTII11 show interface traffic[]
(T T

(LTITITTIIT]

interface range te0/1-48
storm-control broadcast level 0.5

storm-control action shutdown

(LTITITITT 0.5%][]

ARP[] NAT



i 10 o

mo VLAN 11111 10.2.2.x/10.2.3.x 11111
M0 (I ARP / [TT11T] (11m
MO 00  NATOD CPUD (1T
M0 (I ARP [T1T] I
MO [T (1D
[IIITTIT]
e [TTIITITT] NAT [IT11]

e [T1T] tcpdump -i eth0 arp [JITIT] 101111
e [T CPU[ NAT[IIO

T ARP ] ONAT[ [T OO i
(IIIITTITTTIT] auiNRRNRRRNRRRNRNRNNE ARP[IT]
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