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requirements.txt

fastapi
uvicorn
python-dotenv
requests

dingtalk-stream
(L1l

pip install -r requirements.txt
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.env



# [J[JStream
DING CLIENT ID=dingxxxx
DING CLIENT SECRET=xxxx

# Dify
DIFY API KEY=app-XXXX
DIFY API URL=https://api.dify.ai/v1l/chat-messages

# 00
APP_NAME=dify-dingtalk-bot

LTI

app/config/settings.py

import os

from dotenv import load dotenv
load dotenv()
class Settings:

DING CLIENT ID = os.getenv(
"DING CLIENT ID"

DING CLIENT SECRET = os.getenv(
"DING CLIENT SECRET"



DIFY API KEY=0s.getenv(
"DIFY API KEY"

DIFY API URL=o0s.getenv(
"DIFY_API URL"

settings=Settings()

[T] Dify Service
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e [[] Dify
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« [ITITT

app/services/dify _service.py

import requests

import json

from app.config.settings import settings

class DifyService:

def init (self):



def

self.url = (
settings.DIFY API URL

self.key = (
settings.DIFY API KEY

chat(
self,
question:str,

user:str

headers={

"Authorization":

f"Bearer {self.key}",

"Content-Type":

"application/json"

payload={

"inputs":{},

"query":

question,

"response _mode":

"streaming",

"user":



user

response=requests.post(

self.url,

headers=headers,

json=payload,

stream=True,

timeout=120

answer=

for line in response.iter lines():

if not line:

continue

line=1line.decode(

"utf-8"

if not line.startswith(

"data:"



continue

data=json.loads(

line[5:]

event=data.get(

"event"

if event=="message":

answer += data.get(

"answer",

if event=="message end":

break

return answer

[TTTTT] Service

1

o [IT]
e Redis
e [I] ID



app/services/chat service.py

from app.services.dify service import DifyService

class ChatService:

def init (self):

self.dify=DifyService()

def ask(
self,
message,

user
return self.dify.chat(

question=message,

user=user

[TTTIT] Service



app/services/dingtalk service.py

import dingtalk stream

class DingTalkService:

[TTTT]1 Handler

[ITIT]

app/handlers/robot handler.py

import logging



import dingtalk stream

from dingtalk stream import AckMessage

from app.services.chat service import ChatService

from app.services.dingtalk service import DingTalkService

class RobotHandler(

dingtalk stream.ChatbotHandler

def init (self):

super(). init ()

self.chat service=(

ChatService()

self.ding service=(

DingTalkService()

async def process(
self,
callback:

dingtalk stream.CallbackMessage

incoming = (
dingtalk stream

.ChatbotMessage



.from dict(

callback.data

question=(
incoming
.text

.content

.strip()

user=(

incoming

.sender_staff id

logging.info(

f'user={user}, msg={question}"

try:

answer=(

self.chat _service.ask(

question,

user



self.ding _service.reply(
self,
answer,

incoming

except Exception as e:

self.reply text(

"00000"+str(e),

incoming

return (
AckMessage.STATUS 0K,
n OK "
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app/main.py

import logging

import dingtalk stream

from app.config.settings import settings

from app.handlers.robot handler import RobotHandler

def start():

logging.basicConfig(

level=logging.INFO

credential=(

dingtalk stream

.Credential(
settings.DING CLIENT ID,

settings.DING CLIENT SECRET



client=(

dingtalk stream

.DingTalkStreamClient (

credential

client.register callback handler(
dingtalk stream
.chatbot

.ChatbotMessage
.TOPIC,

RobotHandler()

client.start forever()

if name ==" main_ ":

start()

L]



python -m app.main

(L1111

INFO endpoint is wss://Xxxxx

INFO websocket connected
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1. .env [QITITIIT]
2. websockets [TT] dingtalk-stream 0.24.3 [TT]

[T

111 .env
T

(ITIT]

# DING CLIENT ID=ding09cjpitrovdwlax0
# DING CLIENT SECRET=XXXXX

(L1110

00 Python [TIT1T]

[T

settings.DING CLIENT ID

(1110

None

SDK [IT]

POST https://api.dingtalk.com/v1.0/gateway/connections/open

(111111 credential[IT11T]



{

"code":"systemError"

}

| .env

[LIT] #[

vim /opt/dify-dingtalk-bot/.env

[0

# [J[]Stream
DING CLIENT ID=XXXXXXXXXXXXX

DING CLIENT SECRET=[][Jsecret

# Dify

DIFY API KEY=app - XXXXXXXXXXXXXXXXXXXXX

DIFY API URL=http://192.168.4.20/v1/chat-messages

APP_NAME=dify-dingtalk-bot

[0

[  Dify [IITM

DIFY_API_URL=http://192.168.4.20/v1

[

/chat-messages

[

http://192.168.4.20/v1/chat-messages



innnnin

(LITTTITITIT]
python

[T

from app.config.settings import settings
print(“"client:", settings.DING CLIENT ID)

print("secret:",

bool (settings.DING CLIENT SECRET))

print("dify:",
settings.DIFY API URL)

(11Tl

client: XXXXXXXXXXXX
secret: True

dify: http://192.168.4.20/v1/chat-messages
(II11]

client: None

[ dotenv 1111



TIT websockets
TIT

(L1111

AttributeError:

module 'websockets' has no attribute 'exceptions'

[0

10

dingtalk-stream 0.24.3

[T

websockets

(LTI

(1T

websockets 15.x

[LITITTITIT]

[T

pip show websockets

(ITIT]

Version: 15.x



pip uninstall websockets -y

pip install websockets==10.4
(II1T]
pip show websockets

[

Version: 10.4

[TTT] reguirements.txt

(LTITITITITIT]

[0

app/requirements. txt

[

fastapi

uvicorn

python-dotenv

requests
dingtalk-stream==0.24.3
websockets==10.4

LTI

[0

cd /opt/dify-dingtalk-bot

source /opt/ding dify/bin/activate



python -m app.main

(LTITIT]

[T

INFO:dingtalk stream.client:

open connection

INFO:dingtalk stream.client:

connection established

INFO:dingtalk stream.client:

websocket connected
(TIT11

400 systemError
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Client ID
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e AppKey
e Agentld
e RobotCode
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0000000
000000

(LITITTIIT]

.env

websocket

= ® ©

pip uninstall websockets -y

pip install websockets==10.4

(1110
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(LTI

logger.info(
"Dify request question=%s user=%s",
question,

user

logger.info(
"Dify response=%s",

answer

(L1111

question

user



answer

(LTI

Python [T] dify service.py [TIIIITITITIT

NameError: name 'question' is not defined

111 (LTIIT] chat() 11111

1111 dify service.py[]

import requests

import json

import logging

from app.config.settings import settings

logger = logging.getLogger(_name )

class DifyService:

def init (self):

self.url = settings.DIFY API URL

self.key = settings.DIFY API KEY
def chat(

self,

question: str,

user: str



logger.info(
"Dify request question=%s user=%s",
question,

user

headers = {

"Authorization":

f"Bearer {self.key}",

“"Content-Type":

"application/json"

payload = {

"inputs": {},

"query": question,

"response_mode":

"streaming",

"conversation id":"",

"user": user

logger.info(
"Dify url=%s",

self.url

response = requests.post(



self.url,

headers=headers,

json=payload,

stream=True,

timeout=120

logger.info(
"Dify http status=%s",

response.status code

answer =

for line in response.iter lines():

if not line:

continue

line = line.decode(

"utf-g"

logger.debug(
"Dify stream=%s",

line



if not line.startswith(

"data: "

continue

data=json.loads(

line[5:]

event=data.get(

"event"

if event=="message":

chunk=data.get(

"answer",

answer += chunk

logger.info(
"Dify chunk=%s",

chunk

elif event=="message end":

break

elif event=="error":



logger.error(
"Dify error=%s",

data

logger.info(
"Dify response=%s",

answer

return answer

[0

response=requests.post(...)

(ITIT]

logger.info(
"Dify headers=%s",

response.headers

[

if response.status code !'= 200:
logger.error(
"Dify error body=%s",

response.text

10 APl Key [TTITTIT]



answer=

(L1110

111 systemd[]

systemctl restart dify-dingtalk

[

journalctl -u dify-dingtalk -f

[LITIITIT

[LITIITTI

Dify request question={00000000 user=xxx

Dify url=http://192.168.4.20/v1/chat-messages

Dify http status=200

Dify chunk=0J000d. - -

Dify response=00000. . .

[LLTTIT]

Dify http status=200

Dify response=

00  Dify OTT1T 0

(L1111

401
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404
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