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mkdir -p /opt/sso
cd /opt/sso

? docker-compose.ym|???7??77?

version: '3.8'
services:

postgres:
image: postgres:15
container_name: keycloak-db
restart: always
environment:
POSTGRES DB: keycloak
POSTGRES USER: keycloak
POSTGRES PASSWORD: keycloakl23
volumes:
- pgdata:/var/lib/postgresql/data
networks:

- Ssso-net



keycloak:

image: quay.io/keycloak/keycloak:24.0

container name: keycloak

restart: always

command: start-dev

environment:
KEYCLOAK ADMIN: admin
KEYCLOAK ADMIN PASSWORD: adminl23

KC DB: postgres

KC DB URL HOST: postgres

KC DB _URL DATABASE: keycloak
KC DB USERNAME: keycloak

KC DB PASSWORD: keycloakl123

KC HOSTNAME: 192.168.4.16
KC HTTP ENABLED: "true"

KC PROXY: edge

ports:

- "8081:8080"

depends_on:

- postgres

networks:

- sso-net

volumes:

pgdata:

networks:

sso-net:
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docker compose up -d
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shuncom.local?
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http://192.168.4.16:8081
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User Federation - LDAP
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(M 0
Vendor Active Directory
Connection URL Idap://192.168.0.5
Bind DN CN=Administrator,CN=Users,DC=shuncom,DC=local
Bind Password AD[T]
Users DN DC=shuncom,DC=local
Username LDAP attribute sAMAccountName
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e Import Users = ON
e Sync Registrations = ON
e Trust Email = ON[IIT]
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Test connection

Test authentication
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? ??77?? RAGFlow Client?OIDC?

Keycloak[]

Clients - Create
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(M 0
Client ID ragflow
Protocol openid-connect
Access Type confidentia

http://192.168.4.16:9380/*

? ?7? Secret

Credentials - Client Secret



? ??RAGFlow Docker ?7?7?7?7

1111 .env []

AUTH TYPE=oauth2

OAUTH PROVIDER=keycloak
OAUTH_CLIENT ID=ragflow
OAUTH _CLIENT SECRET=XXXXXXXX

OAUTH_AUTH_URL=http://192.168.4.16:8081/realms/shuncom/protocol/openid-connect/auth
OAUTH_TOKEN URL=http://192.168.4.16:8081/realms/shuncom/protocol/openid-connect/token
OAUTH_USERINFO_URL=http://192.168.4.16:8081/realms/shuncom/protocol/openid-connect/userinfo

OAUTH_REDIRECT_URI=http://192.168.4.16:9380/0auth/callback
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timedatectl set-ntp true

? 2. Keycloak????hosthame

KC HOSTNAME=192.168.4.16
KC PROXY=edge

[

e 93801111
e firewall[ITIT]

(1]

AD[T] Keycloak

sAMAccoun tName - username

(LTI

? 1. AD Group ? RAGFlow Role??
? 2. ???S5S07?GitLab / Jenkins?



? 3. Keycloak HA????
? 4. LDAP Failover

ririrr bl bl

Keycloak (SSO0)

RAGFlow GitLab Jenkins

2 PPNV

1. 0 Keycloak[TTTTTTIIITIT]
2. [] [J start-dev

3. 0 Redirect URI[T]

4. [] AD LDAP Bind DNI[T]

5. 0 [III10 token(T]

i bliirr il

? Nginx HTTPS + SSO??



P PP0007°007?0°0707°7°7?°7°7°7
(LTITIT]
[0 “[I10 SSO[IIT] "

Revision #1

Created 27 June 2026 11:33:40 by Admin
Updated 27 June 2026 11:35:35 by Admin



