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cd /home/shuncom/ragflow-main/docker
mkdir -p /nginx/ssl

openssl req -x509 -nodes -days 365 \
-newkey rsa:2048 \
-keyout ./nginx/ssl/key.pem \
-out ./nginx/ssl/cert.pem \

-subj "/CN=192.168.4.16"

2. Nginx HTTPS 7?7?77

server {
listen 80;
server_name 192.168.4.16;
return 301 https://$host$request uri;

server {
listen 443 ssl;
server_name 192.168.4.16;

ssl certificate /etc/nginx/ssl/cert.pem;

ssl certificate key /etc/nginx/ssl/key.pem;

#

# RAGFlow []]
#

root /ragflow/web/dist;

location / {



try files $uri $uri/ /index.html;

#

# RAGFlow API

#

location ~~ /api/ {
proxy pass http://127.0.0.1:9380;

include proxy.conf;

proxy set header X-Forwarded-Proto https;

location ~~ /v1/ {
proxy_pass http://127.0.0.1:9380;

include proxy.conf;

proxy set header X-Forwarded-Proto https;

location ~~ /api/vl/admin {
proxy pass http://127.0.0.1:9381;

include proxy.conf;

#

# Keycloak 00000
#

location /auth/ {
proxy_pass http://127.0.0.1:8081/;
proxy set header Host $host;
proxy set header X-Forwarded-Proto https;
proxy set header X-Forwarded-Port 443;
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[0 docker-compose[]

keycloak:
image: quay.io/keycloak/keycloak:24.0

command: start-dev

environment:
KEYCLOAK ADMIN: admin
KEYCLOAK ADMIN PASSWORD: adminl23

KC DB: postgres

KC DB _URL HOST: postgres

KC DB URL DATABASE: keycloak
KC DB USERNAME: keycloak

KC DB _PASSWORD: keycloakl23

#

# OOHTTPS/0000
#

KC PROXY: edge
KC PROXY HEADERS: xforwarded

KC_HTTP_ENABLED: "true"
KC_HOSTNAME: 192.168.4.16

KC HOSTNAME STRICT: "false"

KC HOSTNAME STRICT HTTPS: "false"

KC_HOSTNAME_PORT: 443

ports:

- "8081:8080"
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[l service conf.yaml.template []
oauth:
oidc:
display name: "SSO Login"
client _id: "ragflow"
client secret: "xxx"
issuer: "https://192.168.4.16/auth/realms/shuncom"

scope: "openid email profile"

redirect uri: "https://192.168.4.16/api/v1/auth/login/oidc"
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0 Keycloak [T1T]
Client ?7?

? Valid Redirect URIS??7?7?

https://192.168.4.16/api/v1/auth/login/oidc
(LTI

https://192.168.4.16/*

? Web Origins

https://192.168.4.16
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confidential
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? ?27?Keycloak ??7?7? X-Forwarded-
Proto

Secure cookie rejected

? ?37?redirect_uri ?? HTTPS
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http://192.168.4.16/
https://192.168.4.16/

1. ??7HTTPS

curl -k https://192.168.4.16

2. ?? Keycloak

https://192.168.4.16/auth

3. 7?7 OIDC

(1]

https://192.168.4.16
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