Ubuntu 24.04 + Docker
[TT] LiteLLM v1.87.0

[II111] Ubuntu 24.04 + Docker{]]] LiteLLM v1.87.0 [TT11] Docker Compose
[(TITIT] docker run

[LITITTIIITIN

LI

[ Dockerf]
#Ubuntu24.04 [JODocker&Compose

sudo apt update && sudo apt install -y ca-certificates curl gnupg lsb-release git

# [J00000D0O0ODO0OoO
curl -fsSL https://download.docker.com/linux/ubuntu/gpg | sudo gpg --dearmor -o

/usr/share/keyrings/docker-archive-keyring.gpg

# 000000
sudo chmod 644 /usr/share/keyrings/docker-archive-keyring.gpg

sudo apt update

sudo apt install -y docker-ce docker-ce-cli containerd.io docker-compose-plugin

# (000

sudo systemctl enable --now docker
# [O000sudo[l]docker

sudo usermod -aG docker $USER

# 1000000000000

newgrp docker

# [ODocker[



docker --version

docker compose version
(T  dockerITT]

mkdir -p /etc/docker
cat > /etc/docker/daemon.json <<EOF

{
"registry-mirrors": [
"https://docker.mirrors.ustc.edu.cn",

"https://hub-mirror.c.163.com"

}
EOF

systemctl daemon-reload

systemctl restart docke

1 Dockerf]

docker --version

docker compose version

Docker >= 24

Docker Compose >= 2.X

LT

[0

mkdir -p /opt/litellm
cd /opt/litellm

[0



/opt/litellm

— docker-compose.yml
— .env

L— config.yaml

101  LiteLLM [T]

config.yaml

vi config.yaml

(1
model list:
# OpenAIl OO0
- model name: gpt-5
litellm_params:
model: openai/gpt-5
api key: os.environ/OPENAI API KEY
# Gemini [

- model name: gemini-3.5-flash

litellm params:

model: vertex ai/gemini-3.5-flash

api key: os.environ/GEMINI API KEY

general settings:

master key: os.environ/LITELLM MASTER KEY

# 0000000

store model in db: true



.env

vi .env

[

LITELLM MASTER KEY=sk-litellm-admin-123456
OPENAI_API KEY=sk-XXxX

GEMINI_API_KEY=XXXX

1] Docker Compose

111N

(1]

vi docker-compose.yml

(1]

services:

litellm:
image: ghcr.io/berriai/litellm:1.87.0

container name: litellm

restart: always



ports:

- "4000:4000"

environment:

STORE_MODEL_IN DB: "True"

DATABASE URL: postgresql://litellm:litellm@postgres:5432/1litellm

LITELLM MASTER KEY: ${LITELLM MASTER KEY}

OPENAI_API KEY: ${OPENAI API KEY}

GEMINI_API KEY: ${GEMINI_API KEY}

volumes:

- ./config.yaml:/app/config.yaml

command:

--config /app/config.yaml

depends_on:

- postgres

postgres:

image: postgres:16

container_name: litellm-postgres

restart: always



environment:
POSTGRES DB: litellm
POSTGRES USER: litellm

POSTGRES PASSWORD: litellm

volumes:

- ./postgres:/var/lib/postgresql/data

L]

[T

# [000ghcrO00000

docker pull ghcr.nju.edu.cn/berriai/litellm:1.87.0

# (0000000000 compose
docker tag ghcr.nju.edu.cn/berriai/litellm:1.87.0 ghcr.io/berriai/litellm:1.87.0

docker rmi ghcr.nju.edu.cn/berriai/litellm:1.87.0

docker compose up -d

(111

docker ps

(111

litellm

litellm-postgres

(L1111

docker logs -f litellm



[T

LiteLLM Proxy Server Started

Server running on port 4000

T AP

LiteLLM 11T OpenAl API[]

[T

curl http://127.0.0.1:4000/v1/models \

-H "Authorization: Bearer sk-litellm-admin-123456"

(111

{
"data": [
{
"id":"gpt-5"
}

(ITIT]

curl http://127.0.0.1:4000/v1/chat/completions \
-H "Authorization: Bearer sk-litellm-admin-123456" \
-H "Content-Type: application/json" \

-d
{

"model":"gpt-5",

"messages": [

{
"role":"user",

"content":"hello"

}



innnnin

LiteLLM v1.87 [] Dashboard[]

(1]
http://000IP:4000/ui

(1]
http://192.168.4.21:4000/ui

(1]

Master Key:
sk-litellm-admin-123456

[T

ANNNinnnanninn

11 PostgreSQL[]

docker run \

-d \

--name litellm \

-p 4000:4000 \

-e STORE _MODEL IN DB=True \
docker.litellm.ai/berriai/litellm:1.87.0

[

[



RAGFlow

[LITIITIN

Dify

RAGFlow
Keycloak
PostgreSQL
Docker Compose

LiteLLM [TTI111] Al Gateway[]
(L]
Dify
I
I
OpenAI API

\"

LitelLLM 4000

OpenAl Gemini Ollama

|
Azure OpenAIl

Dify [T1T]

Dify /



(ITIT]

OpenAI Compatible

Base URL:

http://litellm:4000/v1

API Key:

sk-litellm-admin-123456

[T

annnin

(I

Ubuntu 24.04
I

Docker

I
Nginx HTTPS

I
LiteLLM 1.87

I
PostgreSQL 16

I
Keycloak OAuth

[0

e Redis[TIT]
e Prometheus[T]T]
e Grafana[] Dashboard[]

(ITIT]

LITELLM MASTER KEY=sk-litellm-admin-123456



[I] LiteLLM Dashboard [TTIT] Master Key[T]

[LITTIT]

1. ] .env

[T

cd /opt/litellm

vi .env

(ITIT]

LITELLM MASTER KEY=sk-litellm-admin-9f83a7d2cle54b6a

OPENAI API KEY=sk-xxxx

GEMINI_API_KEY=XXXX

(LTI

openssl rand -hex 32

[T

a9d7f3e8b4cld2e6f7a8b9c0dle2f3456789%abcd

[T

LITELLM MASTER KEY=sk-a9d7f3e8b4cld2e6f7a8b9c0dle2f3456789abcd

2.[]] LiteLLM

(LTI

docker compose down



docker compose up -d

[T

docker compose restart litellm

1 .env [] compose [TT11T]

docker compose up -d --force-recreate litellm

(LTITITITITT]

3. 1] Key

(L1111

docker exec litellm env | grep LITELLM MASTER KEY

(L1111

LITELLM MASTER KEY=sk-litellm-admin-9f83a7d2cle54bba

4. Dashboard[]T]

[T

http://000IP:4000/ui

[T

Master Key:
sk-litellm-admin-9f83a7d2cle54b6a

[T



LI .env [] restart

[LITTTTIIT]

[T

vi .env

docker compose restart litellm

[T

docker inspect litellm | grep LITELLM MASTER KEY

(LTI

docker compose up -d --force-recreate litellm

(1T

LITELLM MASTER KEY=sk-litellm-admin-123456

[LITTIT]

[

LITELLM MASTER KEY=sk-prod-$(openssl rand -hex 32)

[

e Master Key [TT1T] Dashboard
e Dify/RAGFlow [TT111T1 API Key

e 111 Master Key [TT111T]

(1111 Dify[T11] LiteLLM Dashboard [TT]



Keys - Generate Key

[

sk-dify-prod-xxxx

(0 Dify III1I10 Master Key[]
[0 LiteLLM QTTTITTITITITIT] DashScope / Model Studio[]] qwen3.7-max
10
LiteLLM [T111J OpenAl Compatible [ITTTITT] OpenAl [TITIIII1]
e model

e api base

e api key

(1110 gwen3.7-max [[] OpenAl [III111 ID [1TJ

gwen3.7-max

(T OpenAl Compatible Endpoint[] (AlibabaCloud)

1. ] .env

[LIT]

cat /opt/litellm/.env

(111

LITELLM MASTER KEY=sk-litellm-admin-123456

OPENAI API KEY=sk-XxXxXxX

GEMINI API_KEY=XXXX

[0

DASHSCOPE API KEY=5K-XXXXXXXXXXXXXXXX


https://www.alibabacloud.com/help/en/model-studio/models?utm_source=chatgpt.com

[T

LITELLM MASTER KEY=sk-litellm-admin-123456

OPENAI API KEY=sk-Xxxxx

GEMINI API KEY=XXXX

DASHSCOPE_API_KEY=sk-abcd123456789

[ Key [

[LITITTT] — APl Key [T]

[

2.[1] LiteLLM config.yaml|

[LITTIT]

/opt/litellm/config.yaml

[0

model list:

- model name: gpt-5
litellm params:
model: openai/gpt-5
api key: os.environ/OPENAI API KEY

- model name: gemini-3.5-flash
litellm_params:
model: gemini/gemini-3.5-flash

api key: os.environ/GEMINI API KEY

# 0000 gwen3.7-max



- model name: gwen3.7-max
litellm params:
model: openai/qwen3.7-max
api base: https://dashscope.aliyuncs.com/compatible-mode/v1

api key: os.environ/DASHSCOPE API KEY

LiteLLM ] model name [T1T] Dify/RAGFlow [T1T] litellm params.model [TTTTTTIT]

docs.litellm.com.cn)

3. 1] LiteLLM

0 .env [IT]
M1 restart]]
(1

cd /opt/litellm

docker compose up -d --force-recreate litellm

[T

docker compose logs -f litellm

4. [TTTTTT]

[

curl http://127.0.0.1:4000/v1/models \
-H "Authorization: Bearer sk-litellm-admin-123456"

(ITIT]

{
"data": [
{


https://docs.litellm.com.cn/docs/proxy/configs?utm_source=chatgpt.com

"id" : ||gpt_5||

I
{
"id":"gemini-3.5-flash"
b
{
"id":"gqwen3.7-max"
}

5.[1] gwen3.7-max

curl http://127.0.0.1:4000/v1/chat/completions \
-H "Authorization: Bearer sk-litellm-admin-123456" \
-H "Content-Type: application/json" \
-d !
{
"model":"qwen3.7-max",
"messages": [
{
"role":"user",
“content”: "000000OCO"
}

{
"choices": [
{
"message" :{

"content":"...



6.[] Dify[]

[0  Dify 0 LitelLLMITITITITT]

[0

- model name: gwen-max
litellm params:
model: openai/qwen3.7-max
api_base: https://dashscope.aliyuncs.com/compatible-mode/vl

api key: os.environ/DASHSCOPE API KEY

[ Dify (1T

gwen-max

(10

gwen3.7-max
i

gwen4-max

.

DeepSeek

Dify [TTIT]

7. [IITTT1TH

Dify
I
I
OpenAI API[[
I
I




LiteLLM 1.87

Fommmm e R +
| | |
GPT-5 Gemini Qwen3.7-Max
OpenAl Google o000
(TTTITT1] Dify + RAGFlow + [ITTTT1TJ
T /vl/responses [] OpenAl Responses APITITIT]
TIT11] gwen3.7-max I Responses API [TT1T]

/v1l/chat/completions [TTTTTIT]
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