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ubuntul4.04 BIND?7?7?7?

[LIT]

named -v
BIND 9.9.5-3-Ubuntu (Extended Support Version)

(1110 BIND[T]
apt-cache policy bind9
sudo apt-get install bind9

Mg 9.11.19

[0 Ubuntu 14.04 [TT]]  Bind9 [IITIIIIIIT]
111 Bind9 [T]
(0 Bind9 [IITIIIIIIT]
plaintext
[
sudo service bind9 stop
110 Bind9 [1T]
(0 apt-get [IIIT]
plaintext
[
sudo apt-get remove bind9
(111 Bind9 [TTTTTITIIITIIIIT]
(T T purge [I1]
plaintext
1l
sudo apt-get purge bind9
(LTI
IENRRNRNNNNRNENNEN Bind9 [TTTT1T]
plaintext
1l
dpkg -1 | grep bind9
(T Bind9 [TTTT1T]
(TITTITITIT] /etc/bind
AR NNRRRRANNRRRRRNNnnRRANNEE
plaintext
(0
sudo rm -rf /etc/bind
T T T T T
LT T T T T T T LT T oo aaT g
(LITTTTIT]

Bind9



??Z00keeper???

(LITI11]

# [0 zookeeper[II]

# /usr/local/zookeeper-3.4.13/bin/zkCli.sh -server 127.0.0.1:2181
> setAcl /zookeeper ip:127.0.0.1:cdrwa

> setAcl /dubbo ip:127.0.0.1:cdrwa

> getAcl /zookeeper

> getAcl /dubbo

(IITTITT]

1 [T

# echo -n admin:shuncom2004 | openssl dgst -binary -shal | openssl base64
j9pfb5IKAgerlC8/RmfV2Ig+1HQ=

2 11
# /usr/local/zookeeper-3.4.13/bin/zkCli.sh -server 127.0.0.1:2181
> setAcl /zookeeper digest:admin:j9pfb51KAgerlC8/RmfV2Ig+1HQ=:cdrwa

> getAcl /zookeeper
'digest,'admin:j9pfb5IKAgerIC8/RmfV2iq+1HQ=
: cdrwa

> |s /zookeeper
Authentication is not valid : /zookeeper

# (111
> addauth digest admin:shuncom2004
> |s /zookeeper

[quotal

(LITITITIT]

# vsftpd[[]

firewall-cmd --add-port=33880/tcp --permanent
firewall-cmd --add-port=10001-10005/tcp --permanent
firewall-cmd --add-port=30080/tcp --permanent
# 1

firewall-cmd --add-port=6011/tcp --permanent
firewall-cmd --add-port=6013/tcp --permanent
firewall-cmd --add-port=6014/tcp --permanent
firewall-cmd --add-port=6012/udp --permanent
# tomcat

firewall-cmd --add-port=8080/tcp --permanent



# shuncom-connect.jar

firewall-cmd --add-port=8088/tcp --permanent
firewall-cmd --add-port=8089/tcp --permanent
firewall-cmd --add-port=8094/tcp --permanent
firewall-cmd --add-port=8099/tcp --permanent
firewall-cmd --add-port=8091/tcp --permanent

# connect2-server.jar
firewall-cmd --add-port=8074/tcp --permanent
firewall-cmd --add-port=9097/tcp --permanent

firewall-cmd --reload
firewall-cmd --list-all



OpenSSH_6.6.1p1???0penssh-
9.1pl

1.1 zlib
tar -xzf zlib-1.2.11.tar.gz && cd zlib-1.2.11

[0 opensshIIIIIIIIIIIT] lib[ITTIIT]
.Jconfigure --prefix=/usr/local/zlib && make -j 8 && make install

(LITTIT]

echo "/usr/local/zlib/lib" >> /etc/ld.so.conf
Idconfig -v

1.2 1] openssl
tar -xzf openssl-OpenSSL_1_1 Ok.tar.gz

(1111 --shared[T1T] /usr/local/openssITTT] libTTITIIT] openssh[IT]

.Jconfig --prefix=/usr/local/openssl| --shared && make -j 8 && make install

mv /usr/bin/openssl /usr/bin/openssl_bak && mv /usr/include/openssl/ /usr/include/openss|_bak/
In -s /usr/local/openssl/bin/openssl /usr/bin/openss| && In -s /usr/local/openssl/include/openssl/
/usr/include/openssl|

(LITIITITTTITTIIT]

(LITTIT]

echo "/usr/local/openssl/lib" > /etc/Id.so.conf.d/openssl.conf
Idconfig -v

1.3 [I] openssh

tar -xzf openssh-9.1pl.tar.gz

myv /etc/ssh/ /etc/ssh_bak/ && mv /etc/init.d/ssh /etc/init.d/ssh_bak && mv /usr/bin/ssh
/usr/bin/ssh_bak && cd openssh-9.1p1/

110 --with-pamITT1T] configure: error: PAM headers not found

.Jconfigure --prefix=/usr --sysconfdir=/etc/ssh --with-md5-passwords --with-zlib=/usr/local/zlib --
with-ssl-dir=/usr/local/openssl| --with-privsep-path=/var/lib/sshd

make -j 8 && make install

1.4 1] openssh 9.8pl
tar -xzf openssl-1.1.1w.tar.gz

cd openssl-1.1.1w
.Jconfig --prefix=/usr/local/openss| --shared && make -j 8 && make install



myv /usr/binfopenssl /usr/bin/openssl_bak && mv /usr/include/openssl/ /usr/include/openss|_bak/
In -s /usr/local/openssl/bin/openssl /usr/bin/openss| && In -s /usr/local/openssl/include/openssl/
/usr/include/openssl|

(LITITTITTTITTITT]

(IITIITI
echo "/usr/local/openssl/lib" > /etc/ld.so.conf.d/openssl.conf

Idconfig -v

tar -xzf openssh-9.8pl.tar.gz

cd openssh-9.8pl

.Jconfigure --prefix=/usr --sysconfdir=/etc/ssh --with-md5-passwords --with-zlib=/usr/local/zlib --
with-ssl-dir=/usr/local/openssl --with-privsep-path=/var/lib/sshd

make -j 8 && make install

(ITTTT
ssh -V

(LTI sshd.init
cp -a contrib/redhat/sshd.init /etc/init.d/ssh &&\

vim /etc/ssh/sshd_config

(LTI ITTTITTITTT]

PermitRootLogin yes
PasswordAuthentication yes

[0 sshd_configTITIT]
service ssh reload && service ssh restart && service ssh status



P00 ?CORS???7?2707707077?7

(0 [T CORS[I Web
NENRNRRNNRRNRRNNRNNRRENRN
(L1110

1. [T

1111 Access-Control-Allow-Origin: * [T

Access-Control-Allow-Origin: https://trusted-domain.com

2. [T

I cookies [J HTTP [ITITIITIIIT]
OO Access-Control-Allow-Credentials: true
(LTI

Access-Control-Allow-Credentials: true
Access-Control-Allow-Origin: https://trusted-domain.com

3. [I1110 HTTP [T

[TTT1T] HTTP [ITTTITTITTITIIIT]

Access-Control-Allow-Methods: GET, POST

4. [TIIITIT]

(TTITIITITITIOTITTITTT

Access-Control-Allow-Headers: Content-Type, Authorization

S. [TITTTTITIT]

[I1 Access-Control-Max-Age [T

Access-Control-Max-Age: 600

6. [(TTITITITTITIT]

[LTTTITTIT] CORS MM

Nginx [T1TJ



0  Nginx [I10 CORS 1110

server {
listen 80;
server_name api.example.com;

location /api/ {
add_header 'Access-Control-Allow-Origin' 'https://trusted-domain.com’;
add_header 'Access-Control-Allow-Methods' 'GET, POST';
add_header 'Access-Control-Allow-Headers' 'Content-Type, Authorization';
add_header 'Access-Control-Allow-Credentials' 'true’;
add_header 'Access-Control-Max-Age' '600';

if ($request_method = 'OPTIONS') {
return 204,

proxy_pass http://backend-server;

Apache [T1TJ
(Il Apache [I1T1] CORS 11111

<VirtualHost *:80>
ServerName api.example.com

Header set Access-Control-Allow-Origin "https://trusted-domain.com"
Header set Access-Control-Allow-Methods "GET, POST"

Header set Access-Control-Allow-Headers "Content-Type, Authorization"
Header set Access-Control-Allow-Credentials "true"

Header set Access-Control-Max-Age "600"

<Location "/api/">
# [(TIII1111 204
<If "% {REQUEST METHOD} == 'OPTIONS"'>
Header always set Content-Length "0"
Header always set Content-Type "text/plain”
Require all granted
</If>
</Location>
</VirtualHost>

I CORS 110

AERRRRNNNNRRRNNNNRRRRNNNNEE Python Flask [TTT1T]




from flask import Flask, request, jsonify
app = Flask(_name_ )
ALLOWED_ORIGINS = ["https://trusted-domain.com"]

@app.after_request
def add_cors_headers(response):
origin = request.headers.get('Origin')
if origin in ALLOWED_ORIGINS:
response.headers['Access-Control-Allow-Origin'] = origin
response.headers['Access-Control-Allow-Methods'] = 'GET, POST'
response.headers['Access-Control-Allow-Headers'] = 'Content-Type, Authorization
response.headers['Access-Control-Allow-Credentials'] = 'true'
return response

@app.route('/api/data’, methods=['GET', 'POST'])
def api_data():
return jsonify({"message": "Hello, World!"})

if _name__ =="_main_":
app.run()
(111
[TITTH CORS [T
[0 HTTPSOTTITIITIITITIIT
[0 CSRF OTITTITITITITIIT] CSRF [IT1110

(LTI CORS IO



nginx-1.24.07?7?1.27.0

(11110 nginx-1.24 0111111 nginx-1.27.0

NENRNNRNNRRNNRNNRRNRRNRRNNRRRRREEEY nginx-1.24.0[]

sudo /usr/local/nginx-1.24.0/sbin/nginx -s stop

0 Ubuntu 14.04 [TITTTTTIITITTIII Nginx 1.27.0[TITIITITIT
[LITITTITIT]
1. 1M

ARNRNRNRNRNRNRNREED

sudo apt-get update
sudo apt-get install -y build-essential libpcre3 libpcre3-dev zliblg zliblg-dev

2. [1111 Nginx 1]
cd /usr/local/src
wget http://nginx.org/download/nginx-1.27.0.tar.gz

tar -zxvf nginx-1.27.0.tar.gz
cd nginx-1.27.0

3. [T

.Jconfigure --user=www-data --group=www-data --with-http_ssl_module --with-

http_stub_status _module --prefix=/usr/local/nginx-1.27.0 --with-openssl=/usr/local/openssl|

.Jconfigure --user=www-data --group=www-data --with-http_stub_status_module --

prefix=/usr/local/nginx-1.27.4

.Jconfigure --prefix=/usr/local/nginx-1.27.0

M ./configure T SSL I

.JJconfigure \
--prefix=/usr/local/nginx-1.27.0 \
--with-http_ssl_module \
--with-openssl=/usr/local/openssl| \
--with-pcre \
--with-zlib=/usr/include

(0 (11

--prefix=/usr/local/nginx-1.27.0[TTT11T]
--with-http_ssl_module[T]]  SSL [I]

SSL



--with-openssl=/usr/local/openssIIT] OpenSSL 1111
--with-pcre[ T
--with-zlib=/usr/include[TT] zlib (IT] 9gzip

4. 1111 vim auto/lib/openssl/conf
make -j 8

make -j$(nproc)
sudo make install

mkdir -p /usr/local/nginx-1.27.4/conf/conf.d
vi /usr/local/nginx-1.27.4/conf/nginx.conf

M http { IOIIITIIT
http {

include mime.types;
default_type application/octet-stream;

# (11111 nginx [I1 conf.d/ (111111 .conf [T]
include /usr/local/nginx-1.27.0/conf/conf.d/*.conf;

[0 -j$(nproc) TIITIIIIIT] CPU [ITITIIITTI

18 access log logs/light-access.log main;
19 error_log logs/light-error.log warn;

5. 1]

[ Nginx [TTT1T]

/usr/local/nginx-1.27.4/sbin/nginx -V

(LII1T] --with-http_ssl_module [1T]
6.1 Nginx 1110

[IITT1 Nginx

sudo /usr/local/nginx-1.27.0/sbin/nginx -s stop

(L1111 Nginx

sudo /usr/local/nginx-1.27.4/sbin/nginx

(LTI

ps aux | grep nginx
netstat -tulnp | grep nginx



7.0 SSLUIIT
[11T] SSL [TITI110 /usr/local/nginx-1.27.0/conf/nginx.conff]
server {

listen 443 ssl;

server_name yourdomain.com;

ssl_certificate /etc/nginx/ssl/your_cert.pem;
ssl_certificate_key /etc/nginx/ssl/your_key.pem;

location / {

root /var/www/html;
index index.html index.htm;

M M Nginx[

sudo /usr/local/nginx-1.27.4/sbin/nginx -s reload

(LTI Nginx 1.27.4 [T SSL 11

LTI

cat /usr/local/nginx-1.27.4/logs/error.log
(LIIITTITIT]

(111111 nginx-1.24.0 [] nginx-1.27.0ITITITIIIT

sudo In -sf /usr/local/nginx-1.27.0/sbin/nginx /usr/local/bin/nginx
In -sf /usr/local/nginx-1.27.4/sbin/nginx /usr/sbin/nginx

[LITTIT] nginx [TTTTTTTTIT]

ITT111 nginx-1.24.0[]

sudo In -sf /usr/local/nginx-1.24.0/sbin/nginx /usr/local/bin/nginx



