2700990077270

79737777

(ITITTIIT] 97
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IID]] IID
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2277277777

T IO Linux[TT1IT] ipset[] firewalld

O T T T T T T
T

P??? NS 777?77

?77?7?

# [J0000000C0079000

iptables -A INPUT -s 10.0.0.1 -j ACCEPT
iptables -A INPUT -s 10.0.0.2 -j ACCEPT
iptables -A INPUT -s 10.0.0.3 -j ACCEPT

# ... (0760

[ :80 x 79 = 6320 [[[] !

ARERNRNRNRNRNRNRNNRARNRNRERNRRRNRRRREED



??7?77??1pset ?77?7?

(n ipset [ITT1T]

# 00IPO00CCOO

firewall-cmd --permanent --new-ipset=trusted servers --type=hash:ip

# 0000000TIPOOOOCO

firewall-cmd --permanent --ipset=trusted servers --add-entries-from-file=/tmp/trusted-ips.txt

# (00000000000

firewall-cmd --permanent --zone=public --add-rich-rule='rule family="ipv4" source

ipset="trusted servers" accept'’

[LITTITITIT]

11T17]

0 6320 111 80 [IITITIT] 63201100  80[I0J  [IIIIMIn

P77

ipset + firewalld [ITTTTTITIITTTITTIIITITTTLT]

e« ] SSHQ HTTP
M0
o « (IIID ipset M1 IP

RERNRNRNRNRNRNRNNNARRNRARNRNRNRNRRREEY

(11T ipset[]

(LI11] N T N-1 [TTTTIIIIIIrrn N * (N-

1) T

ipset [ Linux [TTTTTTITTITTITIT IP [TTTTT] MAC [T set
[LITITTIIT] firewalld ] iptables QTTIIIIIIIIIII]
[

o o [JIITITTITTITITITTIOIT] |PCOITITITITITT

e * [II1N |PLITIITIO ipset (T




(I11T]
e o [IIIITTTI root [ sudo [IT]
e o [TTTTTTTIIIIIT] |PITTIT]
e o [TTTITTTTTTIT] Ansible[] SaltStack[TTITTITTIT]
e o [[IIIIIIIII0 https://gitcode.com/JasonChenn/batch_operation.git

17?27?77 1P ?7?7?77?77

(LT trusted-ips.txt [ITTTTTITTTTITITITIT]
(I

1 trusted-ips.txt :

10.0.0.91
10.0.0.92
10.0.0.93

# ... [J00sepIPONO0O0
10.0.0.170

2272777 |P ?7?777?777

(LTI scp [II1] trusted-ips.txt [TTTITIT] (11
(LTI /tmp/ []

(Il scp IO

scp trusted-ips.txt root@l0.0.0.91:/tmp/
scp trusted-ips.txt root@l0.0.0.92:/tmp/
# ... 0000000000C

P37°?2°07?7°7?7?°7°7?7?7? firewalld

000 I ipset [ITTIIIT




# 1. 0000000 ipset 000000 trusted_servers
# --type=hash:ip [000000C0000000OIPOO

sudo firewall-cmd --permanent --new-ipset=trusted servers --type=hash:ip

# 2. [J00000000C00000IPOOO0DOO000

sudo firewall-cmd --permanent --ipset=trusted servers --add-entries-from-file=/tmp/trusted-

ips.txt

# 3. [000000000000000 trusted servers [O000IPOO0
# (0000000 public zone[NOOOOOOOOOOO zone

sudo firewall-cmd --permanent --zone=public --add-source=ipset:trusted servers

# 4. [J00000000CODOOO0DO00O000O

sudo firewall-cmd --permanent --zone=public --add-rich-rule='rule family="ipv4" source

ipset="trusted servers" accept'

# 5. [J000000000ODO000CO000

sudo firewall-cmd --reload

PAP0PP0P00000?007?7?

90%[TTIITIT] !

(ITITTITTITITTIIT] “0 "0

1] ipset [TITITITITITIT IPOT] 10.0.0.91

AINRRRNNNNRRRRNNNND SSHITITITI firewalld [] public
(TITTITTITITTITTIoTd

[0 dipset (I “[IIT] IPI0 M [0 "[ITIITd ‘0 OO M ssh [
HINRRRNNNNRRENNNND IPITI]  SSH[T]

(111

(ITTTTITTITTIT] public [JTTIT]

sudo firewall-cmd --zone=public --list-all

(I11T]
(1111 services: [IITI1] ssh [TTTITTIT]

”



public (active)

sources: ipset:trusted servers

services: ssh dhcpv6-client <-- 000

(LTI

0 public [ITITTIT] ssh [TTTTITTITIITT ipset [ITTT]

# [] public zone OO ssh OO

sudo firewall-cmd --permanent --zone=public --remove-service=ssh

# [000000CCCCo

sudo firewall-cmd --reload

OO T

?57?27°7°7°77
M I mm oo !

NENRNRRNNRRNRRNNRNNRRENRN

# (0000000000 ipset OO0

sudo firewall-cmd --get-ipsets

# 0000: trusted servers

# [0 trusted servers 0000000

sudo firewall-cmd --info-ipset=trusted servers

# (00000000 trusted-ips.txt [O0000IPOO

# [0 public zone OO0
sudo firewall-cmd --zone=public --list-sources

# 0000: ipset:trusted servers

O T T




e o [] [IIIM I
e o[ T I

e dd i ddds

(LTI ITTTITTITTT

P07?7?°7°7?7?°7??7 10.0.0.188

P WwhH

1.
2.
3.
4.

IITIT1O trusted-ips.txt [JTTTITITITT] IP 10.0.0.188[]
0 110 10.0.0.188 [T11T] ST

111] trusted-ips.txt [I]]1] LLITTTT] [

[0 I (ITIITITITIT] IP 111

# [0 ipset [0
sudo firewall-cmd --permanent --ipset=trusted servers --add-entries-from-

file=/tmp/trusted-ips.txt

# [000000000000000

sudo firewall-cmd --permanent --zone=public --add-rich-rule='rule family="ipv4"

source ipset="trusted servers" accept'

# 100000000

sudo firewall-cmd --reload

el dadeds

1. 1. 111110 trusted-ips.txt [TTTTTITTT] PO
2. 2. 110 trusted-ips.txt [[]]] LLIITTTITT il
3. 3. [ I (LTI ipset []

# 0000000

sudo firewall-cmd --permanent --delete-ipset=trusted servers

# 0000 ipset OO

sudo firewall-cmd --permanent --new-ipset=trusted servers --type=hash:ip

# [000000CCoIPOO



sudo firewall-cmd --permanent --ipset=trusted servers --add-entries-from-

file=/tmp/trusted-ips.txt

# [000000000ipsetO000000000

sudo firewall-cmd --permanent --zone=public --add-rich-rule='rule family="ipv4"

source ipset="trusted servers" accept'’

# 000000000

sudo firewall-cmd --reload
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