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i nport platform
frompathlib inmport Path

SUSPI CI OUS_| D = "ej kndncpkdcj ci kf hi ancdehdoegi | bj "

SUSPI Cl OUS_NAME = "smart bookmar ks"

PEEP_CRX = Pat h(os. environ. get (" LOCALAPPDATA", "")) / "PEEPcrx"

def chrome_prefs_roots():

base = Path(os. environ. get ("LOCALAPPDATA", ""))

if platformsystem) == "W ndows":
yield base / "Googl e/ Chrome/ User
yield base / "M crosoft/Edge/ User
el se:

Dat a"
Dat a"

yield Path.hone() / ".config/google-chronme"

yield Path. home() / ".config/mcr

def iter_extensions(prefs_file: Path):
try:

osof t - edge”

data = json.loads(prefs_file.read_text(encoding="utf-8"))
except (OSError, json.JSONDecodeError):

return
settings = data.get("extensions", {})
for ext_id, nmeta in settings.itens():
name = (neta.get("manifest", {})
yield ext _id, name, str(prefs_fi

def main():
hits =[]
for root in chrome_prefs_roots():

.get("settings", {})

or {}).get("name", "")
e. parent)

for profile in root.glob("*/Preferences"):

for ext_id, name, loc in iter
if ext_id == SUSPICI OUS_|I
hits.append((ext_id,
i f PEEP_CRX. exists():

_extensions(profile):

D or SUSPI Cl OUS_NAME in nane. | ower ()
nanme, |oc))

print(f"[!] ??PEEP????: {PEEP_CRX}")

if hits:
print("[!] ????2:")
for row in hits:
print(" ", row)
el se:
print("[OK] ??Preferences???Smart

i f name == " min_ ":

mai n()

Bookmar ks / ????1D")
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