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1.

SERVICE: Lego Server

_http-server-header : Lego Server

e “Lego Server” [1117J Web [T111] Nginx[] Apache[] ISOTTITIIITIIT
o [TTTTTTTITIITIIITTITTITTT]

2. TLS

TLSv1.0:

TLSv1.1:

e [0 TLS1.0[ TLS 1.1]

o [IIIIIIJ 2020 [JTTTIIIITITIIITI 0
o [IIIIIIII POODLE[] BEAST[] CRIME[T]
o [(TITITIT Chrome[] Firefox[] iOS Safari[TTITITIIIT]

a1 1 [ITIT TLS 1.0 TLS 1.10010 TLS 1.2 [II110

3. Ciphers[]

[0 T

TLS_RSA_WITH 3DES_EDE_CBC SHAKA (rsa 2048) - C
TLS_RSA_WITH IDEA CBC SHA (rsa 2048) - A

e 3DES[] Triple DES[] []

oD “00 “000 SWEET32([ [T
o SWEET32 [I11T] 2732 I 0
e IDEA[]

o [IITIITITITIITIIT]

¢4 A Nmap [I1T] []



warnings:
64-bit block cipher 3DES vulnerable to SWEET32 attack
64-bit block cipher IDEA vulnerable to SWEET32 attack

aa ] [TITTTIIITD

A [T

e [ITITTT] RSA [I1T1] (10 ECDHEMIIIT]
o[ [IIIN Forward Secrecy[]
o I
e [[1 CBC[I] [I1 AES CBC{ 3DES CBCT]
o[l GCM [IIIIIO oracle [T11] BEAST[] POODLE[T]
o [IITTITITITITIIT

4. Compressors|]

compressors: NULL

o 0 110 - [ CRIME/BREACH [IT1T]
e [ITTT1

5. Cipher Preference

cipher preference: server

e [IIIITIIT] [LTTTITTIT] HENRRRNNNNRRRRRRNNNNE
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N 1 (1

TLS M TLS1.0/1.1 TLS 1.2+000 1.30



m 10 (1T

(110 ] 3DES[] IDEA[] CBC (Il AEAD[] GCM/ChaCha20[]
[0 0 OO 0 IO
an 0 OO0 3DES, IDEA] 0 0Im
a1 A F /DI 0 A+
M SSL Labs TestTTITIITIT] F[ DI PCI-DSS[] GDPR
(1111

[ T

1 1. TLS

ssl protocols TLSv1l.2 TLSv1.3;

@¢4[]] TLS1.0[ 1.1

] 2.

ssl ciphers 'ECDHE-RSA-AES256-GCM-SHA384:ECDHE-RSA-AES128-GCM-SHA256: ECDHE -RSA-AES256-

SHA384 :ECDHE-RSA-AES128-SHA256" ;

a4 (11111

o ECDHE[TTIT]
e AES-GCM [] ChaCha20-Poly1305
e SHA256/SHA384 [T]

[ 3.



https://www.ssllabs.com/ssltest/

ssl ciphers '...'; # Q0000000

ssl prefer server ciphers on;

] 4. HSTS [] HTTP/2

add header Strict-Transport-Security "max-age=63072000; includeSubDomains; preload" always;

[ 5.

e “Lego Server” [TTTTTTTIITIIIT]
o [T

(LTITITITIT]

nmap -sV -p 443 --script ssl-enum-ciphers www.XXXXXXXXX.cCom

(LTITIT]

e (11T 3DES, IDEA
o TLS 1.0/1.1
e [[] ECDHE + GCM [J ChaCha20

(1111
1] https://www.ssllabs.com/ssltest/
LLLTTTTTTTTTITd

M 11 I
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