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nmap -sV -p 443 --script ssl-enum-ciphers www.XXXXXXXX.cCOm
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SERVICE: Lego Server

_http-server-header : Lego Server
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TLSv1.0:
TLSv1.1:
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TLS RSA WITH 3DES EDE CBC SHAKA (rsa 2048) - C
TLS RSA WITH IDEA CBC SHA (rsa 2048) - A
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warnings:
64-bit block cipher 3DES vulnerable to SWEET32 attack
64-bit block cipher IDEA vulnerable to SWEET32 attack
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compressors: NULL
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5. Cipher Preference

cipher preference: server
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?1.7?? TLS ?7?

ssl protocols TLSv1l.2 TLSv1.3;

@4[]] TLS1.0[] 1.1
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ssl ciphers 'ECDHE-RSA-AES256-GCM-SHA384:ECDHE-RSA-AES128-GCM-SHA256:ECDHE-RSA-AES256-
SHA384 :ECDHE-RSA-AES128-SHA256" ;
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ssl ciphers '...'; # 00000000

ssl _prefer_server _ciphers on;

?4. 7?7 HSTS ? HTTP/2

add _header Strict-Transport-Security "max-age=63072000; includeSubDomains; preload" always;
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