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# SSH[ITTIIIIT] DDOS[ITITITIT]

## (11111

(IIIITT]

1.0  '140.174.49.38' [I] IPOII  SSHIIIIIIIIIID

2. [II1110 DDoS[T] “kswpad'[] "kal64'[I]] sshd[] systemd[TIIT] getty(TT10
3. I DDoSHTTITIITIITITITIITI

## [T

### 1. 1110

- 0D {0 P/ 4

- T T

- /OTOTTITTITn IP °140.174.49.38 [TIIIIII1 IPITITITY SSHIT]

### 2. [I] SSHIIT
1. 010 SSH]
“““bash

systemctl stop sshd
systemctl disable sshd

2. [T

" “bash

sed -i 's/#PasswordAuthentication yes/PasswordAuthentication no/' /etc/ssh/sshd_config
sed -i 's/PermitRootLogin yes/PermitRootLogin no/' /etc/ssh/sshd_config

3. [0 SSHII 22[IIIITIIm0

" “bash

sed -i 's/#Port 22/Port 22222/' [etc/ssh/sshd_config
systemctl restart sshd

### 3. 11111
"““bash

# ([T

pkill -f kswpad

pkill -f kal64

pkill -f bsd-port/getty



# [III1111]
ps aux | grep -E "kswpad|kal64|bsd-port"

## (T

##4# 1. 11110

"““bash

# [T1111]

rm -rf /etc/kswpad

# (111

rm -rf /tmp/kal64

# [TII1111]

rm -rf /usr/bin/bsd-port/getty

# [0  sshdIIIIIIIIIT]

rm /usr/bin/sshd

# 110 openssh

yum reinstall openssh-server -y # CentOS/RHEL
apt reinstall openssh-server -y # Ubuntu/Debian

#H## 2. 110 systemd[T]T]
IO /lib/systemd/system/ [IIIIIIIII0

“““bash

# [T

find /lib/systemd/system -name "*ksw*" -0 -name "*kal*"
# [0 service[IT1T] daemon-reload[T]

systemctl daemon-reload

### 3. [TIIIIIITDO crontab[ITT]
“““bash

# [T
crontab -l -u root

rm -rf /var/spool/cron/root
# [TIII1T]

Is /etc/cron.*

## [T

1. ®[] root{IT] I +1] +[0
2. [ITTIIIIITITIT

“““bash

cat /etc/passwd | grep "/bin/bash"

16T



(111110 ‘userdel -r(I1 00
3.I010  SSHIIITIIIITITIIT

" “bash

rm -rf /root/.ssh/authorized_keys

## [T
" “bash

# [I] SSHOITIITIITITTT
journalctl -u sshd --no-pager

# [TII111T1]
last

# (I
cat /var/log/messages | grep -E "kswpad|kal64"

(T T I T TITTITT T

## [T

### 1. SSHIIT]

- (I

- [(IT1T1] SSHIT]

- SSHIIO  IPIOIIIO /D0 PO

### 2. 11 /I

1. I IP0 22171

2. [ [IPOTIIITIITITITTI] IPIT]

3. [0 fail2ban[IIIIL] IP0IT]  SSHIITIIIT] IP[]
### 3. [0

1. (IO “yum update / apt update’[J

2.[11 rootIIT] SSH[]

3. /tmpOTIITTIIITITITIT

4. “/tmp'[J /etc'[ systemd’ [IIIIII10J

### 4. [T
(LTI SSHOTIIIIIIIIIT] PTTIT]
port/getty’ [TTTTIIIIIIIIT]

## [TIIII11

ERRRRNRNRNRND M0 I

1. I lib[[] sshd[IITIT

2. [0 rootkit[ITTIT]
3. T
4. IO

“kswpad/kal64/bsd-
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