ubunrul8.04-??7?7??7?7?°?7?7?7?7

10111
/etc/profile
(ITTIT]

11l
HISTSIZE=
(ITII1]
(III11
1000[]
(ITT11T]

Il source
/etc/profile
(ITTIT]
I echo
$HISTSIZE
11

2011
~/.bashrc
(ITT11T]

11N
HISTSIZE=
ITT1T]
111
1000,
(ITII1]

I source
~/.bashrc
(ITT11T]
1 echo
$HISTSIZE
1



a0
/etc/login.defs
(LTI

M

1T

(11

1011
/etc/profile
11T

I
HISTFILESIZE=
1111

111

1000[]

(1111

[ source
/etc/profile
11T

11 echo
$HISTFILESIZE
11

211
~/.bashrc
(1111

0
HISTFILESIZE=
11T

(11

1000,

1111

11 source
~/.bashrc
(1111

a1 echo
$HISTFILESIZE
1

1n
/etc/login.defs

1
PASS_MIN_LEN

(11



M rsyslog
IRRNRRN
(n

m
/etc/rsyslog.co
nf

1n
*.err;kern.deb
ug;daemon.no
tice

/var/adm/mess
ages

m
/var/adm/mess
ages

1111

ITT1T]

(ITT1T]

111

touch
/var/adm/mess
ages

(11111

666.[T11]
chmod 666

/var/adm/mess
ages.

(11111
#/etc/init.d/rsy
slog restart

[ service
rsyslog restart

mkdir -p
/var/adm
touch
/var/adm/mess
ages

chmod 666
/var/fadm/mess
ages

cat >>
/etc/rsyslog.co
nf << EOF
*.err;kern.deb
ug;daemon.no
tice
/var/adm/mess
ages

EOF

service rsyslog
restart



cron

rsyslog
111

cron

{1110

Redhat,CentO
S,Fedora:[1]
/etc/pam.d/sys
tem-auth

(1

Suse9:[T]
/etc/pam.d/pas
swd[IT]
Ubuntu,Susel
0,Susell,Suse
12:1]
/etc/pam.d/co
mmon-
password

(1

1111
password
sufficient
pam_unix.so
md5 shadow
nullok

try first_pass
use_authtok
remember=5
1111

n

password
sufficient
(11
remember=5
M

NIS

(11111

0 NISIT
NIS+

(111110

M
/etc/rsyslog.co
nfl11]

1

cron.*
/var/log/cron
0

m
/var/log/cron
(1110
(11111
(1111

(11
touch

/var/log/cron
(11111
775.0010
chmod 775
/var/log/cron.

vi
/etc/pam.d/co
mmon-
password
1111
plaintext
password
[success=1
default=ignor
el
pam_unix.so
obscure
sha512

11
remember=5
11111
plaintext
password
[success=1
default=ignor
el
pam_unix.so
obscure
sha512
remember=5

touch
/var/log/cron
chmod 775
/var/log/cron
cat >>
/etc/rsyslog.co
nf << EOF
cron.*
/var/log/cron
EOF

rsyslogd -N1
systemctl
restart rsyslog



10

I

10

(LTI
/var/log/wtmp,
/var/log/utmp.
02

n
/etc/login.defs
n
PASS_MIN_DAY
S 110

n
/etc/login.defs
(1
PASS_MAX_DA
YS

(1110
,PASS_MAX_D
AYS 90
IRERERN
(11111
(1111

0

(1
/etc/login.defs
(I
PASS WARN_A
GE

(11

cat >>
/etc/pam.d/co
mmon-session
<< EOF
session
required
pam_lastlog.so
showfailed
session
optional
pam_utmp.so
EOF

cat >>
/etc/rsyslog.co
nf << EOF
auth,authpriv.
*
/var/log/auth.l
og

EOF

systemctl
restart rsyslog

Vi
/etc/login.defs
an
PASS_MIN_DAY
SO0

m
PASS_MIN_DAY
S 6

Vi
/etc/login.defs
n
PASS_MAX_DA
YS 99999

m
PASS_MAX_DA
YS 90

vi
/etc/login.defs
[

PASS WARN_A
GE 7

m
PASS_WARN_A
GE 30



11

10

0 root
11 Vi
/etc/profile,

M export
TMOUT=600(

{1 600

cat >>
/etc/profile <<
EOF

export
TMOUT=600
EOF

source
/etc/profile
echo $TMOUT
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su

1.

Suse 9]
Redhat 5.x]
CentOS 5.x
M (@ 5.x):
i

//etc//syslog.c
onf,
Susel?[]
Ubuntu[]
Fedora[]
Redhat 6.x[T]
(M 6.x)d
CentOS 6.x
M (@M 6.x):
m
/etc/rsyslog.co
nf,
m

authpriv.*
/var/log/secure
2.
SuselO, 11:
m
:/etc/syslog-
ng/syslog-
ng.conf]]
m :
filter
f secure {
facility(authpri
v); b

destination
priverr {
file("/var/log/s
ecure"); };

log {
source(src);
filter(f_secure)
destination(pri
verr); };
3.
m
/var/log/secure
m

touch
/var/log/secure
4.
(MO syslog[]

#/etc/init.d/sy
slog restart
Il service
syslog restart

cat >>
/etc/rsyslog.co
nf << EOF
authpriv.*
/var/log/secure
EOF

touch
/var/log/secure
chmod 600
/var/log/secure
systemctl
restart rsyslog
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14

(I

an

1P

rsyslog
IRRNRRN
(n

m
/etc/hosts.den

ylo

il
/etc/rsyslog.co
nf

* X
©@@10.10.10.1
0:514

# [0 UDP
m

* X
@10.10.10.10:
514

m
10.10.10.10
I111] P

m
/etc/hosts.den
y
1 all:all

an

192.168.6.55

{110
N

cat >>
/etc/rsyslog.co
nf << EOF

# TCP [[J
module(load=
"imtcp")
input(type="i
mtcp"
port="514")

# UDP
module(load=
"imudp")
input(type="i
mudp"
port="514")
EOF

systemctl
restart rsyslog

11

cat >>
/etc/rsyslog.co
nf << EOF

# TCP

{11

[

*_*
©@@192.168.6.
55:514

EOF

systemctl
restart rsyslog

cat >>
/etc/hosts.den
y << EOF
all:all

EOF
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I

o

IP[T]

m

/etc/hosts.allo
w(]

m
/etc/hosts.allo
w

1
<service>:
11 IP
1111
all:192.168.4.
44:allow #
(1o PO
sshd:192.168.
1.:allow #[1]
192.168.1
111 PC
M SSH
11

11
#/etc/init.d/xin
etd restart

[0 service
Xinetd restart

cat >>
/etc/hosts.allo
w << EOF
ALL:
127.0.0.1,192.
168.6.0/24
EOF
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Redhat,CentO
S,Fedora

11
/etc/pam.d/sys
tem-auth[] ,
Suse9[IT]
/etc/pam.d/pas
swd[IT]
Ubuntu,Susel
0,Susell,Suse
12(11]
/etc/pam.d/co
mmon-
password
(1111
11111
(11111
(11111

(110

password
requisite
pam_cracklib.s
o ucredit=-1
Icredit=-1
dcredit=-1
ocredit=-1
1
(RHEL7+/Cent
OS7+/Fedora2
0+/Ubuntulé.
04+/SUSE12+
)
/etc/security/p
wquality.conf
(11111

0 ucredit=-1
Icredit=-1
dcredit=-1
ocredit=-1
minclass=4
[ ucredit
(11111

0 lcredit
(11111

0 dcredit
(110

ocredit

{1

[0 minclass

sudo apt
update

sudo apt
install libpam-
pwquality -y
Vi
/etc/security/p
wquality.conf

1

#M 1
11
ucredit = -1
#M 1
11
Icredit = -1
# M 110
dcredit = -1
#M 1
11
ocredit = -1
# 110 4
[HENRNRN
[HRNRNRN
11111

0

minclass = 4
#

[HRRRNRN
1111

0 8
minlen = 8

Vi
/etc/pam.d/co
mmon-
password

1
pam_unix.so
{1111

1111
pam_pwqualit
y.so

[HRNRNRN

n

password
requisite
pam_pwqualit
y.so retry=3
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Redhat,CentO
S,Fedora

11
/etc/pam.d/sys
tem-auth[] ,
Suse9[IT]
/etc/pam.d/pas
swd[IT]
Ubuntu,Susel
0,Susell,Suse
12(11]
/etc/pam.d/co
mmon-
password
(1111
11111
(11111
(11111

(110

password
requisite
pam_cracklib.s
o ucredit=-1
Icredit=-1
dcredit=-1
ocredit=-1
1
(RHEL7+/Cent
OS7+/Fedora2
0+/Ubuntulé.
04+/SUSE12+
)
/etc/security/p
wquality.conf
(11111

0 ucredit=-1
Icredit=-1
dcredit=-1
ocredit=-1
minclass=4
[ ucredit
(11111

0 lcredit
(11111

0 dcredit
(110

ocredit

{1

[0 minclass

an
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Redhat,CentO
S,Fedora

11
/etc/pam.d/sys
tem-auth[] ,
Suse9[IT]
/etc/pam.d/pas
swd[IT]
Ubuntu,Susel
0,Susell,Suse
12(11]
/etc/pam.d/co
mmon-
password
(1111
11111
(11111
(11111

(110

password
requisite
pam_cracklib.s
o ucredit=-1
Icredit=-1
dcredit=-1
ocredit=-1
1
(RHEL7+/Cent
OS7+/Fedora2
0+/Ubuntulé.
04+/SUSE12+
)
/etc/security/p
wquality.conf
(11111

0 ucredit=-1
Icredit=-1
dcredit=-1
ocredit=-1
minclass=4
[ ucredit
(11111

0 lcredit
(11111

0 dcredit
(110

ocredit

{1

[0 minclass

an
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Redhat,CentO
S,Fedora

11
/etc/pam.d/sys
tem-auth[] ,
Suse9[IT]
/etc/pam.d/pas
swd[IT]
Ubuntu,Susel
0,Susell,Suse
12(11]
/etc/pam.d/co
mmon-
password
(1111
11111
(11111
(11111

(110

password
requisite
pam_cracklib.s
o ucredit=-1
Icredit=-1
dcredit=-1
ocredit=-1
1
(RHEL7+/Cent
OS7+/Fedora2
0+/Ubuntulé.
04+/SUSE12+
)
/etc/security/p
wquality.conf
(11111

0 ucredit=-1
Icredit=-1
dcredit=-1
ocredit=-1
minclass=4
[ ucredit
(11111

0 lcredit
(11111

0 dcredit
(110

ocredit

{1

[0 minclass

an
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Redhat,CentO
S,Fedora:

M
/etc/pam.d/sys
tem-auth[T]

i
pam_tally.so
(11111

(11
pam_tally2.so
i

auth required
pam_tally.so
deny=5
unlock_time=6
00

account
required
pam_tally.so

Suse9:

1l
/etc/pam.d/pas
swd[T]

m :

auth required
pam_tally.so
deny=5
unlock_time=6
00

account
required
pam_tally.so

Ubuntu,Susel
0,Susell,Suse
12:

M
/etc/pam.d/co
mmon-auth

m

(
pam_tally.so
HRERNRN

(11
pam_faillock.s
o]

M :auth
required
pam_tally.so
deny=5
unlock_time=6
00

sudo cp
/etc/pam.d/co
mmon-auth
/etc/pam.d/co
mmon-
auth.bak.$(dat
e +%F)
sudo cp
/etc/pam.d/co
mmon-
account
/etc/pam.d/co
mmon-
account.bak.$(
date +%F)
sudo vi
/etc/pam.d/co
mmon-auth
O ‘auth’
[HRRRNRN
1111
pam_unix.so
[HENRNRN
auth required
pam_tally2.so
deny=5
unlock_time=6
00
even_deny _ro
ot audit
sudo vi
/etc/pam.d/co
mmon-
account
NN 2
n
account
required
pam_tally2.so

#

[HRNRNRN

M 50

ssh
shuncom@loc
alhost

# (11111
sudo
pam_tally2 --
user=shunco
m

#

{111
il

sudo
pam_tally2 --
user=shunco
m --reset
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22

root

(11
SSH

rootI11]
ssh[l]

m
/etc/pam.d/ssh
dm

[ auth

(1110

auth required
pam_tally.so
deny=5
unlock_time=6
00

[0 account
1110
account
required
pam_tally.so
11

deny #
(11111

(110
unlock_time #
11111

n

(LTI

[l centos 6
[ auth

(1111

auth required
pam_tally2.so
deny=5
unlock_time=6
00

[0 account
(111
account
required
pam_tally2.so

il
/etc/ssh/sshd_
configl] .M

PermitRootLog
in no

1110
/etc/init.d/sshd
restart [T]
service sshd
restart
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24

25

26

root

(1110
root[T1T]
telnet[T]

m

/etc/shadow

1

(Il /etc/group
(1

M
/etc/gshadow

10

il
/etc/pam.d/log
in[II1T

auth required
pam_securetty
.S0

1l

auth
[user_unknow
n=ignore
success=o0k
ignore=ignore
default=Dbad]
pam_securetty
.S0

chmod 400
/etc/shadow

M chattr +i
/etc/group
11
chattr,[T]
/etc/fstab
(1

reiserfs
(11111

0
"user_xattr,att
rs"

11111
(1110

[ chattr +i
/etc/gshadow
(11
chattr,[T]
/etc/fstab
1

reiserfs
(1111

0

"user_ xattr,att
rs"

(1111
(1110

Vi
/etc/pam.d/log
n

auth
[user_unknow
n=ignore
success=o0k
ignore=ignore
default=bad]
pam_securetty
.S0

chattr +i
/etc/group
Isattr
/etc/group

chattr +i
/etc/gshadow
Isattr
/etc/gshadow
D:D] PR
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28

29

30

31

1 IP
(1111
(1T
SSHIITITI
telnet[T]

m

/etc/passwd

(1

/etc/rc.d/init.d/
0 /etc/init.d/
11110

i

/etc/security

I
o

/etc/shadow

telnet[T]

[ chattr +i
/etc/passwd
(11T
chattr,[T
/etc/fstab
1o

reiserfs
(LTI

0
"user_xattr,att
rs"

(11T
(1111

1.0
RedHat/CentO
S[IT] chmod
750

/etc/rc.d/init.d
2.0

Debian/Ubunt
ulll chmod
750 /etc/init.d

chmod 600
/etc/security

chmod 400
/etc/shadow

1 rom -
ga |grep telnet
111

telnet [J telnet
server

(1110

1017
/etc/xinetd.d/t
elnet, [
disable = yes
O

2.[T] xinetd
11T

0

# service
Xinetd restart
1T

IO telnet
M

an

an

chattr +i
/etc/passwd
Isattr
/etc/passwd
I:D:D ———

chmod 750
/etc/init.d

chmod 600
/etc/security

chmod 400
/etc/shadow



32

33

34

(111
ntalk[T]

11T
sendmail[T]

(1111
printerT]

Centos6:
chkconfig [--
level levels]
ntalk off

0 :levels
(11 ,
1111
Centos7[]
Debian[]
systemctl
disable ntalk
0:

(1110 ,
(1111

(1

systemctl stop
ntalk

Centos6:
chkconfig [--
level levels]
sendmail off
0 :levels
11

(111
Centos7(]
Debian[]
systemctl
disable
sendmail
0.

(1110
11111

1n

systemctl stop
sendmail

Centos6:
chkconfig [--
level levels]
printer off

0 :levels
(11 ,
(1110
Centos7[]
Debian[]
systemctl
disable printer
0:

(111

(11111

1

systemctl stop
printer



35 1mn IIIIT] 1111
I bootps[T]
0

36 I1mn I (1110
[II1110 nfslock[T]
0

37 1m 1111 111
I ident(T]
0

Centos6:
chkconfig [--
level levels]
bootps off

0 :levels
(11 ,
1111
Centos7(]
Debian[]
systemctl
disable bootps
0:

(1110 ,
(1111

(1

systemctl stop
bootps

Centos6:
chkconfig [--
level levels]
nfslock off

0 :levels
11

(111
Centos7(]
Debian[]
systemctl
disable nfslock
o:

(111 ,
(11111

n

systemctl stop
nfslock

Centos6:
chkconfig [--
level levels]
ident off

0 :levels
(11 ,
(1110
Centos7[]
Debian[]
systemctl
disable ident
0:

1111
IRERERN

n

systemctl stop
ident



38

39

40

[T
tftp[T]

11T
time[]

lpd[M

Centos6:
chkconfig [--
level levels]
tftp off

0 :levels
(11 ,
1111
Centos7(]
Debian[]
systemctl
disable tftp
0:

(1110 ,
(1111

(1
systemctl stop
tftp

Centos6:
chkconfig [--
level levels]
time off
chkconfig [--
level levels]
time-udp off
0 :levels
(11 ,
1111
Centos7[]
Debian[]
systemctl
disable time
0:

(1110 ,
(1111

1
systemctl stop
time

Centos6:
chkconfig [--
level levels]
Ipd off

0 :levels
11

(1110
Centos7(]
Debian]
systemctl
disable Ipd
0:

(111 ,
(11111

1
systemctl stop
Ipd



41

42

(111
chargen(T]

1110
nfs[T]

Centos6:
chkconfig [--
level levels]
chargen off
chkconfig [--
level levels]
chargen-udp
off

0 :levels
(11 ,
(11110
Centos7[]
Debian[]
systemctl
disable
chargen

0:

(1110 ,
(11111

1
systemctl stop
chargen

Centos6:
chkconfig [--
level levels]
nfs off

0 :levels
11

(1110
Centos7[]
Debian[]
systemctl
disable nfs
a:

(1110 ,
11111

1

systemctl stop
nfs



43

44

(111
daytime[T]

(1110
echo[T]

Centos6:
chkconfig [--
level levels]
daytime off
0 :levels
(11 ,
1111
Centos7(]
Debian[]
systemctl
disable
daytime

0:

(1110 ,
(1111

1
systemctl stop
daytime

Centos6:
chkconfig [--
level levels]
echo off
chkconfig [--
level levels]
echo-udp off
0 :levels
11

(1110
Centos7(]
Debian[]
systemctl
disable echo
0:

(1110 ,
(1111

1
systemctl stop
echo



45

46

47

48

os[1]

(1110
discard[T]

(1110
kshellT]

os[]

Centos6:
chkconfig [--
level levels]
discard off
chkconfig [--
level levels]
discard-udp
off

0 :levels
(11 ,
(11110
Centos7[]
Debian[]
systemctl
disable discard
0:

(1110
(11111

(1
systemctl stop
discard

Centos6:
chkconfig [--
level levels]
discard off
chkconfig [--
level levels]
discard-udp
off

0 :levels
(11

111
Centos7(]
Debian[]
systemctl
disable kshell
0:

(1110 ,
(1111

(L
systemctl stop
kshell

11111
(11111

0  passwd
[OPTION...]
<accountNam
e>

(1
OnlineUpdate
0 Patch CD
Update
(1111

m



49

50

51

52

53

54

mn suid[]
sgid[II1D

I
IO suidj
sgid[1]

m
/var/log/messa
ges

1111

1111

[
/var/log/localm
essages

T other
11

1l
/var/log/secure

1 other
(11

m

/var/log/cron

(11

other

(T

1l
/var/log/mail
1 other
111]

o1 :find
/usr/bin/chage
/usr/bin/gpass
wd
Jusr/bin/wall
/usr/bin/chfn
/usr/bin/chsh
/usr/bin/newgr
p
/usr/bin/write
/usr/sbin/usern
etctl
/usr/sbin/trace
route
/bin/mount
/bin/umount
/bin/ping
/sbin/netreport
-type f -perm
+6000
2>/dev/null
111111

111

chmod 755
1l

(ITT1T]

11l 11N

chmod a-s
/usr/bin/chage

11
chmod 775

/var/log/messa
ges

11T
chmod 775

/var/log/localm
essages

(11T
chmod 775

/var/log/secure

11T
chmod 775

/var/log/cron

(11T
chmod 775

/var/log/mail

an
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56

57

58

59

root[TTT]
FTP

root{TTT]
FTP

Qom  FP

Qom  FP

I

M root[T]
VSFTP

M root]
WU-FTP

am  wu-
FTPIIIT]

111 VSFTP
i

(1111
[ #useradd

username #
1
#passwd
username#
11111

[0 #chmod 750
directory #
M 755
(11111
11111
(11111

0 directory
(1111

m )
(11111
(11111

{10
(T

1.0
/etc/ftpusers(
0
/etc/vsftpd/ftp
users)[IJ

2.[T] root

[ /etc/ftpusers

{10
0

root

0 /etc/passwd
111 ftp
m

M
/etc/vsftpd.con
f(0
Jetc/vsftpd/vsf
tpd.conf)
(1110
anonymous_e
nable=NO



60

61

11 /etc/group
(1o

#ps aux
[l xinetd.d
(11111

m
#vi

/etc/xinetd.d/s
ervicename
(ITI11]

[ disable

1l
disable=yes
M xinetd[T]
[T

(ITIIT]

o tftp
111

#
/etc/init.d/tftp
stop #
(ITT1T]
tftp[T]

(11

(11T
(LTI

il

chargen-
dgram
daytime-
stream echo-
streamklogin
tcpmux-server
chargen-
stream
discard-dgram
eklogin krb5-
telnet tftp cvs
discard-stream
ekrb5-telnet
kshell time-
dgram
daytime-
dgram echo-
dgram gssftp
rsync time-
stream

chmod 644
/etc/group



62

63

64

m

/etc/passwd

/etc/passwd

I
o

chmod 644
/etc/passwd

1.vsftp

M
/etc/vsftpd.con
f(O
/etc/vsfptd/vsf
tpd.conf)

#vi
/etc/vsftpd.con
f

(11111

11111

HRERNRN

0
chroot_local_u
ser=YES
(1110
#/etc/init.d/vsf
tpd restart

2.pure-ftp
[ /etc/pure-
ftpd/pure-
ftpd.conf
#vi /etc/pure-
ftpd/pure-
ftpd.conf
(LTI
(LTI
(T
(LTI
(1
ChrootEveryon
e yes
AllowUserFXP
no
AllowAnonymo
usFXP
no
M ftpd
#/etc/init.d/pu
re-ftpd restart

chmod 644
/etc/passwd



65 a1 1111 /etc/xinetd.con

1110 fOIIIID
an
66 n 11T /etc/services
1110 IITIT]
an
67 1 I /etc/group
1110 1111
an

Revision #2
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chmod 600
/etc/xinetd.con
f

(ITI11]

[ Linux
11
inetd.conf
(ITT1T]

M :chmod
600
/etc/inetd.conf

chmod 644
/etc/services

chmod 644
/etc/group

an



