Ubuntu 18.04 [T]

ModSecurity[T
LTI

(111111 Ubuntu 18.04 [T]] ModSecurity[]]
(LTI

innnnin

Ubuntu 18.04 [] ModSecurity [TTT11J

e [I11] ModSecurity v3 []
e [T111T1 Nginx + ModSecurity Connector

[T + IO

000 Nginx[ITIT]

Nginx

NginxTTTTTTTITITIITTIII

A[] Nginx + ModSecurity v3

B libapache2-mod-
security?2 Apache




LTI Nginx +
ModSecurity v3

inniiin

1. 111

sudo apt update

sudo apt install -y git build-essential autoconf automake libtool \
libpcre3 libpcre3-dev libssl-dev libxml2 libxml2-dev \

libyajl-dev libgeoip-dev pkg-config doxygen \

libcurl4-openssl-dev liblua5.3-dev

2. [TT1T1 ModSecurity
v3[]]]

cd /usr/local/src

sudo git clone --depth 1 https://github.com/SpiderLabs/ModSecurity
cd ModSecurity

sudo git submodule init

sudo git submodule update

sudo ./build.sh
sudo ./configure
sudo make

sudo make install



[T

/usr/local/modsecurity/lib/1libmodsecurity.so

3. [TTIT1]1 Nginx +
ModSecurity v3
Connector

3.1 Connector

cd /usr/local/src

sudo git clone --depth 1 https://github.com/SpiderLabs/ModSecurity-nginx

3.2 Nginx

(ITIT] nginx 1.18TTTITIITIT]

NGINX VERSION=1.18.0

cd /usr/local/src

sudo wget http://nginx.org/download/nginx-$NGINX VERSION.tar.gz
sudo tar zxvf nginx-$NGINX VERSION.tar.gz

cd nginx-$NGINX VERSION

3.3 Nginx

nginx -V

(TITI11T --with-xxx []]
(LTI



--add-module=/usr/local/src/ModSecurity-nginx
(111

sudo ./configure \
--with-http ss1 module \
--with-http v2 module \

--add-module=/usr/local/src/ModSecurity-nginx
(IITIITI nginx[

sudo make

sudo cp objs/nginx /usr/sbin/nginx

4. []] ModSecurity []]

4.1

sudo mkdir /etc/nginx/modsec

cd /etc/nginx/modsec

4.2

sudo wget https://raw.githubusercontent.com/SpiderLabs/ModSecurity/v3/master/modsecurity.conf-
recommended
sudo mv modsecurity.conf-recommended modsecurity.conf

sudo wget https://raw.githubusercontent.com/SpiderLabs/ModSecurity/v3/master/unicode.mapping

4.3

sudo nano /etc/nginx/modsec/modsecurity.conf

[T

SecRuleEngine On # 000000



5. []] OWASP CRS
LT

cd /etc/nginx/modsec
sudo git clone https://github.com/coreruleset/coreruleset.git
sudo mv coreruleset rules

sudo cp rules/crs-setup.conf.example rules/crs-setup.conf

6. Nginx []]]
ModSecurity

(0 nginx.conf[] vhost[]

modsecurity on;

modsecurity rules file /etc/nginx/modsec/modsecurity.conf;
(11

server {

listen 443 ssl;

modsecurity on;

modsecurity rules file /etc/nginx/modsec/modsecurity.conf;

root /var/www/html;



7. [TTTT1T] Nginx

sudo nginx -t

sudo systemctl restart nginx

[118. [TTT1T]

(1]
http://your_server/?id=' OR '1'='1l

[II1 403 Forbidden[IIIIT]

Anannin nginx -V [

(LI I configure [T] [T

(LITIITITITITTITIT]

0 I

0 I

0 OIIIIII10 fail2ban + CRS[]
0 M HTTPS + WAF [TTTIITIIIT

HENRRRNNNNRRRNNNNRDED

(IO nginx:1.20.2 [T] Docker [J] [IIIITIIIT (111 Docker
(IO ModSecurity v3 + CRS [T] [ITJ
(LTI

e nginx:1.20.2 [T11T] Debian(]

e [I1110 Nginx + ModSecurity v3 Connector(ITTITII1] WAF[]

e [0 Docker [ - I




LT
1] ModSecurity

Nginx 1.20.2” []]

(ITTIII1 nginx -V [] configure [T] [TIIITIIITIID Dockerfile[]

[LITITTITIT]

L LT

mkdir -p /home/shuncom/build/nginx-modsec

cd /home/shuncom/build/nginx-modsec

T TTT] Dockerfile
T

4411 Dockerfile [IT111
v Nginx 1.20.2
v ModSecurity v3
v ModSecurity-nginx Connector
v 111 CRS 11
v 111 nginx [IT111]




Dockerfile[]

FROM debian:bullseye

# 0000
RUN apt update && apt install -y \

git build-essential autoconf automake libtool \
libpcre3 libpcre3-dev libssl-dev libxml2 libxml2-dev \
libyajl-dev pkg-config doxygen curl wget \
libcurl4-openssl-dev liblua5.3-dev ca-certificates && \

apt clean

# 00000 ModSecurity v3

RUN cd /usr/local/src && \
git clone --depth 1 https://github.com/SpiderLabs/ModSecurity && \
cd ModSecurity && git submodule update --init && \
./build.sh && ./configure && make && make install

# [0 ModSecurity-nginx connector
RUN cd /usr/local/src && \
git clone --depth 1 https://github.com/SpiderLabs/ModSecurity-nginx

# [0 Nginx 1.20.2 [0
RUN cd /usr/local/src && \
wget http://nginx.org/download/nginx-1.20.2.tar.gz && \

tar zxvf nginx-1.20.2.tar.gz

# 00000 nginx -V 0000 Nginx
RUN cd /usr/local/src/nginx-1.20.2 && \
./configure \

--prefix=/etc/nginx \
--sbin-path=/usr/sbin/nginx \
--modules-path=/usr/lib/nginx/modules \
--conf-path=/etc/nginx/nginx.conf \
--error-log-path=/var/log/nginx/error.log \
--http-log-path=/var/log/nginx/access.log \
--pid-path=/var/run/nginx.pid \
--lock-path=/var/run/nginx.lock \



--http-client-body-temp-path=/var/cache/nginx/client temp \

--http-proxy-temp-path=/var/cache/nginx/proxy_temp \

--http-fastcgi-temp-path=/var/cache/nginx/fastcgi temp \

--http-uwsgi-temp-path=/var/cache/nginx/uwsgi temp \

--http-scgi-temp-path=/var/cache/nginx/scgi temp \

--user=nginx \

--group=nginx \

--with-compat \

--with-file-aio \

--with-threads \

--with-http addition module \

--with-http auth request module \

--with-http dav_module \

--with-http flv_module \

--with-http gunzip module \

--with-http gzip static module \

--with-http mp4 module \

--with-http random index module \

--with-http realip _module \

--with-http secure link module \

--with-http slice module \

--with-http ss1 module \

--with-http stub status module \

--with-http sub _module \

--with-http v2 module \

--with-mail \

--with-mail ssl module \

--with-stream \

--with-stream realip module \

--with-stream ssl module \

--with-stream ssl preread module \

--with-cc-opt='-g -02 -ffile-prefix-map=/data/builder/debuild/nginx-1.20.2=. -fstack-
protector-strong -Wformat -Werror=format-security -Wp,-D FORTIFY SOURCE=2 -fPIC' \

--with-ld-opt='-Wl,-z,relro -Wl,-z,now -Wl,--as-needed -pie' \

--add-module=/usr/local/src/ModSecurity-nginx && \

make && make install

# (000

RUN mkdir -p /etc/nginx/modsec /var/cache/nginx/



# [0 ModSecurity 0000
RUN cd /etc/nginx/modsec && \

wget https://raw.githubusercontent.com/SpiderLabs/ModSecurity/v3/master/modsecurity.conf-
recommended && \

mv modsecurity.conf-recommended modsecurity.conf && \

wget https://raw.githubusercontent.com/SpiderLabs/ModSecurity/v3/master/unicode.mapping

# 00 CRS 00
RUN cd /etc/nginx/modsec && \

git clone https://github.com/coreruleset/coreruleset.git && \
mv coreruleset rules && \

cp rules/crs-setup.conf.example rules/crs-setup.conf

CMD ["nginx", "-g", "daemon off;"]

L LT

cd /home/shuncom/build/nginx-modsec

docker build -t nginx:1.20.2-modsec .

[T1[TIT]1 docker-
compose.yml [[]]]]

(LIT]
image: nginx:1.20.2
(1]

image: nginx:1.20.2-modsec



[T11TT] nginx.conf []]
ModSecurity

1 server [] http [I111TJ

modsecurity on;

modsecurity rules file /etc/nginx/modsec/modsecurity.conf;

ANgannin

docker-compose down

T 111 Nginx
TTTT] ModSecurity
v3 + CRS WAF

il
jiiannnnnnn




]

]
JSON[]

]

CRS

[] fail2ban WAF

]

/etc/nginx/modsec/modsecurity.conf

POST

0 IO O

(LTI

(0 IO “IT110 ” compose.yml + Dockerfile [TTT]T]

(11T

0 ——[IIITl (LTI /0111 [0 CRS [J] POST JSON [III1]

fail2ban [[] ModSecurity [TTTTT1T] (IIIITII0

/etc/nginx/modsec/modsecurity.conf [JT]1]T]

(LTI T I IO /

QIO [l ModSecurity []] DetectionOnly
(I 24-72 [ITIII11T On 1111

ainni

1. 111 /etc/nginx/modsec/modsecurity.conf [JTTTIIT]

2. [III111 “T1° "OIII1 SecRuleEngine DetectionOnly [ITIT]



3. 11 ruleid [TT] 1000000[] 1000100[IITIIIIIT CRS [T id 110

4. 11110 nginx [I1T] docker-compose [TTTTTTTIT]

5. OOTTIITTIITTITTTId /compose
HENNNNRRRRRRRRRRRRRRRNNNNEE] —
(LTI T oI

1)

Inninninnnnnni
ModSecurity [IT]

(TIT1110 /etc/nginx/modsec/requests _exclusions.conf [IT] modsecurity.conf [] Include
(LTI Include[T]

# /etc/nginx/modsec/requests_exclusions.conf

#
# [00000OURI [00User-Agent (000000000 IPO
# 0000 phase:1 O000000CO0id OO00OO > 1060000 0000

# 1) [0 /health [ /healthz Q000000000000
SecRule REQUEST URI "@beginsWith /health" \

"1d:1000001,phase:1,pass,nolog,ctl: ruleEngine=0ff"

SecRule REQUEST URI "@beginsWith /healthz" \
"id:1000002,phase:1,pass,nolog,ctl:ruleEngine=0ff"

# 2) 000000 User-Agent[] k8s kube-probe[JELB health[]
SecRule REQUEST HEADERS:User-Agent "kube-probe|ELB-HealthChecker" \
"1d:1000003,phase:1,pass,nolog,ctl: ruleEngine=0ff"

# 3) 0000CC LB O IP OO0COOOOOO IPO

# 010.0.0.5 00000
SecRule REMOTE ADDR "@ipMatch 10.0.0.5/32 10.0.1.0/24" \

"1d:1000004,phase:1,pass,nolog,ctl: ruleEngine=0ff"



# 4) [00000000000CO000000/000000
SecRule REQUEST URI "\.(?:css|js|png|jpg|ipeg|gif|webp|svg|ico|woff2?|ttf|map) (?:$[\?)" \

"1d:1000005,phase:1,pass,nolog,ctl: ruleEngine=0ff"

10 ctl:ruleEngine=0ff
(LTI ctl:ruleEngine=DetectionOnly []

2) 1111 CRS [ POST
JSON

LTTTTTTTITTIT]
Method A

0 [0 CRS 1111 application/json POST [I1I1] SQLIi/XSS [TITIII1IO

AT] ATT] ——1[ JSON
[T] JSON [ITIT1 Body

(ITIT] /etc/nginx/modsec/json_tuning.conf []

# /etc/nginx/modsec/json tuning.conf

# [0 phase:1 [J requestBodyProcessor [0 JSONOOOOOOCOOOOCOOOOD"0O000/00”0000000

# 1) 000 Content-Type: application/json 000
SecRule REQUEST HEADERS:Content-Type "application/json" \

"1d:1000010,phase:1,pass,nolog,ctl: requestBodyProcessor=JSON,ctl:ruleEngine=DetectionOnly"



# 2) 000 URI 0000 /api/00000000000000CO Anomaly Scoringf]

# (00 transaction [0000000O000COOOO+1e0
SecRule REQUEST URI "@beginsWith /api/" \

"1d:1000011,phase:1,pass,nolog,ctl: requestBodyProcessor=JSON, ctl:ruleRemoveByTag=0WASP_ CRS/WEB
_ATTACK/PROTOCOL_ VIOLATION"

# 000
# - (000 JSON OO0 body OO000 JsSONOOOOO urlencoded/text [O0000
# - 000 ruleEngine [ DetectionOnly 00000000000O0OOOOO

# - (0000000000 tag OOOO CRS OOOOO0OOOOOCOOC tagn

44 [TTTITITIIT] JSON 11117 DetectionOnly[IT]
ctl:ruleEngine=DetectionOnly [[]IT]

ctl:ruleRemoveById=xxxx,ctl:ruleRemoveByTag=tagname

(T TITT T ruleid ] tag[l]

BT] B[] ——
[TTTT] request body
LITLLT

[0 /api/webhook/ [TTTITIITIIIIIIIII] Body [1T]

# /etc/nginx/modsec/json_tuning.conf ([0)
SecRule REQUEST URI "@beginsWith /api/webhook" \
"1d:1000015,phase:1,pass,nolog,ctl: requestBodyAccess=0ff,ctl:ruleEngine=DetectionOnly"

a4 [11] requestBodyAccess=0ff [T]T11] body [1T] —_
IO header [TI] webhook[]



3) (LTI URI

[T1 header{]] P[]
cookie

[(TIIIII1 /etc/nginx/modsec/business exceptions.conf []

# /etc/nginx/modsec/business exceptions.conf

# 1) (0000000000000
SecRule REQUEST URI "@beginsWith /admin/" \

"id:1000020,phase:1,pass,nolog,ctl:ruleEngine=DetectionOnly"
# 2) API Key header 00000000 header: X-Internal-API-Key[]

SecRule REQUEST HEADERS:X-Internal-API-Key "@rx "~[A-Za-z0-9\- 1{20,}$" \
"1d:1000021,phase:1,pass,nolog,ctl: ruleEngine=0ff"

# 3) 000 Cookie[OO SSOOOO
SecRule REQUEST COOKIES:SSO SESSION "@rx ~[A-Za-z0-9\- =]{10,}$" \
"1d:1000022,phase:1,pass,nolog,ctl:ruleEngine=DetectionOnly"

(0 I (L1 URL 1111 header [TT1T1T] IP [I1T]

4) fail2ban [T] WAF[T]
Nginx error.log
ModSecurity




innnnnnn

4.1 [] modsecurity.conf
11511 nginx error.log

[] modsecurity.conf []]] SecAuditLog [] nginx error_log [TTTT1T] nginx/ErrorLog [T111]
ModSecurity [TTITT1TI

[error] 12345#0: *12345 ModSecurity: Access denied with code 403 (phase 2). Pattern match

" at ARGS:username. [...]

10 nginx 1] --error-log-path=/var/log/nginx/error.log [11]

4.2 fail2ban filter[I]]
/etc/fail2ban/filter.d/modsecurity.

conf|[]

# /etc/fail2ban/filter.d/modsecurity.conf
[Definition]
failregex = \[error\].*ModSecurity: Access denied with code 403.*client: <HOST>

\[error\].*ModSecurity: Access denied with code 403.*client: <HOST>\]

ignoreregex =
a4 [TITIT1T] error.log [(TTTTTTTITITTITIT] DetectionOnly
(LTITITITITTIT] nginx error.log [TTTTTTTIT] failregex

(LIITITITTT




4.3 fail2ban jail[IT]
/etc/fail2ban/jail.d/modsecurity. lo

call[]

# /etc/fail2ban/jail.d/modsecurity.local

[modsecurity]

enabled = true

filter = modsecurity

action = iptables-allports[name=ModSecurity, port="http,https"]
logpath = /var/log/nginx/error.log

maxretry = 3

findtime = 600

bantime = 3600

4.4 1] /[I] fail2ban

sudo systemctl restart fail2ban

# (000

sudo fail2ban-client status modsecurity

sudo fail2ban-client status

(110 (11 nginx [TTTT1T] ModSecurity [TTTITTIITIIIT] error.log
(1111 fail2ban [TI1T111] IPTTTI11] bantime [] maxretry [TITIT]

5) ITIITIT]
modsecurity.conf[[]]]

[l /etc/nginx/modsec/modsecurity.conf [JT]T]




# include your tuning files (order matters: exclusions should be early)
Include /etc/nginx/modsec/requests exclusions.conf
Include /etc/nginx/modsec/json_tuning.conf

Include /etc/nginx/modsec/business exceptions.conf

10 nginx.conf [[] modsecurity rules file [TTITITITITIIIIIT] Include
(ITITIT]

6) [1T1] modsecurity.conf
Higvaninninnii

LTI [TI1L] [] /etc/nginx/modsec/modsecurity.conf
HRRRRRRRRNRRRNRERRRRRRNRERRRNRRRNEN] —— 111 U

a4 [TTTT1TT] /etc/nginx/modsec/modsecurity.conf [TTTTTTTTTIT]

# /etc/nginx/modsec/modsecurity.conf (best-practice compact)

# 0000000CC DetectionOnly [0 24-72 [0000OCOOO0C0OC On

SecRuleEngine DetectionOnly

# 00000
SecAuditEngine RelevantOnly

SecAuditlLog /var/log/modsec audit.log

# Parts: A (request headers), B (request body), F (response headers), H (audit log trailer)...

SecAuditLogParts ABIJDEFHZ
SecAuditlLogType Serial
SecAuditlLogStorageDir /var/log/modsec audit/

# [000000Anomaly scoring 00

SecDefaultAction "phase:1,log,pass"

SecDefaultAction "phase:2,log,deny,status:403"

# [00/000000000000000000




SecRequestBodyAccess 0On

SecRequestBodyLimit 13107200 # 12.5 MB 0000000
SecRequestBodyNoFilesLimit 131072 # [J00 body [0J0128KB[J
SecRequestBodyInMemoryLimit 131072 # 128KB

# 0000000C0CRS 000000

SecUploadDir /var/cache/modsecurity/uploads

SecRequestBodyLimitAction Reject

# [J00000000000000000

SecResponseBodyAccess Off

# 0000000000 ooMm
SecResponseBodyLimit 5242880 # 5 MB

# utf-8 / unicode [

SecUnicodeMapFile /etc/nginx/modsec/unicode.mapping

# J00000D000DO00O
# (000 rules O0O00 Include)

# 00 CRSOOO CRS path[CRS 000

Include /etc/nginx/modsec/rules/*.conf

# 0000000000000

#SecDebugLog /var/log/modsec_debug.log
#SecDebuglLoglLevel 3

# 000000000000 nginx limit req (00
# 000 Anomaly Scoring000000000
#SecAction "id:900000,phase:1,pass,initcol:ip=%{REMOTE_ADDR},setvar:ip.score=0"

# 000 include(000000C00COOCO0O/000000

Include /etc/nginx/modsec/requests exclusions.conf
Include /etc/nginx/modsec/json_tuning.conf

Include /etc/nginx/modsec/business exceptions.conf

a4 117



e SecAuditEngine RelevantOnly
EERRRRRRRRNNNNNNNNNRNNNEEE on

(I
e SecRequestBodyLimit [T]TT] APP [T] POST [ITITIIIIIT
e SecResponseBodyAccess Off [TTTTTITTIIT] CPU/

(I

7) nginx [TTT1T]

modsecurity

annnnninna

111 nginx.conf http {} [IT] server{} [II1]

# [0 http {} 0000 server/ location(]

load module modules/ngx http modsecurity module.so;

modsecurity on;

modsecurity rules file /etc/nginx/modsec/modsecurity.conf;

(IIIIIIIII modsecurity-nginx connector [TT1T] load_module
NERRRRRRRRRRRNNNNRRRNNNNEED load_module[TTTTTTIT] modsecurity
on; []

8) [] DetectionOnly [] On
LTI

1. ] modsecurity.conf [J] SecRuleEngine DetectionOnly [JTT1T] 48-72 111
2. [I1110 /var/log/modsec audit.log [] nginx error.log[TTT1T] rule id[TITIII1]
idM




3. [I111I rule [J]  ctl:ruleRemoveById=ID [IIIII] SecRule [TITTITIII] URI
[I] ruleEngine=0ff[]

4. [T] Anomaly Scoring [T]] CRS[] threshold [T11T] router [1TJ DetectionOnly[]

(T SecRuleEngine On [TIIITITI]

(11111 audit logs[TTTTTIT]

o u

9)
ANnnninannini

e [] health [J static [JITIT] phase:1[11T] WAF 111

e [] JSON heavy APIIIIT] JSON 1110 ctl:requestBodyProcessor=JSON []

o [TTTTTT SecAuditEngine RelevantOnly [T] SecAuditLog [TTTTTITITIT]
ELKT

e [T] limit req / limit conn [] L7 [IIITJ fail2ban [TTIT11T]

e CRS [T git pull [ITIITITIITI

e 1111 id I

10) [(IITTTITTT]

e 11111 curl -I http://yourhost/health - [I]T] 200111 WAF [T]

e 11111 curl -I http://yourhost/static/image.jpg — 200

e |[SON POST[] curl -X POST -H 'Content-Type: application/json' -d '{"name":"a"}'
http://yourhost/api/test - [ITITIIIIT] DetectionOnly [TITITITIT

o [TTTTTIIITIT curl "http://yourhost/?id=' or 1=1 --" - [TTITTI1]
DetectionOnly[ITTTTITT

[LITIITTI [

e (11110 docker-compose [TTTTTITTITIT] Dockerfile
(LTI docker-compose.override.yml [T]1T]

o I 48 I modsec_audit.log [J sample [TTTTTTITIIIIIT]
ctl:ruleRemoveById [T]] fail2ban [I111]

O T T I T T T audit
(LITITITITIT]




(IIIIIT1O Nginx + ModSecurity v3 + CRS WAF [TTTTTTTTTIT] (11111
11 OWASP Top 101T] Web [TI] Bot

OO T T T T T T

[TTTT] ModSecurity
v3 + CRS = []]] Web

[TT11] WAF

(LI L1 0 L7 Security[TT11T]

e OWASP Top 10[] SQLO XSS[ITIIITIIIO .0
o (TTITTTIITIITITIIIITI

e [II11] HTTP RFC[]

o [TITTITIT]

e [ITITIITITI

e [] Nginx [(ITTITIITDO ModSec v2

angnana & [T1TT]

ModSecurity v3 + CRS [] HTTP [TIIII1IT

v HTTP RFC

e [T1 HTTP [IIII]

e [TIII11I0 TRACE [] CONNECT []
e [T1T] URI[] Header[] Body

e [T1 Request Smuggling[TTTIT]

e [[1 Response Splitting[TTTTT]




v

 FDIIIIIIIITI
e [[1 Content-Length
e Chunked [T1T]

e [T1TJ multipart [T]

(LTI OWASP
Top 10 [IIT]

1. SQL [T] SQLI[]

CRS 1117

e [TTTTITIT]

UNION SELECT

OR 1=1

sleep(5) /1]

MySQL / PostgreSQL / MSSQL [T1T]

(LTI %00[] HEX [TT]  ASCII [I1T]

2. XSS 11171

(1]

e <script> [IJ

e onload[] onclick[] javascript:[] data:
e DOM XSS

e [TT1T1 HTML/URL/Base64[]



3. 11

e /../../etc/passwd
e php://filter/resource=
o file:///

4. [T1T1T11

(1]

e http://evil.com/shell.jpg
e [T1 PHP[II
o URL] /011

S5. [I1IT]

e ; rm -rf /

e | cat /etc/passwd
«"$0 "0 " "0

e PowerShell / Bash [T]

6. [IT11

e PHP[] JSP[ Lua[] Python [T
e eval(), system(), exec()

LITIT LFI[]

RFI[]

CMD Injection(]

/. Java [IITIT]




e CommonsCollections payload
e JRMP
e ysoserial [TTTTT]

8. [IT] / JSON []

O. ] UA/Referer [T]T]

e BurpSuite[] sqlmap
e Nmap[] masscan
e Python requests, curl

o [IIITITITT

1111 Bot [[I1I] CRS
+ 11

CRS[I] Bot[II]

o [TTTITIM sglmap[] nmap[] Nikto[]

e [T1111 UA

o [ITIITIT]

e [TITT] + 111

e [1 Nginx limit_req [IT1T] Anti-DDoS L7 [T]

ANgEnnnnnnn



e [IIT1TI Payload [1T]
e PHP [IT]
eI  “JPG+PHP”

e multipart 1117

e Content-Type [1]
(1T

e 1111

e MIME / 1111

o [IIT]
e [IITIITTI

INiiinnnna /
11 (DLP)

CRS [T

e 1111

e [II1

e [I11I

e 111111

e Base64 [I1T]
e [ITITIIT]

[T
Heuristic Detection

CRSM "M "0

o [ITTITITIITIIT]
e [ITTIIT] — [II1]




e [IIIIIITI
o [ITTTTITTTITTIT]

[LITITTITITI Web [I1111]

il
jiiiannnnnnn
11l

ModSecurity v3 [IT]

v

[

e 111

e [T] Body

e [T110 Body

e [l WAF [T
e [I11] IP &[]

(LTIT]

e ELK[] Kibana[]
e Loki / Grafana
e SIEM[TITIT] Wazuh [T]

il
jiiannnnnnans




e CRS[I] “Anomaly Scoring (1] "[IIIIIT] 403[]
o [IITITI1I

o [TTITTITIIT]

o [ITITTITTIII

ModSecurity v3 + CRS [JTITITITIIIIIT WAF[]

O

e [IIITIIID Referer / Cookie[]

[T1[11] ModSecurity v3 +
CRS [I]TIT]

v [I] OWASP Top 10 []




v SQL/XSS/Upload/LFI/RFI/CMD
LI1]

v Anti-Bot / Anti-Scanner

v T

v HTTP [I111]

v 1] / [1T]

v T

v ] Web [TT1T]

(1]

e [ITITT]

e B/S 1111

e Java/PHP/Python/Go [T] Web [1]
e API [TT1T0T

L LT



1 ModSecurity

2 CRS

3 WAF

5 Nginx ! WAF/CRS”
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