ubuntul8.047?7??°?7??7??7?7?7?7?-77?7

[ 10 **——PAM [ITITITITITT] root[TTIITTT] SSHITIM Ubuntu
18.04 [TITITTTITIT]

#4# 1111 Ubuntu 18.04 [11] pam_tally2.so

(1111110 "MI11 pam_faillock.so"[I] **Ubuntu 18.04 ] libpam [IT] 1.1.8[11111
pam_faillock**ITTT] libpam = 1.4.0[] Ubuntu 20.04+ 1111 “pam_tally.so” [] Ubuntu
18.04 [TTITIITIT]

**Ubuntu 18.04 [T111] “pam_tally2.so " [] **
## 111

### Step O[TTIIIIT]

" “bash
sudo cp /etc/pam.d/common-auth /etc/pam.d/common-auth.bak.$(date +%F)
sudo cp /etc/pam.d/common-account /etc/pam.d/common-account.bak.$(date +%F)

### Step 1[IT]  /etc/pam.d/common-auth

“““bash
sudo vi /etc/pam.d/common-auth

[0 “auth’ T “pam_unix.so” [TITIT1T]

" “bash
auth required pam_tally2.so deny=5 unlock time=600 even_deny root audit

(11 "Esc” - :wq [

“deny=5" | [TIT] 500 |

“unlock time=600" | 1] 600 11110 |
“even_deny root | root [TTTTTTTTIT] |
“audit’ | [III10 audit[T] |



##4# Step 2111  /etc/pam.d/common-account

" “bash
sudo vi /etc/pam.d/common-account

[] “account’ [IIII]

" “bash
account required pam_tally2.so

(IT1T]

### Step 311111 / O

PAM [TTTTTTITIITTITITIT]

## A (11

1. I - 1111 ok
iiiiinnnnnnnnnnnnnnnng PAM 1111
- 11O “pam_tally2.so” [T] “pam_tally.so™ [TTTTTTITIT] “auth™ 1]

“pam_unix.so” [TITTTTTI

2. **even_deny root [TT] root [TTT1T] sudo [J] **
-0 root [I11T] unlock_time [TTTTTIITITITIIT]

3. *SSH T o
- I SSH 11117

4. **unlock_time [TTTT1T1 T

## [T SSH[

I I

“““bash

# [T 50
ssh testuser@localhost

# (11111
sudo pam_tally2 --user=testuser

# (LTI
sudo pam_tally2 --user=testuser --reset



QLT T T - 111

## [T

1. (11111 GRUB [1T] e’
2.0 linux® [II1110

init=/bin/bash
3. "Ctrl+ X" 111110 shell
4. [TITTTITIT]

“““bash

mount -o remount,rw /

ANRNEN

5. [II11]
"““bash

cp /etc/pam.d/common-auth.bak.<[T] > /etc/pam.d/common-auth
cp /etc/pam.d/common-account.bak.<[J] > /etc/pam.d/common-account

ANRNEN

6. 10
" “bash
sync
reboot -f

## [TI111T]
- I AT
-0 O root SSH 1] ** [IT1T]

- (T
- 1110 root [T1111 **[T] “even_deny root **JT]
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