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## [ ClamAV[IIIIIIIIIIIO
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(I Windows[TT] Linux
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ClamTKITITTIT]

### 111

1. T

2. 111110 zip/tar/gz/rar[1111] Java jar[I11]
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### Ubuntul8.04 [T1TJ

“““bash

# (111110 +[111] +[111]

sudo apt update

sudo apt install clamav clamav-daemon clamtk -y

### 11111

1. I
" “bash

sudo freshclam

2. T
" “bash
sudo clamscan -r / --remove --log=/var/log/clam_full_scan.log

3. I /e pTTITIT]
" “bash
sudo clamscan -r /tmp --move=/tmp/virus_quarantine
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##4# 1. rkhunter[] Rootkit Hunter[]

(LITI11] Rootkit T T T
bind" [TTTTT110
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" “bash

sudo apt install rkhunter -y
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“*“bash

sudo rkhunter --update # [T111]
sudo rkhunter --check --skip-keypress --report-warnings-only
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##4# 2. chkrootkit

(I RootkitTTTITIIT] 7O+
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" “bash

sudo apt install chkrootkit -y
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" “bash

sudo chkrootkit
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### 1. Lynis[IIIIIIL0

U
“““bash

sudo apt install lynis -y
sudo lynis audit system

### 2. OSSEC[IT] HIDSOIIIIT
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## [T
### [ 1T
(00 “clamav + rkhunter + chkrootkit + lynis®

“mount --
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- (1110 */tmp /var/tmp /root /home’[]

### 1] 2[00 Ubuntul8.04
[0 clamav + clamtk{IITIT] I

### [ 3T

1.[I00  "rkhunter + chkrootkit™ [T] Rootkit[TT]T]
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