110  v10[@ SSHQ 8.2
9.9 [ITITIT]

(TT11] yum check-update [TTTTTTTIT]
(1 (LTI 111 OpenSSH [I] [J
e [ITIT] 8.2pl
e [TIIIITI 8.2p1-16.p27.ky10
HERRNNRRNNRANNRANNRRRNNRRRNRRRNEREEY Backport
M0 CVE-2020-15778 [TIIIIIIIIIIIL]
(LITITTIT IO LLIT11 10 OpenSSH [TITTTTTTIIT] 9.9p2
(11T

(CentOS/Kylin V10)

HERRRRNNNNRRRNNNNRRRRRRNREED

A [T ([T )

a4 (11110

1. (11T SSH [T
NENRRRNNNNRRARNNNRRARNRNNNE
2. (110 Telnet [I11T] VNC/IPMI

T T I

1. [T

sudo yum install -y gcc make zlib-devel openssl-devel pam-devel systemd-devel wget

tar

2. [0



# 000000

sudo cp -r /etc/ssh /etc/ssh.bak.$(date +5%F)
# 0000000

sudo cp /usr/bin/ssh /usr/bin/ssh.bak

sudo cp /usr/sbin/sshd /usr/sbin/sshd.bak

[0 OTTTTTTTT]

3. [T (IITITIT] OpenSSH 9.9p2
(T
cd /tmp

wget https://cdn.openbsd.org/pub/0OpenBSD/0penSSH/portable/openssh-9.9p2.tar.gz
tar -zxf openssh-9.9p2.tar.gz
cd openssh-9.9p2

4. 1111 (I PAM[II]  Systemd [IT]
./configure --prefix=/usr --sysconfdir=/etc/ssh --with-ssl-dir=/usr/1ib64 --with-zlib

--with-pam --with-systemd

make

sudo make install

[0 OTTTTTTTTTT]

5. [T [T IO ITTT Root
(LTI

# 000000 PermitRootLogin [0 yes

sudo sed -i 's/#PermitRootLogin.*/PermitRootLogin yes/' /etc/ssh/sshd config
# 0000000000 PasswordAuthentication [J yes

sudo sed -i 's/#PasswordAuthentication.*/PasswordAuthentication yes/'

/etc/ssh/sshd_config

6. (1 Systemd [I11T] (TIIITIIII systemctl restart sshd [JT]I11]

# 0000000 systemd OO
sudo cp contrib/redhat/sshd.init /etc/init.d/sshd
sudo chmod +x /etc/init.d/sshd



# 000000 systemd O0000CO0CO00000000C0OCO
# (00000000000

7. 11 SSH[II]

sudo systemctl daemon-reload

sudo systemctl restart sshd

0 LI

8. [T 0 [IIIn (L]

ssh -V

[LIT] OpenSsH_9.9p2 [TTTITTIT
9 IO  [IIIrIn /tmp [TTT1T]

T A T
(I (111 /usr/bin/scp QI
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