??7wazuh????? Ubuntu
P7?7?777?77

11 Ubuntu [T11TJ Ubuntu 18.04[TIIIIIIIII] I HIDS[] ** [] **
### [ 110

* (MIIIII110 Host-based IDS[]

* T

* I

* I

## 111110

| | | |

| AgentIT] Ubuntu [IT] | [Wazuh Agent](https://documentation.wazuh.com) |

(I TITITIT] root[I11] I

| 0111 | Wazuh Manager + Filebeat + Elasticsearch + Kibana | [T1T] Agent
(LTI |

| 010 | Filebeat | OTITI1T Elasticsearch |
| OIT11 | [OSSEC](https://www.ossec.net/) + Graylog |

[LITITTIIITIN |

## [ (111111

### 1.[1] Wazuh Server[IIIT1T]

(TIIII Ubuntu [TTIT] >4C/8G[]
cp /etc/apt/sources.list /etc/apt/sources.list.bak

cat > /etc/apt/sources.list << EOF

deb https://mirrors.aliyun.com/ubuntu/ bionic main restricted universe multiverse

deb-src https://mirrors.aliyun.com/ubuntu/ bionic main restricted universe multiverse

deb https://mirrors.aliyun.com/ubuntu/ bionic-security main restricted universe multiverse
deb-src https://mirrors.aliyun.com/ubuntu/ bionic-security main restricted universe multiverse
deb https://mirrors.aliyun.com/ubuntu/ bionic-updates main restricted universe multiverse
deb-src https://mirrors.aliyun.com/ubuntu/ bionic-updates main restricted universe multiverse



deb https://mirrors.aliyun.com/ubuntu/ bionic-backports main restricted universe multiverse
deb-src https://mirrors.aliyun.com/ubuntu/ bionic-backports main restricted universe multiverse
EOF

apt update && apt upgrade -y

In -sf /usr/share/zoneinfo/Asia/Shanghai /etc/localtime &&\
apt-get install ntpdate -y &&\
if I crontab -1 | grep "ntpdate" &>/dev/null; then
(echo "*/5 * * * * Jysr/sbin/ntpdate ntp.aliyun.com >/dev/null 2>&1"; crontab -I) | crontab
fi

linux[TTTITTH

vi ~/.bashrc

(LTI

cat >> ~/.bashrc << EOF

export http_proxy="http://192.168.8.5:1080"
export https_proxy="http://192.168.8.5:1080"
export ftp_proxy="http://192.168.8.5:1080"
export no_proxy="localhost,127.0.0.1,::1"

EOF

(1T

source ~/.bashrc

sudo vi /etc/apt/apt.conf.d/95proxies

(IIITIT]

Acquire::http::Proxy "http://192.168.8.5:1080";
Acquire::https::Proxy "http://192.168.8.5:1080";
Acquire::ftp::Proxy "http://192.168.8.5:1080";

(IO ITT T

sudo vi /etc/environment
http_proxy="http://192.168.8.5:1080"
https_proxy="http://192.168.8.5:1080"
ftp_proxy="http://192.168.8.5:1080"
no_proxy="localhost,127.0.0.1,::1"
(111

sudo reboot

http_proxy="http://10.2.2.24:1080"
https_proxy="http://10.2.2.24:1080"
ftp_proxy="http://10.2.2.24:1080"
no_proxy="localhost,127.0.0.1,::1"

(I DockerITTTTTTTITIIITITI Docker(IT]
(11 Docker[] systemd[IITITITIT



sudo mkdir -p /etc/systemd/system/docker.service.d

sudo vi /etc/systemd/system/docker.service.d/http-proxy.conf
(LITI11]

[Service]
Environment="HTTP_PROXY=http://192.168.8.5:1080"
Environment="HTTPS_PROXY=http://192.168.8.5:1080"
Environment="NO_PROXY=localhost,127.0.0.1,::1"

(1T

sudo systemctl daemon-reload

sudo systemctl restart docker

curl -sO https://packages.wazuh.com/4.12/wazuh-install.sh && sudo bash ./wazuh-install.sh -a

0 Wazuh 4.XOTTT1T] 4.12.0M10 ‘admin’ QIO Web [TT]  API
[TTTTT]

## [ [0

### [0 I “admin® [T]

(111 **Wazuh Dashboard [TIT1T] I

" “bash
/usr/share/wazuh-indexer/plugins/opensearch-security/tools/wazuh-passwords-tool.s reset-admin

[T

* [T
* (LI

### [ I

" “bash
/usr/share/wazuh-indexer/plugins/opensearch-security/tools/wazuh-passwords-tool.sh --user admin
--password [IT]

[

/usr/share/wazuh-indexer/plugins/opensearch-security/tools/wazuh-passwords-tool.sh --user admin
--password Heli@147369.



## [ 11O Wazuh Dashboard[TT]

(I Dashboard [1T]

systemctl restart wazuh-dashboard
] agent
[T ubuntu20.04 18.04 14.04[111[]

wget https://packages.wazuh.com/4.x/apt/pool/main/w/wazuh-agent/wazuh-agent_4.12.0-
1 amd64.deb && sudo WAZUH_MANAGER='10.2.2.16' WAZUH_AGENT_NAME='ubuntu20.04-2.18'
dpkg -i ./wazuh-agent 4.12.0-1 amd64.deb

10.2.2.16 [11] wazuh server(] ip[1]

ubuntu20.04-2.18 [T11] agent1T]

sudo systemctl daemon-reload &&\
sudo systemctl enable wazuh-agent &&\
sudo systemctl start wazuh-agent

111 ubuntul4.04111T]
curl -s https://packages.wazuh.com/key/GPG-KEY-WAZUH | gpg --no-default-keyring --keyring

gnupg-ring:/usr/share/keyrings/wazuh.gpg --import && chmod 644 /usr/share/keyrings/wazuh.gpg
echo "deb [signed-by=/usr/share/keyrings/wazuh.gpg] https://packages.wazuh.com/4.x/apt/ stable
main" | tee -a /etc/apt/sources.list.d/wazuh.list

apt-get update

apt-get install gnupg apt-transport-https

curl -s https://packages.wazuh.com/key/GPG-KEY-WAZUH | apt-key add -

echo "deb https://packages.wazuh.com/4.x/apt/ stable main" | tee -a
/etc/apt/sources.list.d/wazuh.list

WAZUH_MANAGER="192.168.30.49" apt-get install wazuh-agent

ubuntuIIIT]
service wazuh-agent start

service wazuh-agent status
wazuh-modulesd is running...
wazuh-logcollector is running...
wazuh-syscheckd is running...
wazuh-agentd is running...



wazuh-execd is running...

(L1111
1.0 agent [ITITITIIT

sudo systemctl stop wazuh-agent
2.1 wazuh-agent[]

sudo apt-get remove --purge wazuh-agent -y

3. T

sudo rm -rf /var/ossec
sudo rm -rf /etc/ossec-init.conf
sudo rm -rf /etc/systemd/system/wazuh-agent.service

4.1 systemdIITT]

sudo systemctl daemon-reload

## [0 [0 agent [IIIT11T

Wazuh agent [TTTTTTTTTIIIIIIITIIT
### 1. [11 agent[I]

" “bash
sudo systemctl stop wazuh-agent

ANRNEN

### 2. 11111 */var/ossec/etc/ossec.conf’

(LITIITITITTITITIT

T xml
<client>
<name>ubuntul4.04-2.14</name>
<server-ip>10.2.2.16</server-ip>
</client>

0 "<name>" [MIIIIIIIIIIT]

T xml
<client>
<name>ubuntul4.04-new</name>



<server-ip>10.2.2.16</server-ip>
</client>

### 3. 111 “client.keys” [TTIIIITO manager 111
(0 Wazuh Manager[II11T]

" “bash
/var/ossec/bin/manage_agents

(11l

* R IO agent
* A [T

* B I key[ITITITIT]

MDAOIHVidW50dTEOLJAOLWNjaW9OLTIUMTQgMTAuUMi4yLjEOIDEWM]JiY2U2N2VINGY2MmYzMTAzZGZ
JNTFIZWMzYzBhNjJE1Zjl1ZGNmNzU4ZGRINjRiMMZjMmY3MWMxMGI1ZWM=

0 agent [I1T1
/var/ossec/bin/manage_agents
0 100 key [T

### 4.[11 agent[I]

"““bash
sudo systemctl start wazuh-agent

##4 [ [N
M agent[I0]

" “bash
sudo tail -f /var/ossec/logs/ossec.log

(LTI



ANRNRN

ossec-agent: INFO: Using agent name as configured: 'ubuntul4.04-new'

ANRNEN

[0 Wazuh Manager Ul [TT] agent [TTTTITITIT
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