Docker [TTTT]1 /1111
FORWARD[TIT] UFW

L]

HERNNRNRRNNRNNRRNRRNRRNERN INPUT[IITIT] 1 Docker
(111 /I FORWARDI[]IT] [I] UFWI[I] FORwARD [[]]  DROP
(T — [0 "0 "1

e Anywhere ALLOW 172.18.0.0/16 [] INPUT [I110J FORWARD [T]
1111 ufw allow from 172.18.0.0/16 [T11] "1 - [0 "OIII0 M m "
M -0 "M -0 "0 docker [ITITITITIT]

e UFW 1111111 DROP[] /etc/default/ufw [] DEFAULT FORWARD POLICY="DROP"
(IO FORWARD [IIIII11] ACCEPT [IIIII0

e [TTT111 /1] [II1 172.18.0.0/16 [] Docker [TT1T] 172.17.0.0/16 [] compose
1111 172.18/19/26.. [TIITITT] 172.17 (IIIIIIIIITII Docker
(1111 172.16.0.0/12 ]

e IPv6 [[] DENY [II1] 11 8067,20828 (v6) DENY [] 22 (v6) DENY [ITIII] v6 []
docker [TTI111] IPv6 [T111]

o Anywhere ALLOW 172.18.0.0/16 [[] [IIIIIIL] M1

o [[J 22/tcp DENY Anywhere [] 8067,20828/tcp DENY Anywhere [TT] [ UFW[I] incoming
(M denyITTITIITTIIIIITT

e .51-.57 [TITIIIIT] [TTTTITIITITIIIId ufw allow from

192.168.6.48/29 to any port 8067,20828 [[]I1]



LETETET Al

A. 11 Docker [TTTIIIIIIIIT]
(Il /etc/ufw/after.rules [I] COMMIT [ITIT]

-A ufw-forward -s 172.16.0.0/12 -d 172.16.0.0/12 -j ACCEPT
-A ufw-forward -s 172.16.0.0/12 -m conntrack --ctstate RELATED,ESTABLISHED -j ACCEPT
-A ufw-forward -d 172.16.0.0/12 -m conntrack --ctstate RELATED,ESTABLISHED -j ACCEPT

[

sudo ufw reload

sudo systemctl restart docker

(I Docker [] DOCKER-USER [IT] UFW [T1T] after.rules [] ufw-forward
(I docker [ITT1T]

B. [T
/etc/default/ufw [] DEFAULT FORWARD_POLICY="ACCEPT" [TT]

sudo ufw disable && sudo ufw enable

sudo systemctl restart docker

C.[] ufw ][] route[] FORWARD[IT]

sudo ufw route allow in on docker® out on <{J0000O>

sudo ufw route allow in on <[JJJ0> out on docker@

0 <gooo> 0 ip route [J default 1] dev [IIT1

grep FORWARD /etc/default/ufw

sudo iptables -L FORWARD -n -v --line-numbers | head
ip -br addr | grep -E 'docker|br-' # 0000000
docker network inspect <net> -f '{{range .IPAM.Config}}{{.Subnet}}{{end}}"

[ FORWARD [J docker [TTIT] ACCEPT[IIIN] ping -c3 1.1.1.1 / wget -qO-
https://www.baidu.com []T]



AINRRRNNNNRRRRNNNND ——I11 ufw reload / ufw enable
HINRRRNNRNNRENNN

[ 1[TTTTITIT]

1111 -A ufw-forward ... [J] UFW [IIT] ufw-forward []]]
(LTI

:ufw-after-input - [0:0]
:ufw-after-output - [0:0]
:ufw-after-forward - [0:0]

FORWARD [TT1TIT] ufw-before-forward [] ufw-after-forward [I]] ufw-user-forward
(1110 ufw-forward [I]] iptables-restore [] [II1 [TTITITITI after.rules
(11T ufw [TITITTT]

rainaninnninannnnnInnnnnnnnn ufw-after-forward []

[1 21111111 ' el -

II III _)I ]|

(I

-s 172.16.0.0/12 -d 172.16.0.0/12 -j ACCEPT

(LIT] 000 172.16/12010TITIIIITIIIT IP
T NEW [TTT1111] "1 /DNS*"
(ITTTTITTITTIT]

(ITITITITITT] + [ egress[]




-A ufw-after-forward -s 172.16.0.0/12 -j ACCEPT
-A ufw-after-forward -d 172.16.0.0/12 -m conntrack --ctstate RELATED,ESTABLISHED -j ACCEPT

o [ 10TITTTTTTITTITTITTITTTTIT]
e [ 2T /U]
e (1111 COMMIT [IITTIITIITIIITTL]

sudo ufw reload # [] sudo ufw disable && sudo ufw enable

sudo systemctl restart docker

sudo iptables -S ufw-after-forward # 0000000000000
(I11T]
ping -c3 223.5.5.5 # 00 IP

wget -q0- https://www.baidu.com | head # [J DNS+HTTP

e 172.16.0.0/12 [I] Docker [ITT11] 172.17 011 172.18/19... compose
(TITIITIIIT] 172.18.0.0/16 1]

e I "[IIIIIIIIIIIT] /O] !
IENRNNRNNNNRNERNRNERNEND “[II11 "0

e [[] iptables -S ufw-after-forward [II]] reload [TTTIIT1I1] /
(LTI

(LTI *[IIIIIT] /10 "I
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