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### (1[I
1. [T *

*[[] KVM[ VMware[] Hyper-V [IIII]  vSwitch [TTIIIII0 ICMP [TTIIIIT]
* T T port security[] ** ] *II10J storm control[] **
I

2. **iptables/ebtables/SELinux/AppArmor [T] **

* [TIIII0 iptables [TTTIIIIIT Fail2Ban[] DDOS [IIII1I] DROP [I11T]
ping [TT]  *Operation not permitted*[]
* “sendmsg: Operation not permitted” [TTTTTTTITTTITTIIITTITTTT]

3.0 /I **

* virtio[] 1000 [TITITTIIIIITIIIIT]
*M ring buffer (TTTTTTTTTTTTTTTTITT

4. *ARP/IID ~ **

* Linux ] “neigh table” TITITTTTITITITITIIIT
* 1110 “ip -s neigh™ ] "dmesg” [I111] “neighbour table overflow”[]



5. ®TII11 (socket buffer/netfilter conntrack)**

* M0 "net.ipv4.ip_local port range’[] “conntrack’ [I] “net.core.somaxconn []

"netdev_max_backlog™ [TTTTTTTIT] ICMP 11
* “sendmsg: Operation not permitted” [TTTTTIIIL

##4# 1 111
1. ®[] dmesg /I Fok

" “bash
dmesg | grep -i denied
dmesg | grep -i neigh

"““bash

iptables -nvL

iptables -t raw -nvL
iptables -t mangle -nvL

ANENEN

3. ¥[J] conntrack [TIT] Fk

" “bash
cat /proc/sys/net/netfilter/nf_conntrack_count
cat /proc/sys/net/netfilter/nf_conntrack_max

4. {1 o
“““bash
ip -s neigh

5. *{IIII] o
“““bash

ethtool -i ethO

ANRNEN

6. T HoK
0 “/etc/sysctl.conf” [IT]




T conf

net.core.netdev_max_backlog = 8192
net.ipv4.neigh.default.gc_threshl = 2048
net.ipv4.neigh.default.gc_thresh2 = 4096
net.ipv4.neigh.default.gc_thresh3 = 8192
net.netfilter.nf_conntrack_max = 262144

ANRNEN

1]
" “bash
sysctl -p
A 1T gaiinny I /OIIIIIIIIIT]
(TITTITT]
¥ ®kconntrack [T1] I /11T
I /M 1T vSwitch [TTTTT]
(IIIIII10 T T conntrackl] neigh table[ITTTIT] dmesg
(LTI T T IO I Il
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1. 111 hv\_netvsc**
* (I **Hyper-V / Azure** [TTT]
* “hv_netvsc’ [J Hyper-V [] paravirtualized [TTTTTTTTTTTTITTIITITT
* 11 ring buffer / channel [TTTTTITITIIITIIIIIT
ping: sendmsg: Operation not permitted
1 Linux TTITTTIIITIIIIIITIIIT
2. ¥*ARP/II] **
* “ip -s neigh™ [I11[] "FAILED[I1110 "REACHABLE ' [IT]  'STALE" (111

* (LI

3. ¥*sysctl [] **

bugf]



* M1 “netdev_max_backlog'[] "nf_conntrack_max'[] “somaxconn’

(LTI backlog [TTTITITIIIIN
* *nf_conntrack_max = 524288 [T11] conntrack [TTT11T]

### 1010

0 O 6 + **hv\_netvsc [T] **II11T

* FkHyper-V vSwitch / hv\_netvsc [T Rl

* “sendmsg: Operation not permitted” [TTTTTTTIT] > /00T
* I / vmbus [T

### [ 11

* Ubuntu 20.04 [TI11111 “hv_netvsc™ [TTTT1T] bug[]
* 1111 *¥*5 15+ LTS [I] *MII1J Azure/Hyper-V 11111 **TT]

2. 111 *ok
* [T

"““bash
ethtool -| eth0

* [ 1 [T

“““bash
ethtool -L ethO combined 4

* I

3. %] hv\_netvsc[[] SR-IOV/[II[]  **

* MIIIII1O **SR-10V** [TTT1111 hv\_netvsc[]

zure [I] ccelerated Networking**[] Hyper-V [TIT1111J -lov[
*A RA | dN king**[] H V SR-I0OV|

4. *T] vmbus [T] /[IIII0 *k

* [0

**D

cloud kernel**[]



*““bash
ethtool -S ethO

ANENEN

110 “dropped’, “errors’, “busy’ [111]

* T /U]
[0
10 Linux [T **Hyper-V [1 hv\_netvsc [TTTTITIT] gt nnnnnnny o

o /M **0 ™M SR-IOV[] *{

I “ethtool -S eth0” [J] "dmesg’
[T **hv\_netvsc driver bottleneck**[]

root@rulr-4:/var/log/sysstat# ethtool -S eth0
NIC statistics:
tx_scattered: O
tx_no_memory: 0
tx_no_space: 0
tx_too_big: O
tx_busy: 0
tx_send full: 1015
rx_comp_busy: 0
stop_queue: 0
wake_queue: 0
vf_rx_packets: O
vf rx_bytes: 0
vf_tx_packets: O
vf_tx_bytes: 0
vf_tx_dropped: 0
tx_queue 0 _packets: 8786385
tx_queue 0 _bytes: 681809072
rx_queue 0 packets: 10353578
rx_queue_0_bytes: 783861988
tx_queue_1 packets: 10558838
tx_queue 1 bytes: 833217559
rx_queue_ 1 packets: 10700441
rx_queue_1 bytes: 807056969
tx_queue_2 packets: 9822662
tx_queue 2 bytes: 757879972
rx_queue 2 packets: 11035513
rx_queue 2 bytes: 835997833



tx_queue_ 3 packets: 7852471
tx_queue 3 bytes: 619014441

(L1111 " ethtool -S eth0™** [T

tx_send_full: 1015

(0 [TIIII0 *TTII1 driver ring buffer full]] **
QI T T T T T
***ping: sendmsg: Operation not permitted ** [TT]

I “tx_no_memory", "tx_no_space’, ‘rx_comp_busy [TT]  OIIIIIIIN
([TTIT] =0
### 111

* 11110 KVM/VMware/Hyper-V TT1T1T] vNIC
(T T TITITIT

* M1 “tx_queue x [TTTIITIT T /CPU 111 T

2.0 /00111 ok
*[[1 ring buffer(] "txqueuelen™ [] “ethtool -G™ [TI]  ring size[ITIITIIIIIIT

3.0 /01 o

* MM vSwitch [TTTTTTIITTITITI

### (1111 &M
1. T o

“““bash
ethtool -g eth0

0 "TX [0 "RX ring buffer TTIIIIIIIIIO 256 [ 512111

2. **I] ring buffer**
110 4096[]

ko



*"“bash
ethtool -G ethO rx 4096 tx 4096

ANRNEN

(111 VNIC [T “ethtool -g" [IT1T] max [T]
3. *[J] txqueuelen**

" “bash
ifconfig eth0 txqueuelen 2000

o0 ip 0

“““bash
ip link set eth0 txqueuelen 2000

AN

4.9 CPU[ID  **

*““bash
cat /proc/interrupts | grep ethO

ANRNEN

1111 CPU 1110 *kirqbalance®* [TT]  “smp_affinity” [TTTTT1T]

5. %I~ **

*MO  KVMI  virtio-net [(IT11110 “mqg=on"[]]
* VMware/Hyper-V [T **SR-IQV** [ **DPDK** [TT11]
6. [T ok
(IITTITTITTITTI 1Gbps OTTIITIITIT] send full]
(1 (1]
110 IO “sendmsg: Operation not permitted **TT] “tx_send full: 1015°
(TITTIT] I 0
(11111 *KT] ring buffer + txqueuelen**TTTTITTTITITIIII
(TIITIII10 **Ubuntu20.04 TIITIIIIIII T ring buffer] txqueuelen
(I
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