rulr-4 / rulr-5 [TT1T1]1

111 Yconntrack[T] + [I11J + Docker/iptables[T] + [I1J

(I

ainnininnnna

[LITTTTITIT]

1[] conntrack

[LITIITIN

e insert=0
e insert failed []]
e drop == insert failed [ITIT]

oo “0om O

44 conntrack [111T]
bucket/GC[]T]

e ethO PPS[] 1300~3500 pps
e Docker bridge [T1T]

i

/M /0TI hash[T]

“Docker NAT +

e conntrack found [TTTTIIIIIT]

e TIME_WAIT / Established [TTTTTTITIITIT]

[0 (110
I

144

rulr-4 / rulr-5

”n



L4 NAT[I]] nginx tcp / docker DNAT[] + [II111] /M

3[] CPU[] conntrack drop [] 8

(M1 rulr-5[]

e cpuO~cpu7 drop[] 1,000 ~2,100[T]
e search_restart[I1T]

[ (11

‘ a4 [TTTTITTIT] hash table [J]] / bucket[J] [/ lock[]]

innnnnnn

1. conntrack insert_failed = drop[]
100%(T]

rulr-4

insert failed=7390187
drop=7390187

rulr-5

insert failed=14861324
drop=14861324

(L) (ITITIT]
1



conntrack [IT] “IMIIIIIIIO

e found [I] - [IITIT]

2. nf_conntrack [TIT]

rulr-4

nf conntrack tcp timeout established = 3600

rulr-5

nf conntrack tcp timeout established = 86400

(1] rulr-5 1111

e 86400 = 24[1]
e [ITITTIITI

44 conntrack table “[TT111] + hash[IITIT]

3. NAT/iptables
LITTITLT]




(ITIT]

DNAT + MASQUERADE + Docker bridge
(M rulr-5[]

POSTROUTING MASQUERADE (172.18.0.0/16)
DNAT 80/443/6100-6109 - 172.18.0.200

(0 (11T

44 “Docker NAT + [T1T1] + [T111 "M

(ITIT]

] NAT

Client - ethO@ - PREROUTING DNAT - Docker bridge - container

l

conntrack 000

[LIT]

e Nnginx tcp proxy
o (TTT1T] 6011-6109(
e RabbitMQ / Redis / ZK

(0 (11

44 conntrack entry [T1T] + hash[IITITTIT]

4. ethO TX queue backlog
L1111




[T

tx send full: 88000~94000+

[T

@« NIC TX ring (I  / OIIII1O

(0 (11

e CPUITITID or softirq[T]
e [] conntrack/iptables[TTITIIT]

5. RPS / IRQ [I1]

/sys/class/net/eth0/queues/rx-*/rps_cpus = 00

(L) (ITITTTIT]

44 RPS[] Receive Packet Steering[T]11T]

[T

e [IIIIII1I0 CPU softirq
e conntrack lock contention [T]

e hash table [TTTIIT]

ainnnninn

M rulr-4 rulr-5
conntrack timeout 3600 86400 rulr-51T1]
insert_failed 7390 1486[] rulr-501171

(I PPS ~1300 ~3500 rulr-5[011]



M rulr-4 rulr-5

docker[T] 2[] bridge 10 bridge rulr-5171]
CPU drop m M rulr-5[11]
RPS I [ (1110

annninana (1

[] 1[] conntrack hash table
H1AR

[

e insert_failed[T]
e search_restart(T]
e drop == insert_failed

(1 111

44 bucket[T] + 10 + CPU[TIT]

[1 2[] Docker NAT +
LI EIT

(ITIT]

e nginx tcp proxy

e 10+[TTT1T]

e redis/rabbit/zookeeper
e [I1 NAT



(0] (TTITIT]

a4 [111]

= 2~3[] conntrack entry

[] 3

[] RPS/RFS[] CPU softirqg

[

e conntrack lock [T1T]
e packet processing [IT]

e insert[II1IT]

ainnnnnnnnna

[] PO

1.

RPS

for i in /sys/class/net/eth0/queues/rx-*/rps cpus; do

echo ff > $i

done

2.

conntrack hashsize

sysctl -w net.netfilter.nf conntrack max=2097152

10



/sys/module/nf conntrack/parameters/hashsize

[0 P1[IITI

3. conntrack

net.netfilter.nf conntrack tcp timeout established=3600

(LTI 600~1800(]

4. Docker NAT

(1]

e host network[TTTIT]
e (ITI  DNAT 1111

0 P2[IIT]

5. nginx tcp proxy

e [II11] NAT
e [[1 upstream keepalive
e [[] conntrack churn

rulr-5

6. bypass conntrack

(LITTIT]

iptables -t raw -A PREROUTING -j NOTRACK




N NAT/stateful firewall[]

LT

(LTI

‘ 44 ] conntrack + Docker NAT + [] PPS[]] + RPS[]]] - [TTIT111

ANnnninanna

(I

1

144

conntrack hash bucket

2 conntrack

3 'y

8C/16C o

IITIT] “011 "I kernel [TT]
44 [] conntrack -S [TITIIIIIT] (M1

VS

since boot[]

"



e drop

e insert _failed

e search_restart
e found

(I I cumulative counters[]

LTTTTTT] “[ITT1]
conntrack -S”

Linux conntrack [TT1T]

/proc/sys/net/netfilter/nf conntrack stats

111111 struct nf_conntrack_stat

[0 reset/ clear ]

111N ‘0 "I
11

[] 1[ITTIITTITI
nf conntrack []

A 1111 NAT / Docker / [TTTTITTIT]




systemctl stop docker

conntrack -F

(1]

modprobe -r nf _conntrack

modprobe nf_conntrack

11 docker]

systemctl start docker

reboot

MO “[IIT]

]
11

[II110

conntrack -F

[

conntrack entries

drop[T]

insert_failed

(0 [T
I

”

"I

v [
0 @

0 m

'y



‘ 0 ‘000 "0 “[I0

1111 31T

a¢ ] [IIITTT0

[] delta [T]

watch -n 1 conntrack -S

(1111
[0 “frn gininin
[0

drop +1200 / sec - (00
drop +10 / sec - 00

liNanNnnnnnin
]

"L

”n



(LTITIT]

conntrack

(I
e insert = O[]
e insert_failed[I1T]
e drop = insert_failed[] 100%[1T]

(0 [I11

¢4 [ conntrack “[MITITITITITITI

1 ,,

LT “[LLTIT]

[LIT]

conntrack -S (000000000

[am

1

'y

144

”n

”n



2 steady-state failure

jiinann ‘-

[ [IIT11 “[IT] ¥

#!/bin/bash

a=$(conntrack -S | grep insert failed | awk '{print $2}' | paste -sd+ - | bc)
sleep 1
b=$(conntrack -S | grep insert failed | awk '{print $2}' | paste -sd+ - | bc)

echo "delta=$((b-a))"

]

00  debugfsIITIIIIT]

echo 0 > /proc/sys/net/netfilter/nf_conntrack count

0 O1n



1 RPS 00[]

[LITIITTI

2 conntrack timeout[] rulr-5

86400 — 3600 1]

3 conntrack max / hashsize

ainnin

‘ 4[] conntrack -S[] “[IT] [T

e [[] conntrack[I] “[I] hash bucket[]] "
e insert_failed [JTTTTTTIT]
e [TT11TI “conntrack collapse [T] "

(LTITIT] (LTI (]




(11117 conntrack -S [ITI11] YT + drop/insert_failed[TTT1T] o
(11T ‘T "0

(IITT1T]
([} I:I:I:I:D “ED ”D:D |:|:| nf_conntrack EEEEEEED per-cpu
cumulative counters[]
(ITIT1] conntrack [I] “[0 "D (IITITTTT] /111
(IIIITT] (IIIITT] “[11 "1 drop/insert_failed [JTTTTTITITIT]
(IITTTTIT]

insert failed=7390187
drop=7390187
invalid=148279

search _restart=1061998

[T

1[] insert_failed == drop

[T

da TTTTTTTTITTITTT] drop=insert_failed[]

(1110

e conntrack [TT]1 /1111

e hash[IIT]

o [TITIT]

o [TTTTTTITT entry



2[] invalid

(1]
e [I11T1] /1]
e NATIITIITT entry

e [] timeout/GC/flush[IITIT]

3[] search _restart

(LTITITIT]

‘ 44 [] hash[ITTTTTTIT] rehash / retry

(ITIT]

e bucket[IIT] hashsize[T1T]

e [TIII1T] DDoS/[I1T] /T1T1]
e CPU softirq[1T]

liiannNnnnnEnl

a0 r4/r5010  rSOIIII0

[1[1] 1[] conntrack hash
LI

(LTI




nf conntrack buckets = 1048576
hashsize = 1048576

[LITTTTIIT]

a4 [TTTTIITIIT0 IP/I110 1M bucket [TIT1T1

o NAT[] /[OIT /LB

o [T1 /IM/IIID

o [1TJ HTTP flood

e [IT0 /11
1

e search_restart [T]
e insert_failed [T]
e drop[IIT]

[1[1] 2[] conntrack table pressure
111 /1]

(LTITIT]

cat /proc/sys/net/netfilter/nf conntrack count

cat /proc/sys/net/netfilter/nf _conntrack max

[T

count = max * 70%~90%

(ITIT]

e insert _failed
e drop
e early_dropTTTTTITITIIT] GC 1T



[0 30 GCOTIIITITI

(11 early_drop[IITITITIT]

(L1111

e GC thread CPU[T]

e timeout[TTITIII]
e LRU churn[]]

[T

cat /proc/sys/net/netfilter/nf_conntrack tcp timeout established

cat /proc/sys/net/netfilter/nf conntrack tcp timeout time wait

[1[1] ATIITTIT]

(I r5 111 r4[]

[0 [T

e 15 111 NAT / proxy / LB
o [ITIITIT]

[

o [TI1] masscan / zmap[]
e DD0S SYN flood[TTTIIT]

o [ITITITITITIT

e HTTP keepalive misuse

[1[1] 5[ CPU softirg / NET_RX

IITIT1T search_restart[]




e ksoftirgd CPU[]
e NIC RX ring overflow
e GRO/LRO[T]

10

mpstat -P ALL 1
cat /proc/softirqgs
sar -n DEV 1

ethtool -S ethO® | egrep "drop|miss|error"

44 111  conntrack -S 1111

since boot[]

e [] /proc/net/stat/nf conntrack
e [] CPU[J] struct
e [TT1 reset syscall

[ “[111 giinnn
1

modprobe -r nf_conntrack

modprobe nf conntrack

A 11



(ITITITIT] ‘0 "I

[] 1.[I] conntrack [TT]

cat /proc/sys/net/netfilter/nf conntrack count

cat /proc/sys/net/netfilter/nf_conntrack max

0 2. [T

conntrack -L | awk '{print $5}' | cut -d= -f2 | sort | uniq -c | sort -nr | head

110

e [ IPITT
o [IITIIT]

0 3. 11 NAT [IT1

(1110

o NAT
e LB



e (110

11 conntrack [TIT1T]

0 4. [ITTTTTIT]

1 1[] hashsize / buckets

[

nf conntrack buckets = RAM(MB) * 16384 / 256

[LIT]

e 2M / 4M buckets[TTITII]

[] 2 TCP timeout

nf conntrack tcp timeout established

] 3 tracking

iptables[]

raw table NOTRACK

1 4 connection reuse / keepalive




0 r4/r5]
m 1l
rd 110 conntrack
r5 1110 insert_failed/ drop [I1T]
(0 r5 117
44 A conntrack “[TITTIT] "I

lilinnnnnnnnl
11

[T ST “[IIT] "0

cat /proc/sys/net/netfilter/nf conntrack count

cat /proc/sys/net/netfilter/nf_conntrack max

conntrack -C

SS -S

[

conntrack -S | head -50

(ITITITITITT] r4 /5 (1111

44 [T] “conntrack [TTTTTTITIT] TOP IP / TOP PORT / TOP STATE[]



HINRRANNRNNRNNNN

[LITTTTITIT] “[IITIITITT] " (LTI +00  + [

annnnnnnna

(LITTIT] conntrack [T] [TTTTTITTITTIT [LIT]

‘ a4 [11T1 “Docker [TIT11] + 100 IPIIT + conntrack [T1T]

« r4[IIIIIN
e r5[IIITIT] + [T

T
111N

1[] conntrack [TTT1T]

r4

count = 320851
max = 8388608

000 = 3.8%

rs



count

max

oog =

(0 [I11

ANnnninanna

339205
4194304

8.1%

a4 117

conntrack “[T]

"0 drop

2[TTTTTTIT]

r4[]

172.18.
172.18.
172.18.
172.18.

r5[]

172.18.
172.18.
172.18.
172.18.

.201 -
.203 -
.202 -
.204 -

o o o o

.203 -
.204 -
.201 -

© © o o

.202 -

39025
38803
38796
38780

43434
43322
43180
43019

Docker




[] Docker service mesh / [TITIIIII1] east-west traffic explosion[]

(IIIITT]
e 111111 ‘11T
o IPOIII  172.18.0.201-204[]
o I  IPOID

ANNNLNnnannNnd

[1[1] 1[ITTT] “[T1T1

e HTTP [T1TJ

e Redis/MySQL [T1T1T1

e gRPC 111 channel

e Java/PHP [T] connect/disconnect

(0 [I11

conntrack entry = g0 x 0dod

[1[T] 2[] conntrack hash [T]
CPU[TT]

11 count [IT1T1]

search_restartJ000000000
+ insert failed OO0



a4 [TTTTTT11] hash bucket [T1T]

Docker [TT11J

172.18.0.0/16

(LTITIT] 4~5 [

(10 NAT tuple [I11100

[1[1] 3[] Docker bridge + NAT
111

10

container - docker bridge - nat - host conntrack

(1]

e [TTT110 conntrack
e NAT[] tuple [T
e [I11T] hash collision

[1[1] 41Tl IPLTTT]

[LIT]

39.144.x.x
111.55.x.x
80.75.x.x

(0 [I11



e [IITITIIT]
o [T

11 r4 vsr> [IITI1TIT]

M r4
conntrack max 8M 4M
10 3.8% 8.1%
Docker[I1T] 0 0
insert_failed 0 m
search_restart 0 M
(00
¢ar5 0 ra [ “OIIM [0 or [TTT1T]

LT

44111  conntrack [TTTT] “[IIIIIII + [0
(T conntrack [T]]T1T] "

[TTIT] drop /
insert failed [T11T]

[T

r5



conntrack O00“0"0000“00"

(L1111

hash bucket

e [TIII11I0 bucket

e lookup / insert retry[] search_restart[]
e [T11T1 insert_failed[]
e [I] drop

(0 (11

‘ ««[Jdrop[J “IT0 "0 “0IO

LTI 3
I

1 1. 11 Docker [TTTT]

(ITIT]

ss -antp | wc -1

(10

o I  TIME_WAIT
e [ITITI1]

”n

0 2.0 “[IIII0




(ITIT]

e Java[] Hikari / Druid
e PHP[IIIT] new PDO
e Nginx upstream keepalive

[1 3. [TII1] conntrack
optimization

11 hashsize

echo 2097152 > /sys/module/nf conntrack/parameters/hashsize

110

nf _conntrack buckets = 2097152

] 2 TIME_WAIT

net.netfilter.nf conntrack tcp timeout time wait

13 raw NOTRACK

[ 172.18.0.0/16[]

iptables -t raw -A PREROUTING -s 172.18.0.0/16 -j NOTRACK
iptables -t raw -A OUTPUT -d 172.18.0.0/16 -j NOTRACK

A [T 30~60% conntrack [IT]



liiannnnnnnns
]

[11.0 TOP
LETETITITTY

[02.0 TIME_WAIT / CLOSE_WAIT
[]

[13.[] Docker [TIIT1]

[14. [TT11T1

e service mes h(1]
e [I11T]
e 111 bypass conn track

jiiannnnnnn )
1l -




(ITITITIT]

44010 conntrack + Docker [TTT1T]

[ITIT]

e TOP container connection ranking
e TOP peer IP

e TIME_WAIT[]

e conntrack hash hotspot [T]

e NAT tuple [IT11T]

[([TTIT] “[IIII1TT "0
(LITIIT]
(11T (110 “M conntrack + Docker [T11T]

a@av 1 TOP[I
v[] TOP[] IP
v [IIIII10 / NAT[[] /TIME_WAIT]
v [111] “T1M conntrack”

anaan

conntrack-docker-profile.sh

angaan

[LITTIT] 6 [I1111]

W

conntrack [T1T]
TOP Docker [TT1T]

TOP[M IPOD /OO
TCP [(I111] TIME_WAIT / ESTABLISHED([]

"1



5. conntrack [TTITIIIIIIT]
6. I

ANgnannnninnn

#!/bin/bash

LOG=/tmp/conntrack docker profile $(date +%F %H%M%S) . log

echo " " | tee -a $LOG
echo " Conntrack + Docker Traffic Profile Report" | tee -a $LOG

echo " Time: $(date)" | tee -a $LOG

echo " Host: $(hostname)" | tee -a $LOG

echo " " | tee -a $LOG

echo -e "\n[1] Conntrack Summary" | tee -a $LOG
cat /proc/sys/net/netfilter/nf conntrack count | tee -a $LOG

cat /proc/sys/net/netfilter/nf conntrack max | tee -a $LOG

echo -e "\n[2] Conntrack TOP IP (ALl flows)" | tee -a $LOG
conntrack -L 2>/dev/null \

| awk '{for(i=1;i<=NF;i++) if($i ~ /"src=/) print $i}' \

| cut -d= -f2 \

| sort | uniq -c | sort -nr | head -20 | tee -a $LOG

echo -e "\n[3] Docker Container TOP Connections" | tee -a $LOG

docker ps -q | while read c; do
name=$(docker inspect --format '{{.Name}}' $c 2>/dev/null | sed 's#/##')
cnt=$(conntrack -L 2>/dev/null | grep -c "$c\|172\.18")
echo "$cnt $name"

done | sort -nr | head -20 | tee -a $LOG

echo -e "\n[4] Docker Bridge IP Hotspots" | tee -a $LOG



conntrack -L 2>/dev/null \

| awk '{for(i=1;i<=NF;i++) if($i ~ /"src=/) print $i}' \
| cut -d= -f2 \

| grep "7~172\.18\." \

| sort | uniq -c | sort -nr | head -20 | tee -a $LOG

echo -e "\n[5] External IP Hotspots" | tee -a $LOG
conntrack -L 2>/dev/null \

| awk '{for(i=1;i<=NF;i++) if($i ~ /"src=/) print $i}' \
| cut -d= -2 \

| grep -v "7~172\.18\." \

| sort | uniq -c | sort -nr | head -20 | tee -a $LOG

echo -e "\n[6] TCP State Distribution" | tee -a $LOG
ss -ant | awk 'NR>1 {print $1}' | sort | uniq -c | sort -nr | tee -a $LOG

echo -e "\n[7] conntrack -S (snapshot)" | tee -a $LOG
conntrack -S | tee -a $LOG

echo -e "\n[8] Kernel Drop Indicators" | tee -a $LOG
echo "nf conntrack drop:" | tee -a $LOG

cat /proc/net/stat/nf _conntrack | tee -a $LOG

echo -e "\n[9] QUICK RISK ANALYSIS" | tee -a $LOG

COUNT=$(cat /proc/sys/net/netfilter/nf _conntrack count)
MAX=$(cat /proc/sys/net/netfilter/nf conntrack max)
UTIL=$((COUNT*100/MAX))

echo "conntrack usage: ${UTIL}%" | tee -a $LOG

if [ $UTIL -gt 80 1; then
echo "[ALERT] conntrack near limit" | tee -a $LOG
elif [ $UTIL -gt 50 ]; then

echo "[WARN] medium pressure" | tee -a $LOG



else

echo "[OK] normal load" | tee -a $LOG
fi

echo -e "\nReport saved to: $L0G"

angnana

chmod +x conntrack-docker-profile.sh

./conntrack-docker-profile.sh

il
lilanNnnnaninn

v 1.[T] conntrack({TTT]

[LITTIT]

43000 rulr-service-a

42000 rulr-service-b

om0 !

v 2. 7] Docker [TT]

172.18.0.201 - 40,000 connections

(0 [TIIT1D



v 3. 1111

39.x.x.x - TOP IP

111.x.x.x - TOP IP

(0D DDoS/scanner

v 4. 11 conntrack [IT1T]

(L1111

e OK/WARN / ALERT

il
liiannnnnnnna

OO T

10 O TIME_WAIT

2[] [] HTTP keepalive

3[] [] Docker service mesh

”n

{



il
liiannnnnnans

[LITITTIIITIN

44 [T] “conntrack + TCP + Docker + [TTT1T] PIDITIT]

[ITITTT]
e [IIITITH

e [I1 jar/php-fpm / nginx worker
e [TTITTIT]

[TIITID
[0 [(TTTID
[T [T a

(LTI ‘0 "I conntrack -S [TITITITT]

liNanNnnnnnin

a4 [TTTT1T] [ conntrack [TTTT1T] “[IIITITIT] + NAT
(ITIIT] "



‘ [IIIITI “[IIID "0 “[IIIID

ANNNlnnnannini

1[] conntrack [TTT]
[LTLTET]

334260 / 4194304 = 7%

(0 (11
o [ 1D

o[ M max[D
o [J [IITITIIT]

iinininanninn

2[] TOP IP 1111

164617 172.18.0.200

(0 111
I

ad

7%

”n



MM Docker IITITITIIT]

10.2.2.122
10.2.2.123
10.2.2.124

[I1 ~58k connections

(0 (11

44 (11111 ‘I

MQ consumer group
RPC cluster
service discovery retry storm

o [ITITITIT]

39.x/111.x

(0] (TTITITIT]

4 [TITTTTTTITT DDoS

Annninannnnna



3[] Docker [TI1T]
L1 "’

rulr-nginx 332325
rulr-rabbit 332137

rulr-zookeeper331930
rulr-redis 331773

A TIT]

¢4 [TT1T1T1 conntrack [TTTTTTIT]

(0“0 "n

a

(i
e HTTP / MQ / Redis [TTT11T]
e [T] connection pool

e keepalive [IT]
e [[I] reconnect

NNNRNNNRNEEEND
40 TCP [ITIT1

'y

144



ESTAB 3
LISTEN 57

(0 [TITTTIT]

[ Docker [T111]

o ESTABLISHED[IT]
o LISTEN[IT]

(ITIT]

~ [

44 [] ESTABLISHED = 3[TIIIII

a4 [TTT1110

i

‘0

”n

/ 1]

Ainininanninn

AENRRANNNNNRNNNN

a4 [TTTTTTTTTITIT
(LIITTITT

”

nginx / redis / rabbit / zookeeper[IT] “[I0J

+



100 =1TCPOO = 1 conntrack entry

[T

e conntrack rapid churn[ITTTTIT]
e hash [TT] search_restart]

e insert_failed[ITT1T]

e CPU softirq11T]

111Nl )
jiiannnnana
"

[0 conntrack [TTTIITITT

¢ [0 churnIIIID

[T] rd vs rS[TITT]T]

0 r501

o [IIIT] 7%0
[0

[1]10.2.2.x [IIII10

(1]



‘ 0 r5 0 “[IIIIIIID

lilinnnnnnnna
11l

[0 YOTTTTTTTT]

[LI1T]

Redis(]

e [I11] new connection
e [TIT] connection pool

RabbitMQ[]

e channel [TIT]
e consumer [I11] reconnect

HTTP

e nginx upstream keepalive 1111

[1[1] 211 conntrack
LI




[] Docker [I1]

iptables -t raw -A PREROUTING -s 172.18.0.0/16 -j NOTRACK

(M 110 30%~60% conntrack[T]

[ 31

(LITITTIIT]

docker inspect rulr-nginx

docker inspect rulr-rabbit

[

docker stats

“172.18.0.200"

ainnininnnna

conntrack[]
(1
(11
Docker[ITT]

(LTI

AT

ANninnnnnnnnnn

LT




[1“T] conntrack [TT]

[LLTTIT]

e [[1 PID[II] conntrack
e [I1 jar/php-fpm / nginx worker

o (111110 172.18.0.200 17
e [I[I1 URLI[T]
(IILITIT]
a4 (1] “[IT11T]
(I “[II111] "I
(11111 Docker + conntrack 30w+ + insert_failed/drop [IT1 “MIIT11
(LTI

1. conntrack - socket - PID
2. PID-[]] ~-I[I11
3. 0 src/dst(] - [II111]

Linux (1111 ‘01 PID[ conntrack”ITITITITIIT] (T
(IO

iNnnninanninn

conntrack [TT1T]

src/dst IP
src/dst port
protocol
state

[LITTIT]

e /proc/<pid>/fd/
e /proc/net/tcp*
e ss -p [] ss -K



e socket inode [T]

[ [T1T1T]

conntrack entry
1
src/dst 400
1
ss / netstat [J socket inode
i}
/proc/*/fd/* [] inode
i
PID
i

docker inspect 000

TITT11 conntrack
I

[LIT]

conntrack-pid-trace.sh

#!/bin/bash

OUT=/tmp/conntrack pid trace $(date +%F %H%M%S).log

echo "==== Conntrack PID Trace ====" | tee $0UT
echo "Time: $(date)" | tee -a $0OUT
echo "" | tee -a $0UT



echo "[1] Top Conntrack IPs" | tee -a $0UT
conntrack -L 2>/dev/null | awk '{for(i=1;i<=NF;i++) if($i ~ /"src=/) print $i}"' \
| cut -d= -f2 | sort | uniq -c | sort -nr | head -20 | tee -a $0OUT

echo "" | tee -a $0UT

echo "[2] Active TCP PID mapping (ss -pant)" | tee -a $0UT
ss -pant 2>/dev/null | head -200 | tee -a $0UT

echo "" | tee -a $0UT

echo "[3] Docker container connections" | tee -a $0UT

for ¢ in $(docker ps --format '{{.Names}}'); do
CNT=$(docker exec $c ss -ant 2>/dev/null | wc -1)
echo "$CNT $c"

done | sort -nr | tee -a $0UT

echo "" | tee -a $0UT

echo "[4] Conntrack heavy IP - PID mapping (best effort)" | tee -a $0OUT

# [JTOP IP

TOP_IPS=$(conntrack -L 2>/dev/null | awk '{for(i=1;i<=NF;i++) if($i ~ /“src=/) print $i}"' \

| cut -d= -f2 | sort | uniq -c | sort -nr | head -10 | awk '{print $2}')

for ip in $TOP_IPS; do
echo "---- $ip ----" | tee -a $0OUT

# [] socket

ss -antp 2>/dev/null | grep $ip | tee -a $0UT

echo "" | tee -a $0UT

done

echo "[5] Docker PID correlation" | tee -a $0UT

docker ps -q | while read cid; do

name=$(docker inspect --format '{{.Name}}' $cid | sed 's#/##')
pid=$(docker inspect --format '{{.State.Pid}}' $cid)



echo "$name PID=$pid"

if [ "$pid" !
nsenter

fi

= "0" ], then

done | tee -a $0OUT

echo

echo "Saved: $0UT"

nn | tee -a

— conntrack []

[

e [ITIT]
o [ PID [IIIO ESTABLISHED

(e]

10 PID I

e [I1]

(e]

o

o

o

PID
container
conntrack []
ESTAB ]

$0uT

211

insert _failed

-t $pid -n ss -ant 2>/dev/null | head -5 | sed "s/*/ /"

]

PID - socket inode



[ 11 3MIITITI
|

[am

e [J 1s[I0J
o Top PID conntrack
o Top IP
o [ITIT1]

o Il “IIM /11

[1[T] 4[] Docker
LLLLAIITfTd

(11Tl

container - conntrack count - external IP[] - 00O

jilannnnnnnnna
]

(111 profile[]

1[] conntrack [TIIT] Docker bridge

172.18.0.200 / 201 / 202 / 203 / 204

eBPF-lite



(0 (11

o (11111 (LITIITIN

200 “mm

rulr-nginx
rulr-rabbit
rulr-zookeeper

rulr-redis

(0 (11

e MQ / cache / proxy [IT1111J
e [I1J

0 ‘000 +[ NAT[ "

3[] insert failed [I1]
(1110

insert failed = drop = 7M+

(O OI110O “conntrack] "[1111

e hash collision[] bucket[IT]

e [T1 NAT entry churn

e TIME_WAIT + short connection storm
e Docker bridge NAT amplification



JTITTTTTT]
1111 conntrack”

[LITITTITIT]

[ [T

cat /proc/slabinfo | grep conntrack

3.

conntrack -S

lilanNnnnaninn

'y



[1conntrack
111RERRARE

[0

e Docker NAT [T]

e conntrack hashsize [T]T]

e TIME_WAIT - reuse [T]

e nginx keepalive [T]

e MQ/RabbitMQ connection pool [T1T]
e Linux netfilter tuningl] sysctI[IT]

(T

0 “T11110 insert_failed [IT] PID[ITIII] eBPF[] /shell]] ”
IO “conntrack{IT1T] "I ——[ITI1T1T] “[I111]
conntrack entry churn[III11T] "0

(T

T trace
T

1[] conntrack [TTTTIT1

[T

goIprO
39.144.x.x / 111.55.x.x - [O00 200~250[]

(0 (11

o [ I /m



e [ [III DDoS [T]
e v (I

2[] conntrack 95% [] Docker
|1

[T

172.18.0.200 - 165596
172.18.0.201~204 - [J 40+
10.2.2.x - 5~6[]

(1 (111

44 conntrack [T] = 11111 + NAT

3[1 [T1 “[T] conntrack [T]
111

(LTI

rulr-nginx 320706 connections
rulr-rabbit 1
rulr-redis 1

rulr-zookeeper 1

(O [T



ANnnninannini

[ 10 nginx [ “[TT11T]

e 32[] conntrack [I] nginx
e [TTTTIT] 1
e bridge IP [T11]

(0 (11

nginx = NATOOO + 00000

[1 1. upstream[J] keepalive
(10

client - nginx - backend - close

- 1111 2~3 conntrack entry

0 2. HTTP/1.0 ] proxy_http version 1.0

[] 3. upstream DNS/[TIIT]

1 4. [IT1ITIIIII1] MQ + cache + API[]

”n



jiiinnn
]

[LITIITTI

ad

i
nginx
1
172.18.x.x bridge
1

redis / rabbit / zookeeper

[T NAT [IT]

o [T11J = 2~4 conntrack entry
e ESTABLISHED [I1111]
e TIME_WAIT [[J

LT
churn[ITIT]

[T

insert failed = 14M+

drop = 14M+

(0 (11

Docker NAT

conntrack



1 hash table
H1RRRNREND

[am

e [J nf_conntrack_max(T]

(1]

e v bucket[T]
e v [I] insert/delete

e v hash[IIT]

W  ssO0 ‘00 -

10

LISTEN [
ESTAB [I[]

(0 (T

conntrack # socket

(11
e Nginx [TIIT1T] <1s

e SS [TTITTIT]
e conntrack [TT1T] socket [T1]

LT



| oooooo |

l

| nginx(O0) | « DOODOO

l

| 1
| Docker bridge NAT | « QOconntrack]
| |

{ 1 1 {

redis rabbit zk influx ...

annnnninn

e [] CPU
o [ M

e [] conntrack max

1. nginx

2. Docker bridge NAT

3. conntrack hash collision[] insert_failed[]



liiannnnnnnns
1]

[] POITII]

1[] nginx upstream keepalive

upstream backend {

keepalive 256;
}

2(] HTTP keepalive

keepalive timeout 65;

3[] proxy_http version 1.1

proxy http version 1.1;

proxy set header Connection "";

[| PLOTITH

4[] Docker bridge NAT

e [] host network[TTTIT]
e [] overlay network [T]




[1 P2[TTTT]

sysctl -w net.netfilter.nf conntrack tcp timeout established=600

sysctl -w net.netfilter.nf conntrack max=16777216

[1 P3[T1T]

e nginx — sidecar [I111]
e RabbitMQ channel reuse
e Redis connection pool [T]

liNanNnnnnnin

[1]1. nginx —» conntrack
LIl

(TITIT11 conntrack

[12. Docker container = conntrack
neatmap




(10

00000000 NAT

[13. insert failed [T1]] hash
bucket[]

(1111
44111 5-tuple[Il1 hash table
(T T
[M “conntrack [] AIO TTITIITIITT] ”
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