rulr-4 / rulr-5 27?7?77

(111 *conntrack[]] + [I11J + Docker/iptables[I] + 1] "HRHTTIIL rulr-4 / rulr-5
(LTI TTTTTITd

s ddddde
(ITITITITIT]

(ITITITIT]

e insert=0
e insert failed [I]
e drop == insert failed [IIT]

oam  “00n "0

44 conntrack 11111 /10 /OIIIIIIIT] hash[]] + [I1J +
bucket/GC[]T]

[

e ethO PPS[] 1300~3500 pps
e Docker bridge [T1T]

e conntrack found [TTTIIIIII]
e TIME_WAIT / Established [TTTTTTTITIITI

[ (110

44 L4 NATI[] nginx tcp / docker DNAT[] + [TI11[] i



[0 rulr-5[]

e cpuO~cpu7 drop[] 1,000 ~2,100[T]
e search_restart[T1T]

(0 (11

a4 [TTTTTTTIT] hash table [T] / bucket[]] /lock[I]

20?7?7?27777

1. conntrack insert_failed = drop?100%
27?7

rulr-4

insert failed=7390187
drop=7390187

rulr-5

insert failed=14861324
drop=14861324

(L) (ITITIT]

44 conntrack [T1]  “[IIIIIITIT]



e found [[] - [1IIII]
o [TTITTTITTIT] (I

rulr-4

nf _conntrack tcp timeout established = 3600

rulr-5

nf conntrack tcp timeout established = 86400

(1] rulr-5 1111

e 86400 = 24[]]
e [ITITTITTI

P77

44 conntrack table “[TTT11] + hash[IITIT]

(11Tl

DNAT + MASQUERADE + Docker bridge
(11 rulr-5[]

POSTROUTING MASQUERADE (172.18.0.0/16)
DNAT 80/443/6100-6109 - 172.18.0.200

[ [TT1T]
I



“Docker NAT + [II] + [T11] "M

[ITIT]

? ??NAT??

Client - eth@ - PREROUTING DNAT - Docker bridge - container
1

conntrack 000

(1T

e Nginx tcp proxy

o [TI11II 6011-6109([]
e RabbitMQ / Redis / ZK

(1 (111

44 conntrack entry [T11] + hash[IITIITIT]

4. ethO TX queue backlog??????

[LITIT]
tx send full: 88000~94000+

1]
44 NIC TX ring 1T / [ITITI11]

(0 (11

e CPUTITIL or softirq[T]
e [] conntrack/iptables[TTITIIT]



5. RPS /IRQ ?7?7

/sys/class/net/eth@/queues/rx-*/rps_cpus = 00

(L) (TTITITIT]

44 RPS[] Receive Packet Steering[T]11T]

(Im
e [IIIIII1I0 CPU softirq

e conntrack lock contention [T]
e hash table [JTTT1T]

P07

M rulr-4
conntrack timeout 3600
insert_failed 7390
[ PPS ~1300
docker(T] 2[] bridge
CPU drop m
RPS (n

P7070707070707079037?7

86400
1486[]
~3500
1 bridge
il

(1

rulr-5 1N
rulr-511]
rulr-5[171]
rulr-5[11T]
rulr-5[1T]
rulr-5[11]

(11

??17?conntrack hash table 7?77?7777

[

e insert_failed[T]
e search_restart(T]
e drop == insert_failed



(0 (11

44 bucket[T] + [IIJ + CPU[TIT]

(LT1T]

e nginx tcp proxy

e 10+[T111T
e redis/rabbit/zookeeper
e [I1 NAT

(0 [TIIT1D

a4 [11T1 = 2~3[] conntrack entry

??3?7?7?RPS/RFS?CPU softirq ?77?7?

[T

e conntrack lock [TIT]
e packet processing [1]
e insert[TT11T]

297227777777



for i in /sys/class/net/eth0/queues/rx-*/rps cpus; do
echo ff > $i

done

sysctl -w net.netfilter.nf conntrack max=2097152
10

/sys/module/nf _conntrack/parameters/hashsize

net.netfilter.nf conntrack tcp timeout established=3600

(LTI 600~1800(]

4. ?7? Docker NAT ??

[

e host network[TTTIT]
e (IT1  DNAT 1111

5. nginx tcp proxy ??

e 1110 NAT
e [[] upstream keepalive
e [[] conntrack churn



6. ?? bypass conntrack????
(LITIIT]

iptables -t raw -A PREROUTING -j NOTRACK

N NAT/stateful firewall[]

277777

44 [] conntrack + Docker NAT + [|] PPS[T] + RPS[II] - 1111111

P02?22777777

[(LTTIT] ‘1 "I kernel 117

44 [] conntrack -S [TIIIIIIIT] (IIIIII10 since boot[]



e drop

e insert _failed

e search_restart
e found

(I I cumulative counters[]

P7??7?7?7°7??7?7?7 conntrack -S”

Linux conntrack [TT1T]

/proc/sys/net/netfilter/nf conntrack stats

(TI111] struct nf_conntrack_stat

(1[I reset/ clear ]

P0PP0NR0TIV0377?7?

A 110 NAT / Docker / [TTTTTT1111
2?7
systemctl stop docker

conntrack -F
(I

modprobe -r nf _conntrack

modprobe nf conntrack

(11 docker ]



systemctl start docker

DDV

OO I

(11T

track -F
(i

1l 11

conntrack entries v [0
drop(I] 0 m
insert_failed 0 M
(0 O]

‘ «( 000 "O0 "o 7

(LTI

‘ul][l]]]]]]]



[T

? delta ?7?7?

watch -n 1 conntrack -S

(L1111
o "o "1
[0

drop +1200 / sec - (00
drop +10 / sec - [0

e dddddddddddddd

(1]

e insert = O[IIL
e insert_failed[I1T]
e drop = insert_failed[] 100%[1T]

[0 (111

a4 ] conntrack “[TTTIITITITIT

(11Tl



PPNV

(1]

1?27?7??7??7?7?7?7?7

(T

277?77?77?7 steady-state failure
D =~
M “o;m "

#!/bin/bash

a=$(conntrack -S | grep insert failed | awk '{print $2}' | paste -sd+ -

sleep 1

b=$(conntrack -S | grep insert failed | awk '{print $2}' | paste -sd+ -

echo "delta=$((b-a))"

| bc)

| bc)



00  debugfs[TTITITT]
echo 0 > /proc/sys/net/netfilter/nf_conntrack count

0 O1n

o [ITTIIT]
e [II111

202727777777

(LTI

27?27?77 conntrack timeout?rulr-5?7?7?

86400 — 3600 [IT]

3?7?77 conntrack max / hashsize ??7??

27?7?7777

44 [] conntrack -S [] “[IT1 "I

HINRRRNNNNRRRNNNNNREED

e [[] conntrack[I] “[I] hash bucket[T] ”
e insert_failed [TTTTTTTIT]



e [TI111] “conntrack collapse 1] "

(IITTIT] (LTI (i
(111 conntrack -S [III1T] RTTIIO + drop/insert_failed[TTT1T] Ak
(11T ‘T "0
(IITTIT]
44 (111711 “M "00 M nf_conntrack [TT11111] per-CPU
cumulative counters[]
(111 conntrack [T “[00 "I (LTI /11
(IITTI1] (1111 “[1m "0  drop/insert_failed [TTTTITIITIT]

e ddddddddds

[LITIITIT

insert failed=7390187
drop=7390187
invalid=148279

search restart=1061998

[

[

dd (TTTTTTTITITIITT drop=insert_failed[]

[T

e conntrack (171 /0010

e hash[IIT]

e [IIT1TI

e [IITIITIIT entry



2?Invalid ?7?7?7?

(1
e 1110 /1]
o NATIITIIT entry

e [] timeout/GC/flush[ITTIT]

3?search_restart ??

(LTITITIT]

44 [] hash[ITTITITIT rehash / retry

(LTIT]

e bucket[ITT] hashsize[T1T]

e [TII111] DDoS/[I1T] /IIT]
e CPU softirq[1T]

PPPP222772?7?2777

(0 r4/r5O00  rSOIIIT

[LITIITTI

nf conntrack buckets = 1048576
hashsize = 1048576

[LITTTTIIT]
I



(IIITITTITT] IP/O10 1M bucket [T11TJ

o NAT[T] /I[IIII / LB
e [ /IM/IIIT]
e [1T] HTTP flood
o (1111 /IM
(0 11

e search_restart [T]
e insert_failed [T]
e drop[I1T]

? ?7?27?conntrack table pressure????/
2777

(LTITIT]

cat /proc/sys/net/netfilter/nf conntrack count

cat /proc/sys/net/netfilter/nf_conntrack max
(1]
count = max * 70%~90%

(ITIT]

e insert_failed
e drop
e early_dropTTTITITIIIIT] GC 1T

? 937G C?277?7?0707?707?7?°7

(11 early_drop[IITITITIT



(ITIT]

e GC thread CPU[T]

e timeoutITTTTIT]
e LRU churn[T]

[T

cat /proc/sys/net/netfilter/nf conntrack tcp timeout established

cat /proc/sys/net/netfilter/nf_conntrack tcp timeout time wait

? 272422272222277

M r5[111 r4[]
(0 [T

e 15 1117 NAT / proxy / LB
e [IITITITI

[

e [TIT] masscan / zmap[]
e DDO0S SYN flood[TTTIIT]
o [TTITIITITIITI

e HTTP keepalive misuse

? ??5?CPU softirg / NET _RX??

(TITIIII1 search_restart[]

(L1111

e ksoftirgd CPU[J
e NIC RX ring overflow
e GRO/LRO[T]

10



mpstat -P ALL 1
cat /proc/softirgs
sar -n DEV 1

ethtool -S ethO® | egrep "drop|miss|error"

e dddardddds
[TITTT]

44 [IT1 conntrack -S [I1T]

[

e [] /proc/net/stat/nf conntrack
e [] CPU[]] struct
e [I1] reset syscall

modprobe -r nf conntrack

modprobe nf_conntrack

A [T]
e [IIITH

o NAT[IIT]
o [TTTTITT]



2022277777777

? 1. ?7? conntrack ??77?7?

cat /proc/sys/net/netfilter/nf conntrack count

cat /proc/sys/net/netfilter/nf_conntrack_max

conntrack -L | awk '{print $5}' | cut -d= -f2 | sort | uniq -c | sort -nr | head

[LIT]

e [] IPIIT]

? 3. 77?7 NAT 2777

(111

e NAT
e LB

e [IIT]

1] conntrack [TTITT]



(1]
nf conntrack buckets = RAM(MB) * 16384 / 256

10

e 2M / 4M buckets[TTTTIT]

iptables[]

raw table NOTRACK

?47?7?7? connection reuse / keepalive ??

29?2777772777?

0 rd4/r5]
[ m
rd 110 conntrack
r5 11 insert_failed/ drop [11]
[ r5 11

44 A conntrack “[TTITTT] "[ITITTTITIT]



st dddddddddds

[(LTTIT] 3T ‘[ "0

cat /proc/sys/net/netfilter/nf conntrack count

cat /proc/sys/net/netfilter/nf_conntrack max

conntrack -C

SS -S

[

conntrack -S | head -50

(LTITTITTITT r4 / r5 11
44 [T] “conntrack [TTTTTITTIT] TOP IP / TOP PORT / TOP STATE[] ”
(LTITITITIT] “[IIIIITIT "I + 00  + [T

P7000707070707°7°

(ITITIT] conntrack [T] [ITITIITIIIT] (11
a4 [11T1 “Docker [TTT1T] + 100 IPIIT] + conntrack [TIT]
(Im
e rAIIIII]

e r3[IIIIIT] + [T




PP P DDDDDVDPDVDVDVVVP777

r4

count = 320851
max = 8388608

000 = 3.8%

S

count = 339205

max = 4194304
000 = 8.1%
(0 (11

a4 [11] conntrack “[T] "[I] drop

P72?2277777??

r47?

172.18.0.201 - 39025
172.18.0.203 - 38803
172.18.0.202 - 38796
172.18.0.204 - 38780



r5?

172.18.0.203 - 43434
172.18.0.204 - 43322
172.18.0.201 - 43180
172.18.0.202 - 43019

P70 0707?0707

(1111
44 [] Docker service mesh / [TTTIIIIIT] east-west traffic explosion[]
(ITITIT]
e 111111 “IIIT]
o IP[TTIT] 172.18.0.201-204[]
e [T1T] IPITT

e ddddddddddd

e Y ddddardddds
[TIITITTT

DDV

e HTTP [I1TJ

 Redis/MySQL [TTT1T]
e gRPC 111 channel
e Java/PHP [I] connect/disconnect

(0 (11



conntrack entry = JJd x 0dod

? ??727?7conntrack hash ???2CPU??77?7?
[I1 count[ITII]

search_restart[000000000
+ insert failed [O000

[

rrannnnnnnnn hash bucket [I1T]

Docker [TT111
172.18.0.0/16

(LTITIT] 4~5 [11T]

[T] NAT tuple [TTTIT]

? ?737?Docker bridge + NAT 77?7

container - docker bridge - nat - host conntrack

(1
o 111110 conntrack

e NAT[] tuple [T
e [II11] hash collision



(10

39.144.x.x
111.55.x.x
80.75.x.x

(11 111

e [IITITIIT]
o [T

P4 VS D ?77??70707?7

m rd r5

conntrack max 8M 4M

o 3.8% 8.1%

DockerI1T] 0 0

insert_failed 0 0

search_restart 0 m

(1 (1]
¢ar5 0 r4 [ O [0 or ([T

P707000707070°0707

«[111 conntrack [TT1T] “ [T +00 +
annnnny conntrack [TTI11T] "



(1]

conntrack [O0“0"0000“00"

(ITIT]
hash bucket ??7?77?7?
e [TITIT1M bucket

e lookup / insert retry[] search_restart[]
o [TI11T1 insert_failed[]
e [[1 drop

[0 (111

««¢[Jdrop ] “IMT] "0 “OIO

(ITIT]

ss -antp | wc -1

110

o (I  TIME_WAIT
e [ITIT11]



(ITIT]

e Java[] Hikari / Druid
e PHP[IIIT] new PDO
e Nginx upstream keepalive

echo 2097152 > /sys/module/nf conntrack/parameters/hashsize

[LIT]

nf conntrack buckets = 2097152

2277?77 TIME_WAIT ??

net.netfilter.nf conntrack tcp timeout time wait

0 172.18.0.0/16[]

iptables -t raw -A PREROUTING -s 172.18.0.0/16 -j NOTRACK
iptables -t raw -A OUTPUT -d 172.18.0.0/16 -j NOTRACK

A [T 30~60% conntrack [IT]

e dddddddddddddd



e service mesh[T]
e [I1IT]
e [[I] bypass conntrack

(LTITITIT]

44 [T1[11 conntrack + Docker [I1T1T1

(LTIT]

e TOP container connection ranking
e TOP peer IP

o TIME_WAIT[]

e conntrack hash hotspot [T]

e NAT tuple [TT11TJ

(11T ‘I "0
(IIIITT]
111111 (TIIII1 “T1 conntrack + Docker [TI111] "I



v TOPM

v[] TOP[ |IP

v [IIIIITT] / NATI] /TIME_WAITT]
v 11T “MT110 conntrack”

? 27077

conntrack-docker-profile.sh

? 270707

(LITTIT]

ok wWwNH

6 [I1111]

conntrack [T1T]

TOP Docker [TT1T]

TOP [ PO /OO0

TCP 111171 TIME_WAIT / ESTABLISHED[]
conntrack [TTTTTITTTIT]

(I

farddddddddds

#!/bin/bash

LOG=/tmp/conntrack docker profile $(date +%F %H%M%S).log

echo
echo
echo
echo

echo

" | tee -a $LOG
Conntrack + Docker Traffic Profile Report" | tee -a $LOG

Time: $(date)" | tee -a $LOG

Host: $(hostname)" | tee -a $LOG

" | tee -a $LOG



echo -e "\n[1] Conntrack Summary" | tee -a $LOG
cat /proc/sys/net/netfilter/nf conntrack count | tee -a $LOG
cat /proc/sys/net/netfilter/nf conntrack max | tee -a $LOG

echo -e "\n[2] Conntrack TOP IP (All flows)" | tee -a $LOG
conntrack -L 2>/dev/null \

| awk '{for(i=1;i<=NF;i++) if($1i ~ /"src=/) print $i}' \

| cut -d= -f2 \

| sort | uniq -c | sort -nr | head -20 | tee -a $LOG

echo -e "\n[3] Docker Container TOP Connections" | tee -a $LOG

docker ps -q | while read c; do
name=$(docker inspect --format '{{.Name}}' $c 2>/dev/null | sed 's#/##')
cnt=$(conntrack -L 2>/dev/null | grep -c "$c\|172\.18")
echo "$cnt $name"

done | sort -nr | head -20 | tee -a $LOG

echo -e "\n[4] Docker Bridge IP Hotspots" | tee -a $LOG
conntrack -L 2>/dev/null \

| awk '{for(i=1;i<=NF;i++) if($1i ~ /"src=/) print $i}' \
| cut -d= -f2 \

| grep "7~172\.18\." \

| sort | uniq -c | sort -nr | head -20 | tee -a $LOG

echo -e "\n[5] External IP Hotspots" | tee -a $LOG
conntrack -L 2>/dev/null \

| awk '{for(i=1;i<=NF;i++) if($i ~ /"src=/) print $i}' \
| cut -d= -f2 \

| grep -v "~172\.18\." \

| sort | uniq -c | sort -nr | head -20 | tee -a $LOG

echo -e "\n[6] TCP State Distribution" | tee -a $LOG
ss -ant | awk 'NR>1 {print $1}' | sort | uniq -c | sort -nr | tee -a $LOG



echo -e "\n[7] conntrack -S (snapshot)" | tee -a $LOG
conntrack -S | tee -a $LOG

echo -e "\n[8] Kernel Drop Indicators" | tee -a $LOG
echo "nf _conntrack drop:" | tee -a $LOG

cat /proc/net/stat/nf conntrack | tee -a $LOG

echo -e "\n[9] QUICK RISK ANALYSIS" | tee -a $LOG

COUNT=$(cat /proc/sys/net/netfilter/nf _conntrack count)
MAX=$(cat /proc/sys/net/netfilter/nf conntrack max)
UTIL=$((COUNT*100/MAX))

echo "conntrack usage: ${UTIL}%" | tee -a $LOG

if [ $UTIL -gt 80 1; then
echo "[ALERT] conntrack near limit" | tee -a $LOG
elif [ $UTIL -gt 50 ]; then
echo "[WARN] medium pressure" | tee -a $LOG
else
echo "[O0K] normal load" | tee -a $LOG
fi

echo -e "\nReport saved to: $L0G"

? 27077

chmod +x conntrack-docker-profile.sh

./conntrack-docker-profile.sh

P P70P000707070707070707



[LLTTIT]

43000 rulr-service-a

42000 rulr-service-b

om0

? 2. ??7 Docker ??77?7?

172.18.0.201 - 40,000 connections

(0 [TIITID

39.x.Xx.x - TOP IP
111.x.x.x - TOP IP

(0D DDoS/scanner

(LTIT]

e OK/WARN / ALERT

NENRNNRNNRRNRRNNRNRRRENRN



1?7? ? TIME_WAIT 27?7

277? ? HTTP keepalive 7?77

(T
44 (1] “conntrack + TCP + Docker + [ITT11T] PIDITTTI
(ILITIT]
o [T
e [I] jar/php-fpm / nginx worker
e [ITITIIT]
(ITITIT]
(0 O
(IIIIIITITIT] ‘I "0
(IIITIIT] ‘0 "I conntrack -S [TTTTTT1T]
(IIITITITIIT]
tddddddddddddd
a4 [TT1T1T1 [0 conntrack [ITT11] “MIIIII0 + NAT
(11110 "



(I ‘I "0 "I

2022277777777

334260 / 4194304 = 7%

[ (111

o [ 10
o0 M max]
o [ [IITITIIT]

PP DDIDVDVP777D

164617 172.18.0.200

(11 111

«« 11 Docker [T

PPV ?77



10.2.2.122
10.2.2.123
10.2.2.124

[I] ~58k connections

(11 111

a4 [I111] “[IIITTITTITT

[

e MQ consumer group
e RPC cluster
e service discovery retry storm

e [ITTIITIN

PP PDDV777?

39.x/111.x

(0 [TITTIITT]

a4 [TTTTTITITTTI DDoS

P70P07070707070707°7°7°

37Docker ?2??°??°?427??7??7”

rulr-nginx 332325
rulr-rabbit 332137
rulr-zookeeper331930
rulr-redis 331773



A 1111

da [TTT111] conntrack [TTTIIT11]

277777

(0“0 "

(10
e HTTP / MQ / Redis [JTITIT]
e [[1 connection pool

e keepalive [IT]
e [TT] reconnect

i ddddd

ESTAB 3
LISTEN 57

(0 [TITTTIT]

[ Docker [T111]

e ESTABLISHEDIT] ~ [
e LISTEN[T]

[ITIT]

44 [] ESTABLISHED = 3[TTIIIIIT]



Carddarddds
[LT]

44 [TTT1111] ‘00 /I

2022277777777

HINRRRNNNNNRNENN

? 77?7

a4 (TTTIIIIIIII10 nginx / redis / rabbit / zookeeper[IT] “[I11] +
TTTTTIT] "

100 =1TCPOO = 1 conntrack entry

(1]

e conntrack rapid churn[I1T1T1T]
e hash [TT] search_restart[]

e insert_failed[ITT1T]
e CPU softirqI1T]



[0 conntrack [TTTIITIIT

¢ [0 churnIIII]

0 r5> 01

o [IIIT] 7%0
e I

[1]10.2.2.x [IIII1I

[T

aa ] r5 [ “[IIITIIIIT]

Xl

(ITIT]

Redis?

e [I11] new connection
o [T11] connection pool

RabbitMQ?

e channel [TIT]
e consumer [TIT] reconnect



HTTP?

e nginx upstream keepalive 1111

[] Docker [IT]

iptables -t raw -A PREROUTING -s 172.18.0.0/16 -j NOTRACK

(M [TI11 30%~60% conntrack(]]

? 27377771 72.18.0.20077?7

docker inspect rulr-nginx

docker inspect rulr-rabbit
[

docker stats

P70P000707070707?7?

[ 1l
conntrack[] M
{1 N
1o il
DockerIIT] AT

(LTI (T



i ddddddd

(T

? “27?7 conntrack ??7?7?”

(LITTIT]

e [I] PID[IT] conntrack
e [I1 jar/php-fpm / nginx worker

e [[IIITD 172.18.0.200 ]
e [I[II URL[]
(IIIITT]
«« (1] “(OIIITI
(IITITTTITTIT] “[11T "0
(1110 Docker + conntrack 30w+ + insert failed/drop [T1T]
(LTI

1. conntrack - socket - PID

2. PID-[]] ~-I[I10
3. (1110 src/dst[] - [T1111]

Linux (11110 “MI110 PID [T] conntrack”[ITTITIIITIT]
LLITTTTTTTTTaTTd

P70P070°0707070707°7°7°

conntrack [TT11]

e src/dst IP

e src/dst port
e protocol

e state



(LTITIT]

e /proc/<pid>/fd/
e /proc/net/tcp*

e ss -p [] ss -K
e socket inode [T]

[ [T1T1T]

conntrack entry
i
src/dst 400
i
ss / netstat [] socket inode
.
/proc/*/fd/* [] inode
i
PID
i

docker inspect 00

7?7?77 conntrack ??7??7?7?77?7?7?

110

conntrack-pid-trace.sh

P P0000707°°07°7°7°7
echo "==== Conntrack PID Trace ====" | tee $0UT

echo "Time: $(date)" | tee -a $0UT
echo "" | tee -a $0UT



echo "[1] Top Conntrack IPs" | tee -a $0UT
conntrack -L 2>/dev/null | awk '{for(i=1;i<=NF;i++) if($i ~ /"src=/) print $i}"' \
| cut -d= -f2 | sort | uniq -c | sort -nr | head -20 | tee -a $0OUT

echo "" | tee -a $0UT

echo "[2] Active TCP PID mapping (ss -pant)" | tee -a $0UT
ss -pant 2>/dev/null | head -200 | tee -a $0UT

echo "" | tee -a $0UT

echo "[3] Docker container connections" | tee -a $0UT

for ¢ in $(docker ps --format '{{.Names}}'); do
CNT=$(docker exec $c ss -ant 2>/dev/null | wc -1)
echo "$CNT $c"

done | sort -nr | tee -a $0UT

echo "" | tee -a $0UT

echo "[4] Conntrack heavy IP - PID mapping (best effort)" | tee -a $0OUT

# [JTOP IP

TOP_IPS=$(conntrack -L 2>/dev/null | awk '{for(i=1;i<=NF;i++) if($i ~ /“src=/) print $i}"' \

| cut -d= -f2 | sort | uniq -c | sort -nr | head -10 | awk '{print $2}')

for ip in $TOP_IPS; do
echo "---- $ip ----" | tee -a $0OUT

# [] socket

ss -antp 2>/dev/null | grep $ip | tee -a $0UT

echo "" | tee -a $0UT

done

echo "[5] Docker PID correlation" | tee -a $0UT

docker ps -q | while read cid; do

name=$(docker inspect --format '{{.Name}}' $cid | sed 's#/##')
pid=$(docker inspect --format '{{.State.Pid}}' $cid)



echo "$name PID=$pid"

if [ "$pid" !'= "0" 1; then
nsenter -t $pid -n ss -ant 2>/dev/null | head -5 | sed "s/*/ /"
fi
done | tee -a $0OUT

echo "" | tee -a $0UT
echo "Saved: $0UT"
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1?7 nginx ?? upstream keepalive

upstream backend {

keepalive 256;
}

277? ?? HTTP keepalive

keepalive timeout 65;

37?? proxy_http _version 1.1

proxy http version 1.1;

proxy set header Connection "";
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