27?7 SSL ?7?7777

[TITTT [0 SSL [IIT] (ITITT] Nginx [TT1TT] [IT11]
(I HTTPS [11T]
(LITITITIT] L1 LI L1 (LT

?2?7?7??7?7?Let’s Encrypt + Certbot
P0?7?7°7°27°7°7°7

Let’s Encrypt [T11] DV 11117 90 ] [TTTITIT]

1. ?? Certbot

Ubuntu / Debian[]

sudo apt update
sudo apt install certbot python3-certbot-nginx -y

(LITIIT] example.com[ITIIITIIT] IP[]
sudo certbot --nginx -d example.com -d www.example.com
Certbot [T1T]
e (1111

o [[] /etc/letsencrypt/live/example.com/fullchain.pem [] privkey.pem
e (I Nginx [IITIT]

3. Nginx ??7??

server {
listen 443 ss1;

server_name example.com www.example.com;



ssl certificate /etc/letsencrypt/live/example.com/fullchain.pem;

ssl certificate key /etc/letsencrypt/live/example.com/privkey.pem;

location / {
root /var/www/html;

index index.html;

4. 2777

sudo systemctl enable certbot.timer

sudo systemctl start certbot.timer

??7°?727°?7?7?7?7?7?7?7? Nginx 2?2?77
(T acme.shi]

1. ?? acme.sh

curl https://get.acme.sh | sh

source ~/.bashrc

2. ?? DNS ?7??7?7?7?7?7?7?7?7 80/443 7?7?77
[LITTTTIIT] APl Key[I]

export Ali Key="[OOOOAccessKeyId"
export Ali Secret="[J000AccessKeySecret"

acme.sh --issue --dns dns_ali -d example.com -d www.example.com

3. ??7? Nginx ????7??7



acme.sh --install-cert -d example.com \
--key-file /root/cert/example.com.key \

-fullchain-file /root/cert/example.com.crt \

--reloadcmd "nginx -s reload"

11 /root/cert/example.com.key [] /root/cert/example.com.crt [JTTITIIT]

P?9?7°7?7

e [TTTT] 90 (11 [ acme.sh [TII111]
o [TITTTTTTIIITITITITITITITTII0TT]
e I [T 11111

P70707°7°7°7?77°7807443
P7PP07070707070°007070707070°00707070707070?7?PSSL
P70707?7?

##4# *1. [[1 DNS[IIIIIIL *k
DNSTITIIIT] 800 4431111 DNS TXTIIIIIIII
#HFHH# IO acme.sh[IIT] Hok
1. *[J] acme.sh**
““bash

curl https://get.acme.sh | sh

ANRNEN

2. PIIIIIIL DNS[II] **
" “bash
export Ali_Key="[T] AccessKey"
export Ali_Secret="[T] AccessSecret"
acme.sh --issue --dns dns_ali -d example.com -d *.example.com

3. 1T ok
11110 * ~/.acme.sh/example.com/" [TT111] “fullchain.cer’ ] “example.com.key’

[



#H#H#H# P11 CertBot**
1. ¥¥J] CertBot**
" “bash
sudo apt install certbot
2. ¥ DNS[I] **
" “bash
certbot certonly --manual --preferred-challenge dns -d example.com

ANENEN

(11111 TXTI] ~_acme-challenge.example.com[ITTTTIIITT]

### %2 [0 ZeroSSL[] **

(1T DNS[ITITITITIIIIT]
1. *¥[] ZeroSSL[IT] **

-0 [ZeroSSL](https://zerossl.com/) [TTTIIIT]

2. M1 Postfix[T11] Hok
- [T “admin@example.com [TTTT1T]
### %3, ] JoySSLIIIIIIIN CA**

(M CA JoySSLOTIT] 22[T11  SSHOTIIT]
1. *[] JoySSLIT] **

- [ IPIITITIT
2. SSHITIIID ok
- [ITIIIITIN CA 22(J11111]

### 4, 1] acme-redirect[] Rust[I]] **

1. ¥J] acme-redirect**
“““bash
git clone https://github.com/kpcyrd/acme-redirect.qgit
cd acme-redirect && cargo build --release

2. 110 *ok
-[M "/etc/acme-redirect.d/example.com.conf [ITT1T]
" “bash
systemctl enable --now acme-redirect

ANRNEN

- (11111 " /var/lib/acme-redirect/live/example.com/ ]



### 5 [ **
- ¥ acme. sh* T
- **CertBot™ 11111 cron[IT]
“““bash
30 0 * * 1 certbot renew --manual-auth-hook /path/to/dns-update-script.sh

|0 | |0 |10 |

R e R

| **DNS[T] ** | 0 DNS[OTT | acme.sh / CertBot | [I1 TXTM |
| I  **|[0 80/443[] | ZeroSSL | (1110 |

| *SSHI ** |[II0 SSHM |JoySSL|220I0 |

| **acme-redirect** | (IT1T] 8011 | acme-redirect | HTTP[I] |

27?7?77 DNS ??27?7?7?277?77?7?7
*NXDOMAIN**???2?? Let's Encrypt
???7? _acme-challenge.bost.lesrec.cn’
? TXT ?7?7?

##H#H# 1. [T] DNS [ITITTITT *ok
- 10 DNS [T Cloudflare [1T]
-BIM  *[ °_acme-challenge.bost' [T] ~_acme-challenge [IT111] DNS [T11]

- BT *J "a0La5vEuhlg0Omqo7U-vS00_mUG40kjXgOZCKqOy7dw [] CertBot [TT1T1
- TTUIIIITO 600 [1T]

#### ¥%2 [[] DNS[I] **

DNS [IT111] Raliinnn * MM
“““bash

dig TXT _acme-challenge.bost.lesrec.cn +short

(1]
“““bash

nslookup -type=TXT _acme-challenge.bost.lesrec.cn



(LTITIT] TXT 110 DNS [T1T]

#H#H#H# 3. 11D CertBot**
““bash
certbot certonly --manual --preferred-challenge dns -d bost.lesrec.cn

[T Y 011

### 11 ok
1. **DNS [TII11] ok
- (11110 " _acme-challenge.bost [T1T] " _acme-challenge.bost.lesrec.cn[T]

-1 DNSI[IIID Cloudflare[ITTITIIIIIIIIIIT] *_acme-challenge ™[]

2. **DNS [110 *ok
- “dig @8.8.8.8 TXT _acme-challenge.bost.lesrec.cn” [T] Google DNS [TTT1T]
- 110 DNS [IIIIIIII1 “systemd-resolve --flush-caches [J Linux[T]

3. *CertBot [J] **

- Let's Encrypt [I11J **30 [0 *O0  DNS OTIITIITTITITIT]
" “bash
certbot certonly --manual --preferred-challenge dns -d bost.lesrec.cn --manual-auth-hook
/path/to/dns-update-script.sh --manual-cleanup-hook /path/to/dns-cleanup-script.sh

4. **T] acme.sh[J] DNS [IIII1] ok

- 110 DNS 11111 APITIIID Cloudflare[ITTI1] “acme.sh’ [TII110
"““bash

export Ali_Key="[T] AccessKey"
export Ali_Secret="[T] AccessSecret"
acme.sh --issue --dns dns_ali -d bost.lesrec.cn

ANENEN

### *{IIIIII] o

- CertBot [TIT11TJ
- R0 *K] " /etc/letsencrypt/live/bost.lesrec.cn/fullchain.pem’
- ¥K[T] *¥] "/etc/letsencrypt/live/bost.lesrec.cn/privkey.pem”

(IO “dig TXT _acme-challenge.bost.lesrec.cn™ [TTTTTTTITIITIT]



PPP0P?SSL???7077?7

MIIII0 80/443 [T111[] 110 Let’s Encrypt [] HTTP [IIIIIIL DNS [I]
(111 SSL OTTTITTIITTITITTIITY Web [IT]
11 11 SSL [T Nginx [[] .crt + .key[T]

1. ZeroSSL?7?? DNS ?77

e [TI] https://zerossl.com

e [I11
o[l 90 DV[
o [TI1T1 .crt [] .key []]
o [I110 DNS 1]
e 111
1. [l ZeroSSL [IT]
2. 1110 - 111 -1 DNS (CNAME) ] [
3. IIIIIIIIIO TXT [J CNAME [11]
4. [T Nginx [ITTJ
5. 11117 /etc/nginx/ssl [1T] Nginx[]

ssl certificate /etc/nginx/ssl/example.com.crt;

ssl certificate key /etc/nginx/ssl/example.com.key;

2. Buypass Go SSL?7?? 180 ??27?

e [TI1 https://www.buypass.com/ssl/resources/go-ssl
e [IT]
o [ITIIIT]
o [ ACME [IT1111T]
o DNS [11TJ
e [I1]
1. 1 acme.sh[] CertbotIITITIT] --dns [J
2. 11111 .crt[] .key[]



https://zerossl.com/
https://www.buypass.com/ssl/resources/go-ssl
https://acme.sh/

3. Let’s Encrypt + acme.sh?DNS
P?°?7?7°7°?7°7

(T acme.sh[TTTIIIIIIIIII

?? acme.sh

curl https://get.acme.sh | sh

source ~/.bashrc

export Ali Key="[JJOOOAccessKeyId"
export Ali_ Secret="[0000AccessKeySecret"

acme.sh --issue --dns dns _ali -d example.com -d www.example.com

acme.sh --install-cert -d example.com \
--key-file ./example.com.key \

--fullchain-file ./example.com.crt

1 .crt [ .key [IIIIID Nginx[]

4. SSL.com??7? 90 ??7?77?7?

e [1TJ https://www.ssl.com/certificates/free
e [I11] CSROII  DNS ITITIIIIT]

0 [
e Il [ 80/443 [T1III11J acme.sh + DNS [T] [J ZeroSSL [111]
e DNS [T TXT/CNAME

NENRNRRNNRRNNRRNRRNRRNRRRRRRENRN

i


https://www.ssl.com/certificates/free

(LT [LIT1T] (] acme.sh [III] Nginx [T1T]

(ITITTIITITIT DNS API Key[] 90 [(TTTTTITTIIITI ZeroSSL[]
IENNRNNRNNNRNNRNNENEEE

[T TIaa .crt + .key[]

Revision #6

Created 13 August 2025 00:45:13 by Admin
Updated 13 August 2025 02:00:13 by Admin



