tomcat&java????7??

11 Ubuntu 14.04 [T]] Tomcat

(111 Java [II11]

### (L1111

" “mermaid

flowchart TD

AlTomcat[TT] ] --> B(OIIIIN )
A --> C([O1IMm )

subgraph BIITITTIIIIT] ]
direction TB
B1[CPU<br>top, vmstat] --> B2{[1111] }
B3[[I] <br>free, vmstat] --> B2
B4[[[] 1/O<br>iostat, iotop] --> B2
B5[[T] <br>netstat, ss] --> B2
B2 --[ --> B6[[JIIIIIIIL ]
end

subgraph C[[I1T] Java[lll] 1
direction TB
ClI[I1 Tomcat[]] <br>tail -f catalina.out] --> C2{[I11111]
C2--[ --> C3[[[I1I0 ]
C2 -] --> CA[II11D <br>jstack]
C4 --> C5[[I111] <br>[IIIIIII0 ]
C5 --> Co[[II1111 ]
C6 --[] --> C7[[IIII1I0 ]
end

B2--] -->C

C6 -- [0 --> DI[IIIII] ]

D --> D1[[T] Heap Dump<br>jmap]
D --> D2[[III11] <br>MAT, jhat]
D --> D3[[IIIIIIIIIT ]



##4# [T (I )

(T CPUIITT /0]
1. T (‘top” / “htop’ )**

**bash

top

* R (load average):** 1[T1] 50101 15OTTITIITIIIT] M CPUMD **
0 401 > AT

* ¥ %CPU* ] " %Cpu(s)” [T “%id" [T “%wa [ |/OIIIIIIT
“%wa" [T

* RK] %MEM:** [TTTII111 “Shift + M™ [TIIIIIIIT “java' [J "tomcat’
HERRRRNNNRRRRNNNNRRRRNEED
2. ®[IT] SwapIll] (“free™ )x*

“““bash

free -h

* 10 “available® [T] Ubuntu 14.04 [II1111] “free” [T111] “free” [TII111

‘swap [0 used TTTITITIITIIIIIIIIIIIIIIITIITTITT

3. ®[J] I/O[J] ( iostat’, "iotop™)**

"““bash
# 110 sysstat [J : sudo apt-get install sysstat
iostat -xm 2

# 110 iotop [T]] root[]] : sudo apt-get install iotop && sudo iotop

* M %util” 11110 100%[1111] I/O[II1O
* @ Cawait’ (IO VOO >100ms
(LTI

4. 11110 ("netstat™, “ss”)**
" “bash
# 11 TomcatII[] ESTABLISHED[IT]
netstat -natp | grep :8080 | grep ESTABLISHED | wc -

# (110 ss 1]
ss -t sport = :8080 state established | wc -l

* [T

### 10 Javallllll (1M )



HINRRRNNNNRRRNNNNREDND GCITIIITIIIT

1. ¥I] Tomcat[J] **
" “bash
# [11 Tomcat] logs[ITIIIIT] catalina.out[] localhost[T]
cd /path/to/tomcat/logs
tail -f catalina.out
grep -i "exception" catalina.out

* CRITTIIIIIIIIT *T] “OutOfMemoryError’, *NullPointerException”,
(I

2. *[I] Java[l] PID**

“““bash

# I Tomcat[IIII] java

ps -ef | grep java

# [

jps -l

* 1110 Tomcat[I]] PID[ITI] "12345°[T]
3. ®*[J] GC[IJ (jstat’)-[IID Fk

“““bash

# (1] JDKIIIO PID[] 12345
jstat -gcutil 12345 2s

* I P+ S0, "S1 (I ), B (I ), O (IIIM ), "M (
1111 ), YGC ([ GCM ), YGCT (I GC[M ), FGC (Full GCJ ), FGCT (Full GC] )

* **D:I:D :**

* R EGC (Full GC) 110 ** [ B FGCT (Full GCI ) M ™10 “

(LTI 'O (0D ) OIIIIII >95% [T IO 0
4. {111 (“jstack’) - 0TI o

““bash

# [T

jstack 12345 > jstack.log

# [T

jstack 12345 > jstack 1.log

sleep 10

jstack 12345 > jstack 2.log

* B Cjstack.log’iF*
* 1 “deadlock™ [TITITIT]

* [M blocked” M
* [[I0  * **( RUNNABLE', ‘WAITING', 'BLOCKED") [] *III]  **



O T T T “getConnection()”
(IIITTITTITT

5. I (“jmap’) - 1110 oK
*““bash

# [I1 Heap DumpTTTITITIITITIT]
jmap -dump:live,format=b,file=heap_dump.hprof 12345

* M STW[J Full GCITIII
* 1110 “heap_dump.hprof” [TTTTTTIT] **Eclipse MAT (Memory Analyzer Tool)** [
jhat** [T

### I TomcatIIIII

M ~$CATALINA HOME/conf/server.xml™ [TTTTTIT]
i xml

<Connector port="8080" protocol="HTTP/1.1"
connectionTimeout="20000"

maxThreads="200" <!-- IO -->
acceptCount="100" <!-- 1111 -—->
L[>
* MO “maxThreads [[TTTTTIIIIITIIIIIIILI
### 111111
1. *top™** -> [T] CPU[IIID
2. *kjstat -gcutil ** -> [TT1T] Full GCIT
3. ¥ jstack ** -> [ITTT1IT GCOITITIITITIT
4. **jmap’ + MAT** -> [T
5. 1M ok > T
6. *I11] ¥ ->[1] “maxThreads [ITITITIITIITITIIT
T GCITTITIIIIIIT
[0 OO (1 Ubuntul4.04 + Tomcat [I111[J 0
(TTTIIIIIIII jstack [] jstat [[] Tomcat[] JVM
(T T ]

?7?7?? collect tomcat jvm.sh



#!/bin/bash
# [0 Tomcat JVM [ jstack/jstat O
# 0000000/ var/log/tomcat jvm monitor.log

# 000

LOG_DIR="/var/log"

LOG FILE="$LOG DIR/tomcat jvm monitor.log"

JAVA HOME="/usr/lib/jvm/java-7-openjdk-amd64" # 000000 JDK OO
TOMCAT _USER="tomcat" # 00000 tomcat 000

DATE=$(date +"%Y-%m-%d %H:%M:%S")

# [0 Tomcat [J Java [JJ PID
PID=$(ps -u $TOMCAT USER -o pid,comm | grep java | awk '{print $1}')

if [ -z "$PID" ]1; then
echo "[$DATE] 000 Tomcat [O0" >> $LOG_FILE
exit 1

fi

# 00000
echo " [$DATE] " >> $L0G_FILE

# [0 jstat GC OO
$JAVA HOME/bin/jstat -gc $PID >> $LOG FILE 2>&1

# (00000
$JAVA HOME/bin/jstack -1 $PID >> $LOG FILE 2>&1

echo -e "\n" >> $LOG FILE

?77?7?

1. Imo
1 /usr/local/bin/collect tomcat jvm.sh [TTTTITIT]
sudo chmod +x /usr/local/bin/collect tomcat jvm.sh

2. 111
(0 /var/log/ [ITTTTITITIITITY




3. [T
[0 cron TITTITITITTT] 2 [T1111]

crontab -e

[

0 2 * * * Jusr/local/bin/collect tomcat jvm.sh

[LITIITITIT] 30 [TTTTTIITII]

*/30 * * * * /Jusr/local/bin/collect tomcat jvm.sh

(1 (111

e jstat [TI1J JVM GC/11D0
e jstack [TITTIITITTITI
o [TTITTITITITIT logrotate [IT]T]

(I logrotate [T] [TTTIITI1T]

M [MOIO collect tomcat jvm.sh [ITIT] logrotate 11T}

[LITITTITITT

/home/shuncom/tomcat _jvm monitor.log

logrotate ?7?7??

1111 /etc/logrotate.d/tomcat jvm monitor []

/home/shuncom/tomcat_jvm monitor.log {
daily
rotate 7
compress
delaycompress
missingok
notifempty
create 0644 root root
sharedscripts

postrotate



true

endscript

(LTI ITTTITTITTT]

/home/shuncom/tomcat jvm monitor.log {

daily # 000000
rotate 7 # 00 7 000000000
compress # (0000000000 .9z
delaycompress # J00D00000000000C000
missingok # 0000000000
notifempty # 00000D00DOC
create 0644 root root # [0000DOCOOCOOCOOOOC
sharedscripts
postrotate

# logrotate [J0000000OOO0OC

# [0000000CO000000CDOCo0o

true
endscript

?7? logrotate ??7?7?77?

(I

sudo logrotate -f /etc/logrotate.d/tomcat jvm monitor

[LITTTTITIT]

/home/shuncom/tomcat_jvm monitor.log - /home/shuncom/tomcat jvm monitor.log.1l

[LITIITIT -1.9z [TITITTITITIN

A1

1. [T] collect tomcat jvm.sh [I] root [TIT] create 0644 root root [I]]]
11 Tomcat [TITI1T] create 0644 tomcat tomcat []

2. [ logrotate (TTITIIITIIIT /etc/cron.daily/logrotate []

3. [T size 100M [TTTIIII]



(LITITIT] “lI0  +{IIII "I 200MB [TT11T]

(0 OT111] M+ 0
e [ITIT1T]
e [IIITT] 100MB[TTTTTITITIT]
logrotate [TTTITITT]

?7?7?7? /etc/logrotate.d/tomcat jvm monitor

/home/shuncom/tomcat_jvm monitor.log {

daily # 000000

size 106M # (0000 1eemMB 00000
rotate 7 # 00 7 00000
compress # (100000
delaycompress # J00000000000000O0OO
missingok # 0000000000
notifempty # 0000000000

create 0644 root root # [O0000000CO
sharedscripts
postrotate

true

endscript

sudo logrotate -f /etc/logrotate.d/tomcat jvm monitor

(LTI

tomcat _jvm monitor.log
tomcat _jvm monitor.log.1l

tomcat jvm monitor.log.2.9z



A 11111

e daily + size [I[] [III (T 100MB [I1111]
e rotate 7 [IITIT] 7 OIIITIIIIIIT]
e [TTITT] (1110 (11 100MB [TTTIITITIIIT] maxsize []]]
size[]
(T size [] maxsize [[TTTTTIIT]
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