Ubuntu 18.04 ps

inninin

[ ~Command 'ps' not found" [T]

(I

## (TTITITTIIIT]

### 1. 1110 procps
" “bash

apt update

apt install -y procps

(LTI
" “bash

ps -ef

### 2.1 aptIIIIIDO
[(LTTIT] aptI I
"““bash

# 11 aptIIl]

apt --fix-broken install -y
apt install --reinstall apt

# [ procps

apt install --reinstall procps

#4# (1111111 /I
##4# [ 1[I

1. [T

" “bash

Is /var/cache/apt/archives/procps*

" “bash

**procps [TTTITIT]

apt(]

dpkg -i /var/cache/apt/archives/procps_*.deb

i

**] ps[] top[] vmstat



### 1 211110 Ubuntu[ITT11T
1. 1] Ubuntul8.04[111T]

"““bash
apt update && apt install --download-only procps
# [T11  /var/cache/apt/archives/procps xxx_amd64.deb

2. SCpITIITIIITTT
" “bash

dpkg -i procps_*.deb
# [T
apt -f install -y

#4# (111111 PATHIIIITIIIIIIT]

(TITITTIITITIT] “PATH [ITIIIIITO not found[]
1[I0  psOIIIIIIT

"““bash

which ps

# [T

Is /bin/ps /usr/bin/ps

- (I procps
- (I PATH
**“bash

# 11110 PATH
export PATH=/usr/local/sbin:/usr/local/bin:/usr/sbin:/usr/bin:/sbin:/bin

#[I1I]  ps

ps -ef

2. 111 PATHITIITI /etc/profile /root/.bashrc[]
“““bash

# 110 PATH[

grep -r "PATH" /root/.bashrc /etc/profile /etc/environment
# [0 PATHIITIITO PATH

echo 'export PATH=/usr/local/sbin:/usr/local/bin:/usr/sbin:/usr/bin:/sbin:/bin' >> [etc/profile
source /etc/profile

#4# T

### 1. 11110

" “bash

# (1111111 Agent[TTTITIITIT]
# 111 clamaVv[IIl]

apt install -y clamav

freshclam

clamscan -r / --remove=yes



##4# 2. 11 procpsIIIT]
"““bash

# (I

apt-mark hold procps

# [ psHIIITITI

chattr +i /usr/bin/ps /bin/ps

### 3. [T

(11110 “mount --bind /proc/$PID /tmp TN
1. IITT11

" “bash

mount | grep /tmp

umount -l /tmp

2. I
“““bash

crontab -l

Is /etc/cron.*
systemctl list-unit-files

3.0 /tmpIIIII

"““bash

mount -0 remount,noexec,nosuid /tmp

echo "tmpfs /tmp tmpfs defaults,noexec,nosuid 0 0" >> /etc/fstab

## [T
“““bash

#!/bin/bash

export PATH=/usr/local/sbin:/usr/local/bin:/usr/sbin:/usr/bin:/sbin:/bin
apt update

apt --fix-broken install -y

apt install --reinstall -y procps

apt-mark hold procps

chattr +i /usr/bin/ps /bin/ps

echo "===[III111] ps ==="

ps -ef
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