I

[] 192.168.0.4
LETTITT

AD[T] 2022[011] 2025

win2025

e [TTT1IT1 192.168.0.5[] Windows Server 2022[]

o [I111I 192.168.0.4[] Windows Server 2025[ITTIITIITIIIIIT]

e [TIT] 0.4 111 1111 Additional Domain Controller, ADC[]
(IITITTT]

11711111

1. 11 192.168.0.4 [I1II111J DNS[]

nslookup shuncom.local

nslookup s-dns6.shuncom.local

2.1 0.4[0 0.5[{I1I11] 135[] 389[] 636[] 3268[] 3269[] 445 [TITIIIIIIIT]

3.0 0.5[I] Active Directory [TI1T]

dcdiag /v /c /e

repadmin /showrepl

4. [0 0.4 I (LITIITIN

(LI DC 11



1. 2[] 192.168.0.4 []
DS []

1. [I1 PowerShell[ITTIT]

Install-WindowsFeature AD-Domain-Services -IncludeManagementTools

2. [ITITITTTIT] (LTI a

1. 3[1] AD DS [0
LT

1. 0 192.168.0.4 11 IO - AD DS - [I1T] = [TIIIIIII1]
2. [ {110 [

o [IT] shuncom. local

e [I111] (I1111] (0] Administrator@shuncom.locall]
3. [ OIII0 [

« DNS 1] 1110
o (1111 GC[] 11111

o [IIT] ‘[T RODC[ "I
4. [[] AD DS [III111 SYSVOL (1]  [TIIIIIIIIIILLI
5. [ {OIMIIT DSRM[]
6. I M O
¢ (IO

1. 4[TTIITIT1I

1. M 0.4 [IIII

AD

Get-ADDomainController -Filter * | ft Name,IPv4Address,IsGlobalCatalog,Domain,Site


mailto:Administrator@shuncom.local

2.

(LTITIT]

repadmin /showrepl

dcdiag /v /c /e

3. [ DNS{

nslookup

set type=SRV

_ldap. tcp.dc. msdcs.shuncom.local

4. [I1 FSMO [IIT1] 0.5[]

netdom query fsmo

1.5

e 0.4 [IITIIIII0 FSMO [Tl  0.5[]

o [(IITTTITITITTIL] 0.4 11111110 FSMO[T]

Windows Server 2022

] 192.168.0.6

(

) (IIT]

2. 1[1TIT]

1. O

(ITIT]

DC 111

IP 1]




netdom query fsmo

(I 192.168.0.6 [I11] FSMO [TTTTTIT11] FSMO [TTTTITII1T]
2. 11111
0 192.168.0.6 [T1T1]

dcdiag /v

repadmin /showrepl

(LTITITITIT] AD [IIT1T]

2.2[171 192.168.0.6 [1]

0 [ 0 PowerShell 11T

Server Manager(]

1. [ 192.168.0.6[11] Server Manager(]
2. [I1 Manage -» Remove Roles and Features[]
3. 1 Active Directory Domain Services (AD DS)TITIT]
4. 11110 “MTI110 (Demote this domain controller)”[TTTTI1T]
5. 110
e [T1TJ “This domain controller is the last domain controller in the
domain” 11111 DC
e [[] DSRM[IT]
6. QIO 192.168.0.6 [[] DC [IIIIIIII
PowerShell
[0 192.168.0.6 [IITIIT11 PowerShell[]
# 000000

Uninstall-ADDSDomainController °
-DemoteOperationMasterRole: $false °
-RemoveApplicationPartitions °
-Credential (Get-Credential) °

-ForceRemoval:$false °

-LocalAdministratorPassword (ConvertTo-SecureString "YourLocalAdminPasswOrd!" -AsPlainText -



Force) °

-Force

(ITIT]

e -Credential [TTTITIITITIIT]

e -lLocalAdministratorPassword [TTTTTTTTTITTITTIITIIIIIITITIII]
e -ForceRemoval:$false [TTTTTTTITITITITIT

[T 192.168.0.6 ([T

2. 3[MTTTITIT]

1. [ AD[III[ DC [T
(1111 DC[II] Active Directory Users and Computers (ADUC)[IT] Domain
Controllers[IT] 192.168.0.6 [T111]
2. [I1 DNS [II1]
1 DNS [II111 192.168.0.6 ] A1l SRV[OI] _msdcs [I111]
3. [IIII1]
(LTI

repadmin /replsummary

dcdiag /v

(LITTIT]

0 [T

¢ 192.168.0.6 [] DC[I] - [IIITIIIIIIIIO
o [II1T 00 OO0

Remove-Computer -UnjoinDomainCredential (Get-Credential) -Verbose -Restart

[] 192.168.0.4 win2025
LETETITT]




(0 [T FSMO [ITTT11T111] (I GUI[ PowerShell [TTIT1T]
Windows Server 2022 [TT11]

[11 FSMO [ITITITTT]
Windows Server 2022

3. 11111

1. [TIIIIII11 [IITIT] 1111 Active Directory[]
e [I11T]

repadmin /replsummary

(ITITTITTTT
2. [TIIIII10 Enterprise Admins [] Domain Admins []]]
3. [IIIII111 s-dns1.shuncom.local [TTTTTTTITTIIITI] DNS[]

3.2[] GUI 111 FSMO []

FSMO (I 5 [T

1. Schema Master

o [[IIIIIITIO schmmgmt.dll[]

regsvr32 schmmgmt.dll

e [[] MMC[] Microsoft [IT]1T] 0
o Win+R = mmc
o[l -1 /IIIIO - [ Active Directory Schema

e [[1 Active Directory Schema - []] Active Directory [T11] - 111 DC[] s-

dnsl.shuncom. local []]
e [[I1 Active Directory Schema - [I]] -M M 0O



2. Domain Naming Master

e [[1 Active Directory Domains and Trusts[I[[T]
o [T - [ Active Directory [TIT] - 110 DCO
e [ITITTT] - 111 =M [M 0

3. RID Master / PDC Emulator/
Infrastructure Master

e [[1 Active Directory Users and Computers[TTTTIT]
e [TTI1T1 - [1] Active Directory [T1T] - 11 DC
e (111111 - 111 - 1110 3 110 RID[ PDC[] Infrastructure[T]

3.3[] PowerShell [TT] FSMO
|

1. T TIIT] Windows PowerShell[JTTTIT] 0
2. 110 FSMO [I111

netdom query fsmo

3. [ITIIIIIIIIO s-dnsl.shuncom.local []]

Move-ADDirectoryServerOperationMasterRole -Identity "s-dnsl.shuncom.local"

OperationMasterRole 0,1,2,3,4 -Confirm:$false

e [ITI111]
o 0 = PDC Emulator
o 1 = RID Master
o 2 = Infrastructure Master
o 3 = Schema Master
o 4 = Domain Naming Master

Move-ADDirectoryServerOperationMasterRole -Identity "s-dnsl.shuncom.local"

OperationMasterRole SchemaMaster, DomainNamingMaster, PDCEmulator, RIDMaster,



InfrastructureMaster -Confirm:$false

4. [TIIITI11

netdom query fsmo

M 5110 s-dnsl.shuncom.local []]

3.411T1

e[ (Move)[ [III (Seize) [1TJ
o [II1  FSMO [II10 M [Im Move[[ITTTT]

oI  FSMO [T Seize[TTTTIIIIIT]
e FSMO [TIIIITIIIT DC [T DC[I
o (I FSMO [IT1T]
[ Seize FSMO[ITIIIIT] ANRRNRNNRNRRNRRNANRANRD

LETETHT IP []

1. 10 FSMO[ITTIIIT] (TITIT] S-DNS1.shuncom.local []

2. [I11 [TTT1] IP[1] [I0 192.168.0.4 & 192.168.0.5 [III]
(TIIIII10 AD[] DNS [ IP[II1 IO P T

e [TTTTITIT]

e DNS [T110

e Kerberos [TI1T]

e [TITIIITT

[ [T

[T

FSMO [J00 S-DNS1.shuncom.local[]192.168.0.5[]
nslookup 00



shuncom.local -> 192.168.0.4 [J 192.168.0.5

TTITIIIT] S-DNS1 [J S-DNS6[IT] DNS [T
111 (ITTTIT] P O

[ [ IP [TTTTIT]

[ P IIITIT]

1. IO DC 11111 IP[]

S-DNS1 - 192.168.0.5FSMOI0
S-DNS6 - 192.168.0.4000DC[

2. M

ping S-DNS1.shuncom.local
ping S-DNS6.shuncom.local

3. [ DNS [II11T] 117 DC 1117
o [I] DNS[I DC

e 1 DNS[IT]
1]
S-DNS1:
[JJDNS[]192.168.0.4
[DNS[]192.168.0.5

S-DNS6:
[ODNS[]192.168.0.5
[ODNS[]192.168.0.4

0 (11 IP [T1T1

1

0 DC IO




repadmin /options S-DNS1 +DISABLE OUTBOUND REPL
repadmin /options S-DNS6 +DISABLE OUTBOUND REPL

(LITITTITITIITT

2

(LTI

S-DNS1]

o] 192.168.0.4
o [IIT] DNS 11

S-DNS6[]

o] 192.168.0.5
e [IT0 DNS [1171

3 DNS

1. I DNS 11O
2.I0 PO0 A
3.0 P IO

o [TTTTTIITTT

ipconfig /registerdns

e [IIITD
o S-DNS1 — 192.168.0.4
o S-DNS6 — 192.168.0.5
4. [T]  msdcs.shuncom.local []]T] SRV [TITIII11
e ldap. tcp.dc. msdcs.shuncom.local

e kerberos. tcp.dc. msdcs.shuncom.local

4 AD

IP

P[]



repadmin /syncall /AdeP

repadmin /replsummary

0o “Ofails” (1110

5

repadmin /options S-DNS1 -DISABLE OUTBOUND REPL
repadmin /options S-DNS6 -DISABLE OUTBOUND REPL

6 FSMO

netdom query fsmo
nslookup shuncom.local

nltest /dclist:shuncom.local

(10

e FSMO [T1IT] S-DNS1.shuncom.local

« DNS [T P
e nltest [I]1] DC [11]

[ T

1. (110 DNS []

ipconfig /flushdns

2. 101  DC [IIIT]

dcdiag /test:dns /v

repadmin /showrepl

3. [ITTITT LITTTIT]
o [[] 192.168.0.4[] 192.168.0.5[] PTR [IIIIIIIIL]



0 LTI

m m

1 M AD[

2 M PO

3 [ DNS[OII A/SRV/PTR

4 ipconfig /registerdns

5 [ ADI[II10 ( repadmin /syncall /AdeP)

6 M1  netdom query fsmo [] nslookup [] dcdiag [IT]
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