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<?php
// ===== LDAP [ =====
$ldapConfig = array(
"host' => '192.168.0.5", // AD OJIP ([J S-DNS6)
"port’ => 389, // AD LDAP{] (389/636 LDAPS)
'base dn' => 'DC=shuncom,DC=1local', // [IDN
"domain’ => 'shuncom.local', // 10

'admin_user' => 'administrator@shuncom.local', // [O0: ADOOOO

‘admin pass' => '000000" // 00: 0000

// ===== 000000000 =====
$username = trim($this->post->account);

$password = trim($this->post->password);



if(!empty($username) && 'empty($password))
{
$ldapconn = ldap connect($ldapConfig['host'], $ldapConfig['port']);

ldap set option($ldapconn, LDAP_OPT PROTOCOL VERSION, 3);
ldap _set option($ldapconn, LDAP_OPT REFERRALS, 0);

if($ldapconn)
{
// 0000 UPNOO user@domain
$ldapUser = $username . '@' . $ldapConfig['domain'];

if(@ldap_bind($ldapconn, $ldapUser, $password))

{
// LDAP 000
$filter = "(sAMAccountName={$username})";
$search = ldap search($ldapconn, $ldapConfig['base dn'], $filter);

$entries = ldap get entries($ldapconn, $search);

if($entries['count'] > 0)

{

$displayName $entries[0]['cn']1[0];

$email isset($entries[O]['mail'][0]) ? $entries[O]['mail'][0O]

$username. '@'.$ldapConfig[ 'domain'];

// 000000000000
$user = $this->dao->select('*"')->from(TABLE USER)->where('account')-

>eq($username) ->fetch();

if(!'$user)
{
// 00000000

$newlUser = new stdclass();
$newUser->account = $username;
$newUser->realname = $displayName;
$newUser->email = $email;

$newlUser->password = md5($password); // 0000000(OOOO)

$newUser->role = 'dev';
$newlUser->dept = 0;
$newUser->gender = 'm';



$this->dao->insert(TABLE USER)->data($newUser)->exec();

// 000000000000000000

$user = $this->dao->select('*"')->from(TABLE USER)->where('account') -

>eq($username) ->fetch();

$this->session->set('user', $user);

// 0000000
$this->locate($this->createLink('my', 'index'));
exit;
}
}
}
@ldap close($ldapconn);
}
// OOLDAPOOOIO00CO00000000
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public function login($referer = 0)

{
if(!empty($_POST))
{
$account = trim($this->post->account);
$password = $this->post->password;

$user = null;

$ldapSuccess false;

$ldapError "y

/* === [JU0000 LDAP [0 === */
$ldapconn = @ldap connect("ldap://192.168.0.5");
if($ldapconn)
{
ldap_set option($ldapconn, LDAP_OPT PROTOCOL VERSION, 3);
ldap_set option($ldapconn, LDAP_OPT REFERRALS, 0);

$ldaprdn = $account . '@shuncom.local'; // UPN [0
$bind = @ldap bind($ldapconn, $ldaprdn, $password);

if($bind)
{

$ldapSuccess = true;

// 00000 AD [0 displayName/mail [0Q
$result = @ldap_search($ldapconn, "DC=shuncom,DC=local",
"(sAMAccountName={$account})");

$entries = @ldap get entries($ldapconn, $result);

if($entries["count"] > 0)

{
$adName = $entries[0]["displayname"][0] ?? $account;
$adEmail = $entries[0]["mail"][0] ?? "{$account}@shuncom.local";
// 100000000000000
$user = $this->user->getByAccount($account);
if(!'$user)
{

// 00000000



$user = new stdClass();

$user->account = $account;
$user->realname = $adName;
$user->email = $adEmail;

$user->password = md5($password);
$this->dao->insert(TABLE USER)->data($user)->exec();

$user->id = $this->dao->lastInsertID();

}
}
}
else
{
$ldapError = ldap _error($ldapconn);
}

@ldap close($ldapconn);

/* === (00000 LDAP 000000000000 === */
if(!$ldapSuccess)
{

$user = $this->user->identify($account, $password);

* === (000000000 === *
if(!$user)
{
$this->view->reason = $ldapError ? "LDAP O000: {$ldapError}" : $this->lang->user-
>loginFailed;

return $this->display();

}

if($user->deleted == 1)

{
$this->view->reason = $this->lang->user->loginFailed;
return $this->display();

}

/* === 00000 session0000000 === */
$this->session->set('user', $user);

$this->user->cleanLocked($account);



$this->loadModel('action')->create('user', $user->id, 'login');

* === (000000 === *
if($referer) $this->locate($referer);
if($this->session->user->last) $this->locate($this->session->user->last);

$this->locate($this->createLink('my', 'index'));

$this->display();

}
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