P70°0707070°0707°0707°0707?77? S-DNS6 ?7?7?
SRV ?7?7777?7 S-DNS1 7777
SYSVOL/NETLOGON

[T (I [T S-DNS6 (111 SRV 11T S-DNS1
00  SYSVOL/NETLOGON[IIT] DFSR[ Netlogon [J DNS [TTIIIIT]
T (11T

PPP00?70797°77°7

1. I S-DNS1[] S-DNS6 1]
e [] S-DNS1 [1]
nltest /dsgetdc:shuncom.local /pdc
repadmin /replsummary

dfsrdiag /getglobalstate

o [] S-DNS6 [T]

net stop netlogon
dfsrdiag /getglobalstate

repadmin /replsummary

e [[] DFSR [ITIIIIIIO S-DNS6 []] Netlogon[IITIT] SRV[]
2. [I1 DNS[ SYSVOL

e DNS[IT] shuncom.local [T]

e SYSVOL[IT] C:\Windows\SYSVOL\sysvol [] C:\Windows\SYSVOL\domain\scripts

nnnnny

2777 S-DNS6 ?? SRV ?7?



111 S-DNS6 11111 _ldap[] _kerberos[] gc[] SRV I
DC 11

1. J S-DNS1 [T} DNS [1T] 0
e [I] DNS -> shuncom.local -> msdcs.shuncom.local
o [TTT1 s-dns6.shuncom.local [J SRV [IT]
o ldap. tcp.dc. msdcs.shuncom.local
o kerberos. tcp.dc. msdcs.shuncom.local
o gc. tcp.shuncom.local

o ldap. tcp.gc. msdcs.shuncom.local

o [TTITIITITIII 0] Windows DNS [TT] “[I0 "
(LITIITITIITI S-DNS1 [IT1]

o 111 0 S-DNS6 SRV [TITIT1T] (0 DNS[OIT T1T] DC[] M 6S-
DNS6 [IT11T1]
HKLM\SYSTEM\CurrentControlSet\Services\Netlogon\Parameters\DnsAvoidRegisterRecords
(0

2. [J S-DNS6 11117 SRV[]

reg add "HKLM\SYSTEM\CurrentControlSet\Services\Netlogon\Parameters" /v
DnsAvoidRegisterRecords /t REG MULTI SZ /d " ldap. tcp. sites. tcp. gc" /f
net stop netlogon

net start netlogon

o [TITTTTITIIT
3. [ DNS [T i
o ] S-DNS1[]

dnscmd /clearcache

ipconfig /flushdns

o [IIT] DNS[]

nltest /dsregdns /server:s-dnsl.shuncom.local

e [I] SRV[]

nslookup -type=SRV 1ldap. tcp.dc. msdcs.shuncom.local
nslookup -type=SRV kerberos. tcp.dc. msdcs.shuncom.local

nslookup -type=SRV gc. tcp.shuncom.local



2?7?77 S-DNS1 ?7?
SYSVOL/NETLOGON

1. 1 DFSR[I] [ S-DNS1 [IT]

dfsrdiag /getglobalstate
dfsrdiag backlog /rgname:"Domain System Volume" /rfname:"SYSVOL Share" /smem:s-dnsl

/rmem:s-dnsl

e [[11 backlogIIT] ooo 0 ooO
2. [I1 Netlogon [II1T] U

net start netlogon
nltest /dsregdns /server:s-dnsl.shuncom.local

« [l SYSVOL/NETLOGON [IT]

net share
dir \\s-dns1\SYSVOL
dir \\s-dns1\NETLOGON

e [ITTITITIITTI
net share SYSVOL=C:\Windows\SYSVOL\sysvol /GRANT:"Domain Admins", FULL
net share NETLOGON=C:\Windows\SYSVOL\domain\scripts /GRANT:"Domain Admins",FULL
3.1 DFSRADI[I] []S-DNS1 - S-DNS6[T]

repadmin /syncall /AdeP

repadmin /showrepl

??°?7°7?7?

1.0 AD[ [

dcdiag /test:advertising /test:netlogons /test:sysvol

e [I1 S-DNS1 [IIIT1ID
e [1 S-DNS6 T[] SRV 11111
2.1 SRV [



nslookup -type=SRV 1ldap. tcp.dc. msdcs.shuncom.local
nslookup -type=SRV kerberos. tcp.dc. msdcs.shuncom.local

nslookup -type=SRV gc. tcp.shuncom.local

e S-DNS1 11111 DCO

e 5-DNS6 [TTTTTTTTTTTIT]
3. [0 SYSVOL/NETLOGON [T] [

e Il  DC I

\\s-dns1\SYSVOL
\\s-dnsl\netlogon

0 I
e S-DNS6 [T] Netlogon [I1T] AD [TTTTTTT1T1T SRV[]
o [TTTTITTITITITITTI Netlogon[]

e [ DNS QI

o [TTTT1 S-DNS1 [I111] AD [J DNS[J
repadmin /syncall /AdeP
nltest /dsregdns /server:s-dnsl.shuncom.local

ipconfig /registerdns

ARIRNRNRNRERED

« DFSRDIAG [I][] S-DNS1[] S-DNS6[I[] 1355/ 1717[I[[]

(I Netlogon [T1T] a
e Netlogon [T]T1T] [ SYSVOL/NETLOGON [ITIIT] ipconfig /registerdns
(IIITIIT]
[II DFSR[ DNS[] Netlogon [IIIIIIIIIIIIL S-DNS1 IO “m "
PDC/SYSVOL/NETLOGONT([]

? 77?7

S-DNSG6 (1] Netlogon — [] AD[] DNS [ITT11T1 SRV (11111
S-DNS1 DFSR [IIIIIT] — ReplicationState [] Backlog [[TIT]
DNS SRV []]IT] - DsGetDcName [T111] S-DNS6[]T] DFSR/Netlogon [TT1T]
Netlogon [TTT1T] - [J] S-DNS1[]] DNSI[I] ADI[III] S-DNS6 [1T1]
SYSVOL/NETLOGON [I1111 DFSR [T1110

P wWwhH



P P0P00000707°07° + 207?77

# S-DNS6 00
net stop netlogon

sc config netlogon start= disabled

o [ITITITIIIT] SRV [IT]

?? 2777 DNS ? S-DNS6 SRV

e [[] DNS [II] - [T111] - _msdcs.shuncom.local
e [TTI1T1 S-DNS6 [] SRV [IT1

o ldap. tcp.dc. msdcs.shuncom.local

o kerberos. tcp.dc. msdcs.shuncom.local

o _gc. tcp.shuncom.local

e 111 PowerShell [TT1T]

Import-Module DNSServer
Remove-DnsServerResourceRecord -ZoneName " msdcs.shuncom.local" -Name

" ldap. tcp.dc. msdcs.shuncom.local" -RRType "SRV" -ComputerName S-DNS1

?? 377 S-DNS1 7?7?77 Netlogon / SYSVOL

# (0000 Netlogon

net stop netlogon

net start netlogon

# 000 DC SRV

nltest /dsregdns /server:S-DNS1.shuncom.local

e I SYSVOL/NETLOGON [IT]

net share
dir \\S-DNSI\SYSVOL
dir \\S-DNSI1\netlogon



o [IIITITITT

net share SYSVOL=C:\Windows\SYSVOL\sysvol /GRANT:"Domain Admins", FULL
net share NETLOGON=C:\Windows\SYSVOL\domain\scripts /GRANT:"Domain Admins", FULL

?7? 4777 DFSR ?7

e [[1 DFSRDIAG [IIT] DCTIIT S-DNS1 DNS [TTTTTTIITIT]

nslookup s-dnsl.shuncom.local

ping s-dnsl.shuncom.local
o [TI1J AD [J DFSR IT]
dfsrdiag PollAD

o [TTT1T] DFSRDIAGIT] 11 DFSR SYSVOL[]] PDC 1111

# [0 S-DNS1 [0 SYSVOL [J
dfsrdiag PollAD
# 000000 PDC FSMO [O00000000/00

?? 57?7?77 AD/DNS/SYSVOL ??

# 00 AD 0O
repadmin /showrepl

repadmin /replsummary

# [0 DC OO
dcdiag /test:advertising /test:netlogons /test:sysvol

# [0 DNS SRV
nslookup -type=SRV ldap. tcp.dc. msdcs.shuncom.local

nslookup -type=SRV _kerberos. tcp.dc. msdcs.shuncom.local

o [TTTT1] S-DNS1[] S-DNS6 [IT11T1]

Mmoo 0o

1. (010 S-DNS6 Netlogon [[[] DNS SRV[]



2. S-DNS1 111117 DC SRV [IT] SYSVOL/NETLOGON [T] [
3. DNS SRV [IT1T] Netlogon 1T} 10 DFSR/SYSVOL 1111
4. DFSRDIAG [] repadmin []]] DNS 111171 Netlogon [T] [J

(T NERRRRRRNNNNNE S-DNS6 [T]] DNS SRV [I]] S-
DNS1 [[] SYSVOL/NETLOGON[] DFSR [TIIITIIT] (IO

[LITITTITITTI
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